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Development of Malware Traffic Control System
for Malware Analysis

KIICHI TOKUYAMA'' NAOKI SHIMOTSUMA!
TETSURO KITO™ HIROFUMI NAKAKOJI™

TOMOHIRO SHIGEMOTO'!
NAOKI HAYASHI™

As the malware used in targeted attacks has grown more advanced in recent years, the number of cases where existing inbound
measures have failed to detect attacks and allowed incursions into the organization has increased. It has been confirmed that
“downloader” malware exists that downloads secondary malware from a malware distribution server prepared by the attacker, so
that the attack can be carried out in stages. So, it is necessary to be connected to the Internet, and to analyze malware. But if all
the malware connection is permitted, malware analysis environment may attack outside services. In this paper, we develop and
evaluate Malware Traffic Control System which controls attack.
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