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Fig. 1 Overview of our proposed method.
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1 Web REST

Table 1 REST endpoints for proposed controller Web service.

URI

GET /policies a b

GET /policies/{chain}

PUT /policies/{chain}/{policy}

GET /logs

GET /logs/{protocol}

GET /rules

GET /rules/{protocol}

POST /rules/{protocol}

PUT /rules/{protocol}/{id}

DELETE /rules/{protocol}/{id}

a iptables
b iptables

2 Web

Fig. 2 Screenshot of proposed controller Web application.
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Table 2 Used hardware for prototype implementation.

Raspberry Pi B

Ethernet USB 3.0 Gigabit AX88179

Ethernet 2
USB 3.0 Gigabit Ethernet

2 Raspberry Pi USB 2.0

3.2
3.2.1 OS

Raspberry Pi OS [6]
6 OS Raspbian Pidora

OpenELEC RaspBMC RISC OS Arch Linux
Raspbian Linux

3.2.2 OS
3

iptables ulogd iptables
Linux

ulogd iptables

( 1 ) TCP/IP

( 2 ) iptables
ulogd

( 3 ) ulogd iptables SQLite
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3
Table 3 Used software for prototype implementation.
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Table 4 Used software for proposed controller Web service.

Slim 2.4.2 PHP

PHP 5.4.4

Apache HTTPD 2.2.22 Web

SQLite 3.7.13

5 Web

Table 5 Used software for proposed controller Web application.

jQuery UI 1.11.0 jQuery UI

jQuery 2.1.1 JavaScript

HTML 5 5 Server-Sent Events

4.

( 1 ) 3 OS Raspbian ver. June 2014 Pidora ver.
20 Arch Linux ver. June 2014

( 2 ) 2 USB USB 2.0 USB 3.0
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6 Ethernet Mbps

Table 6 Throughput for each Ethernet adapter (Mbps).

OS 100 M 100 M USB 2.0 1 G USB 2.0 100 M USB 3.0 1 G USB 3.0

Raspbian 53.29 53.09 53.09 52.93 50.87

Arch 56.18 52.17 51.87 52.37 51.97

Pidora 43.73 42.81 43.36 43.24 43.39

7 Mbps

Table 7 Throughput between prototype and test server (Mbps).

OS 100 M USB 2.0 1 G USB 2.0 100 M USB 3.0 1 G USB 3.0

Raspbian 46.6 46.64 45.2 45.77

Arch 38.6 33.73 36.61 36.92

Pidora 37.89 39.37 38.03 38.88

8 Mbps

Table 8 Throughput between test client and server through prototype (Mbps).

OS 100 M USB 2.0 1 G USB 2.0 100 M USB 3.0 1 G USB 3.0

Raspbian 47.24 48.59 47.67 48.24

Arch 41.92 44.41 41.93 44.23

Pidora 36.98 36.64 36.31 36.59
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