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Abstract: In recent years, problems posed by DNS amplification attacks have become serious and there is
a compelling need for effective countermeasures. We have proposed DNS honeypot, a method for observing
DNS amplification attacks, and have been conducting the observation and analysis of DNS amplification
attacks. In order to conduct DNS amplification attacks, attackers need to know where open resolvers are
and therefore it is expected that they conduct network scans for finding open resolvers before conducting
amplification attacks. However, since a DNS honeypot requires operational costs to work as a DNS server
and it is unfit for large-scale monitoring, it is difficult to grasp the trends of scans for open resolvers by DNS
honeypots. In this paper, we compare the DNS amplification attacks that DNS honeypot observed with
the scans that darknet sensor observed, and analyze the correlation between them. As a result, out of 33
domain names used for DNS amplification attacks that DNS honeypots observed during the analysis period,
29 domain names (87%) were used for scans that darknet sensor observed, and 22 domain names out of them
were observed by darknet sensor one or more days before the actual attacks occurred. From this result, it can
be expected to develop proactive countermeasures against DNS amplification attacks using scan information.
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Fig. 1 Model of DNS amplification attack.
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Fig. 2 Idea of DNS honeypot.
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Fig. 3 Architecture of DNS honeypot and observation system.
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Fig. 4 Implementation of DNS honeypot.
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Fig. 5 Changes in the number of DNS queries (Daily).
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Table 4 Response sizes and amplification factors of general

domain names (as of November 25th, 2013).
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Table 5 Information of domain names used for DNS amplification attacks (TOP 10 in

descending order of the number of DNS queries).
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pkts.asia ANY 12,262,517 | 5070% 245 fHOIGE NXDOMAIN M E
anonsc.com ANY 7,323,906 —*3 201 fH D% NXDOMAIN E
2a3247.com A 3,790,906 | 5379% 256 i D NXDOMAIN JUgE]
babywow.co.uk ANY 3,772,660 5488% 246 8 DIRE NOERROR (&% /]h) *4 ME
eschenemnogo.com | ANY 3,217,076 | 4739% 246 # D —*5 B
ym.rctrhash.com | ANY 2,396,101 —*3 K& YA XD TXT o NXDOMAIN E
a.packetdevil.com | ANY 2,396,055 4723% 252 ff D)5% SERVFAIL LY
irlwinning.com ANY 2,279,340 | 4778% 245 HDOIG% NOERROR (&% /h) *4 A
fkfkfkfa.com ANY 2,201,520 | 4900% 245 A DG NXDOMAIN iyE|

%1 DNS-HONEY1 & DNS-HONEY2 TAr#rf G H 28R L 72 DNS 7 = U ooz fidk L7-.

¥2 BUNHAM O P CRAROMEERZDW L. 7, HEERIIE 4 0% LREOFIECEHE L.

X3 BUE RN D EMARISEDY A R2FHTE R T-2OREE L.

X4 BBEHIIBEIZZDO RAAL LV EZFTALTELY, RAALAVDEBEZRIZLD AA—F 73N T0H L0l S.
X5 HERIDNS h— D DIRE NS v NeZ G TCERpo o REL L.

% 6 aa3247.com, pkts.asia, bitstress.com OB H & DNS 7~ 7IHEOHIHH

Table 6 First observation date in darknet and observation date of DNS amplification

attack (aa3247.com, pkts.asia, bitstress.com).

RAAL 4 A Y —7 3y b TOHBIA DNS 7 v 7B O #H B DNS 7z U ot —2r*
aa3247.com A 201349 A 23 H 201345101 2 H (9 HR) 20134£ 10 1 4 H (11 H#R)
pkts.asia ANY 2013410 H 2 H 2013410 H3 H (1 HE) 20134 11 H 2 H (31 H%)
bitstress.com ANY 201349 H 19 H 201349 H 23 H (4 H#) 20134E 9 H 28 H (9 H#)

X1 FILNES =72y b THD TBRISh AL DR BERT.
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%lE, BOEHHDNS 7 ¥ THIED 720 (T ME A E L7
bo (£5 T THE] LR ThoEEZON, Kl
T, ThHD AL X HIERLT, DBEOGHTZAT).

4. DNSBEDZEED

AFETIE, DNSN=—Rv MMl L7z DNS 7 >~ 71X
WL, =Ty b 2EEIL 72 DNS 4 — /"D R F v
ViGE R RAEL, TOMME ST 5. Koo B,
DNS 7 v 7B & A% v VIEFIOMEZ 54452 & T
HY, KL TlE, DNS 7 TV IZEENL F AL V41284
HLToair-> 7.

%B, RiHLTIX, DNS /N —F v FHEH L 72 DNS
HEDI) L, A—DREITLIP 7 KL A5 O L 72 100
PIEODNS 71 % DNS 7 ¥ 7, ¥~ % v btr
I L7 DNS 7 ) 2 2% v » LWL 7z,

4.1 X% v > & DNS 7> 7HEOIER

AETTIX, DNSN=—=FKy MBI L7z KX A4 V40
95, DNS 7 v THEIHH I N TWA3 DD N XA
% (aa3247.com, pkts.asia, bitstress.com) IZEH L, A
¥ v & DNS 7 v THEOHE E 5T 5.

4.1.1 aa3247.com

aa3247.com @ DNS 7 T 1%, Hxt GBIz 2 50
DNS = — Ky b TH 380 HHEEHH S L7z, ZDIREIC
X, 256 D IP 7 FL ADEEFR SN TEB Y, HEDHIER
3R sAfEChH o 7.

DNS N=—=Ry & F =273y b2 8H L7
aa3247.com ® DNS 7 T B OREEHEL 2K 6 ([I/RT.
aa3247.com & W72 A F ¥ 1, 20134E9 A 23 HIZ, ¥ —
74y Mty EDNS N =Ky NN TR TR
SN, Fotk, ¥—2 4 v b U TlE, aa3247.com &
A2 KRB 2% v A5 1 ERIE < fikie L TRl S e,
—7J7, DNSN=—FKy T, AFx OMEBEMH2S5 9
H#9 10 H 2 HIZ, aa3247.com % 72 DNS 7 >~ 71
D THIEI S, 11 HFAD 10 A 4 HIZ, aa3247.com.
D DNS 7 )iz ¥ — 7 I1E L7,

4.1.2 pkts.asia

pkts.asia ® DNS 7 .V %, 2 50D DNS N=—FKv b T
ST SR I 1,200 5 REIEHH S L7z, 2oz,
IP7 FLAZHLMZ 45 DL a— FOBEFESNTEY,
S OHIESRIIH 50 5 TH > /2.

DNS ==Ky & F =273y M8 L 72
pkts.asia @ DNS 7 V) BoOREER 2K 7 2R 7.
pkts.asia Z AWz A F v 1, 2013410 A 2 HIZ, ¥—
74y Nty EDNS N =Ky NN TR TE
S, FOFRHAD 10 H 3 HIZ, pkts.asia =72 DNS 7
TSP DNS NS — Ky P T TCEHMl SN, FD
%, ¥—27 2% v bty Tld pkts.asia D KBIEL A F %
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Fig. 6 Changes in the number of DNS queries of aa3246.com.
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Fig. 7 Changes in the number of DNS queries of pkts.asia.

UH5~6 HBEICHHl S 7z, DNS h=—Fv FTI,
10 H 14 HDIBEIZ pkts.asia & V7250805 L, A% ¥
COMBIHEAS 31 H%0 11 A 2 HIZ pkts.asia ® DNS
7T E— 7 1E L.

4.1.3 bitstress.com

bitstress.com @ DNS 7 =V %, 25 DNS /N=— K v
b O LI F ISR 17 TRIEE S 7z, FOIREIC
X, IP 7 FLAZFULIZ 242D L a2 — PS8R S LT
B, WEOWIERITH B HETH 7.

DNS N=—FRy heF =23y MEeUHHEHL -
bitstress.com @ DNS 7 L) O FEHERZ 2 X 8 12777 .
bitstress.com & W72 2 F v 1, 201349 A 19 HIZ,
F—2 %y bty & DNS ==Ky MO THD T
Bl h, =74y by HTlE, ZOBLMKELAA
Fx PN SNz, DNSHh=Z—FKy hTiE, AF ¥ D
MEH 225 4 H#0 9 A 23 HIZ bitstress.com % 72
DNS 7 ¥ 73O THM S, 9 HED 9 A 28 HIZ
bitstress.com ® DNS 7 =) i3 ¥ — 7 [Z3E L 7-.

4.2 XX v S5 DNS7UoTHEZTTCOREK

REGTTUE, AR A2 DNS /==K v } 751,000
L ED DNS 7 1) 2Bl L7z B A 1 >4 2 BB ICH
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Fig. 8 Changes in the number of DNS queries of bitstress.com.

RT AF¥¥UhOHEEE TOHRDH
Table 7 Distribution of days from scan to attack.

H 301 R AA 5 O¥k
0H (KBEELHEBIZH—7F v N THIAD 4 (12.1%)
1H 5 (15.2%)
2H~7H 7 (21.2%)
8 H~30 H 6 (18.2%)
31 HLLE 4 (12.1%)
BURBLRIC Y — 27 3 v b CHEL 3 (9.1%)
A —r %y TRl s 4 (12.1%)

ENLRAL v BEL, ZOHH, KEENDNS 77
LD OB ICHE L L BESND 33D F XA
YEIZOWT, 41 HIEFET, RO 20O HEE ST
5. B, 33HEFABOFIAT, LEEIHEAICHEL
T2 RAAL EPEDPZHWL, BEORIEIEN L2201
WZHEDOWTEEL TS,

(1) XX+ oHEETOHE

F—2 %y bV TAF Y VA0 TEBIEl S H»
5, DNS ==Ky hCHL Fx A %% H\7=DNS 7T
VTN S N2 E TORE.

(2) XX+ PLHBOE—7ETTORE

F—2 %y by TAF Y VA0 THBIIl S H»
5, DNS/=—®Kvy hCHL Fx A »%4®DNS 7128
wLECEMSNzHETORE.

BBEDO AL VHICHT L2000 HBDOHAizR 7,
R 8IIRT. GHOKEHE, DNS/N=—FKvy N TDNS 7~
TECEDSEBR SN AL XY b 1 HUERIZ, 66.7% (330D
9B RE) DRKAAL VENRT =7 2y My TEIINS
NTw/z, 72, DNS N=—FK v FTEH S N7-88&)
Y—212%¥ 5 1 HUERTIZ, 81.8% (33D b 27 1)
DRAAL VBT =7 3y bV TEMIEN T, 2
NSOFEREMNS, DNS 7 ¥ THEN DNS N=—KRvy b T
BNESNBHNCIE, WELEFL AL v &2 HO-AF Y
VIEEIDT — 7 v M U TH B S N AT REEATE W
WS,
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£8 AFYUDNOLYWEDOY — 2 FTOAMDGA
Table 8 Distribution of days from scan to peak of attacks.

EE KA A % D¥K
0H (BBLRAICK—2 %y hCRED 1 (3.0%)

1H 4 (12.1%)

2H~TH 9 (27.3%)

8 H~30 [ 7 (21.2%)

31 HUL 7 (21.2%)
E—7%ICF—7 %> b CTHH 1 (3.0%)
Z—7Fy h TRl T 4 (12.1%)

1 KX T, ABUMIBORMOZESOHTHEEFFEL
TW5.

5. ERENK

AETIE, ABOGTHIRIZHET 2EHEL, SHHRD
S5 N7 AR & 72 DNS 7 ¥ 7508 0 R S
BT 2R AT 5.

51 WEEHSHRBICHABELERXACH

BEFEDDNS 7 ¥ FYED 720 (M E L7z & T4
ARG L 72 B A A 2 440E, BRI IZTR S RILE 2 A
LCTw72boo, 201441 H 22 HEAETIE, IWEITFAE
L7 (NXDOMAIN) %, IR&EDH A AD/NE {EHES
NTEY, DNS 7 ¥ TEEBICIE S 2 WInET 1 Xk o
T/ (&), ThuE, WEBHHDNS 7 v 7B
FAL &% BB CHEB L2 2 5MEMICHE720TH
D, ZOMAIIMOREFEICHETSNE FAL % (72
EZIE, Ky bAy b C&CH—NTHWOLNLA F XA
V) DAY A (29 BB, WEYA XAVNEL
TEHEINZIHIE, WEEDNZO N AL OFTEHER HE
L, RALVDPVLIA N THEOBEHERIZL > T=F
FENTW720TH D LIS NS,

52 HEBEIHEBEFEL KX CEEHAVEIX v %
Giged=1:0]

ABDGHFEF LY, DNS NHN=—FRy FH5EH L 72 F 2
1%D95, DNS 7 v THETHHF I ATV FAA
A0 9 H (33 29) A, F¥—2r Ay U HT
LM SN T Z G0 5. RETIE, BEBHHPHE
EFRL RAL Y BERCIZAF v v B FEITT LM 2 L5
5.

WEBEH DNS 7 v 7B ETT 5720121, BiE
B =TIV NNROIP 7 FL A% 5550 LoilE
LTCWBLEEHAL., LirL, =72V NOHIZIE,
F—=T ) NUNE L TOY—ERAORMEEELTEH D
R, F =T NNE LTOF— A EHIHIET S
b, ISP LI IP 7 FLAHE Y K THN LB
TTHELTWLZOMEDOIP 7 FLADPAEHTLED
BYDHWHEAETH. D10, BWEFIEMWICAF v~
ATV, WBOMABRIZTHF—T ) IO Y A b %
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WHT2LEN D 5.

F7-, W®HIT, DNS 7 v 7B - DI HE L K
AL VEDPEEREIT B I — T ) IV TEBICKHR
FAREP B2 % HANICHERR T 2 LN H S, T, DNS
Fyyvratr—OfpiZiE, BEDOY A XL —H D DNS
7 ZIDHREN T DOVFHETH720THAH. 72L&
Z 1%, EDNSO (Extension Mechanisms for DNS) [30] & IF:
£ % DNS OILEBAEIITIL L TWARWDNS F v v &2
=N, UDP ETlE512 4277 v b EFTOIRE LK
FTILENTE RV, BELZHEFESES DNS 7 v 7
BOBAEE LTARRETHAS. 72, Google f:A T
% Public DNS #—E Z 28] ® & 9 |2, isc.org (ANY) %
D—ED 7 1) OIEXHIRYT 5 DNS F v v ¥ at—nN
LHEFELTBY, TNH5DOF—F Y NNy DNS 7 >~
THEOEABE LTHHATAZ LIEHETH 5.

Ulho k) Bmnrs, WEEHI, WBEOEAGLETS
F—=T ) IUNSDIP T FLAZET L EEDIZ, 20
F—=T ) NN ARG & LTI BED S 0 2 AT
L2000, WEEFELD RAAL 4T AF Yy v 2fTo
TWhAHDEEZLND.

53 XX v UPEBIIhEr>ERASLE

DNS N=—FRy b2 L7z K24 »%DH L, DNS
Ty THBETHHAENTW/Z N AL Y&/ 9EE, ¥—
74y ey FTHBHM STV, Lo, BHYo41E
DRAAL 40, DNS NZ— Ry b TRECEI B S
0D, ¥—2 kv by TIEAF Y U HBIIS
otz FOEHE LT, RO2OPEZLNS.
9, WEAVHNDO R AL VEEHWTAF Y v 2175
BETHDL. TOE, ¥—27 4 v bt ¥ Tid DNS
T TRBICHHENDE AL V&% BT AZ L TE
T, TONAAL VHEBRFIHETH I LD TEL W, L
ML, ZOWE, WEFHIIDNS 72 THED -0 HE
L7z R AL VEDPPERBIZT B F— T2 ) IV INTEBIC
ERWRENE2 %2 H O LOMRT L 2 EPREETH 5 72
O, WEFIIDNS 7 THRIZKERT L) A7 289 2
bl N

D9 1200, EBICEWEBBERL AL Y EE WA
F X UPETESNTVD, B T2 5 =27 %y MC
BAFX UDFEL TV Lo aTHL. ZOWE,
KT L2y — 27 %y by AF v 2 L
TWhHLTH, oy =22y b UHIEAF ¥ o 268
LCWBUEEED S 5720, HEEHOY— 2 4y bt
FEGMTAHIEICEY, DNS 7 ¥ 7HEICHEH SN S
FAA B % FANCHFE CE LN LTS EE2 5
ns.
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5.4 BEKRAOTITO—F

KESLDOSMAREFRIE, DNS 7 > T B S 15 Hi
2, WEREFE L NAA YHEHWIAF Y VIR ¥
y— 4y b ETEHM SN TEEMED S, $74b 5, DNS
TV THEICHHEND FAL Y2 FHRISFECTE L0
BEMEATE W L ZRLTWAE, TNED RAL Y&, #
DICEEZHE DL I— FRRELFA XD TXT La—F
L TV A ZOBEOHMIERNE L, 2, FOF
AL VBV AR Y VA v =y N EOILHET
B SN TV, L7225 T, INEOBIERIE C, 2D,
=27ty NOILFATBH SN TnE L vo & 2%
ETHIEIZEY, F¥—27 2y FTEHMIENS DNS 7 &
U5, DNS 7 v 7HHEICFIH SN S P AL G EHET
ELAHEMATE V. INHDOEMIZE Y, YOREOKEE
TDNS 7 ¥ 7HBIHH SN L FAL V4 EHETE D
OIS HOETH 575, Kig L THELNZAMR%E
bels, ISP#IELoEd bty b — 2 BEHT 5 Mk
THET R LT 2HHATHEEL, ZOLH)% 71—
W RT =7 DS, FEOFH - 1 %> Tw <
CLREENHDLEEZOND. DR, KETIE, A5
ML N EE ISH Lz R g iz o v, F 2
LA VEEMTLLIYANTOUYE DNS Fv v ot —
INDEBE DYy CEATIRR LR EET 5.

I9, NAA VBB HTLLIAN IOV THNIL,
AF ¥ IEHRDS DNS 7 ¥ TREBICFIH S NS KX A~
ZrHEAICHETAI LX), WEPETSNLAENL,
AT DL R ALV OBEEERY, HEHVIE, FxXA O
BHIEETHI ENUERTHAS.

¥7:, DNS v v v at—NoEHETHNL, F4T
b RAL VOILEEXFRICEHETHI LI, IWEEE
WAL BV ITHEIN S, BEEIZ LI LR TH 5.
UL, MHEPOFFETET—T ) I NE L TORREE
fZITERWDNS F v v v ath—N%, £® DNS Fx v
Datt—=NERE A =T ) N E LTEIEL TR
bOD, FOA v T —=2HNTDNS F v vzt —/3~
DIFT—F (HrniE7uxy) L LTEHETAE LAY b
T — I RERDGAET DIGE O LTHMITH 5.

6. TEHESERNDEE

AL TIE, DNS ==Ky NHE L7 DNS 7 > 7
WgE, =273y b YHPEHEI L 72 DNS 3 —/"D A
FooEE AL, TOMBEEST L. STORR,
DNS 7 ¥ 7H¥H DNS N=— Ky b TEHHM SN LA,
WERLFEL FAL VB &RV AT v AFEEY — 27 4 v
P TOEM SN REMESEH W & 2R L2, K
WXDOTHAERE, 47 =4y~ ETERM S5 DNS
P—NDAF ¥ EEH S DNS 7 2 TRRICHH SN S
FAA VA WBEOFIHFETE L REMEEZRLTED,
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ARFZETELNARIE, AF ¥ v iEHRE AV DNS 7
¥ THIED IS R EAM A~ DI I CHIfFF T 5.

L OMEE L TIE, DNSHhZ—Fy bE¥—27 %y
My TEIH SN S DNS #BEOGHIT 2 fkET 5 & &b
2, A CEONMA%E b LIC, DNS 7 v 7O R
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V2 T O5HER, DNS 7 ¥ T O EZR 058 E DA
MazotHd b2 12X, DNS 7 ¥ 7B RMEZ S
ML, ZOXPRBAMOWFEFFEIZE Y HA TV E 72,

#EE AMEO—EIL, BHBHEHEE ST ICBT L0
FePHFE TRt/ EIBEHE I X 2 W A N — BB OF A O 5
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HEOHE ST ARSI X Wit F72, A%
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