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Abstract: Formal analysis of cryptographic protocols is used to find flaws before using the protocols. In
traditional formal analysis method with proving such as model checking and theorem proving, analysts must
enumerate flaws before analysis when they verify that a cryptographic protocol has not those flaws. In
other words, those methods can detect only flaws that analysts enumerate. An idea of formal analysis to
use forward reasoning to detect flaws of cryptographic protocols was proposed and logic systems underlying
forward reasoning were presented. However, its concrete method is not established. This paper presents a
concrete method of formal analysis with reasoning for key exchange protocols and shows its effectiveness. By
the proposed method, we analyzed a key exchange protocol and detect flaws that analysts did not enumerate
in traditional formal analysis method with proving. Therefore, the proposed method is effective for detecting
flaws that analysts overlooked. Finally, we discussed that the proposed method can be extended to various
cryptographic protocols.
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Fig. 1 Overview of proving formal analysis method.
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Fig. 2 Overview of reasoning formal analysis method.
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