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1 Introduction

The joint hamming weight of integer pairs

(r1, rp) is defined as

JWE(r1, 1) = |I{c | Ec(ri, r2) # (0.0)}],

when Eg(ry, r2) is (p1,p2). pi is the ¢ bit when
expand r; in the representation E. The joint
weight is known to affect the computation time of
many operations such as the multi-scalar point
multiplication of the elliptic curve cryptography,
rnP + Q. We illustrate how the joint hamming
weight relates to the computation time of the
operation in Figure 1. In the figure, the number of
point additions is almost equal to the joint
hamming weight, and the number of point
doubles remains constant. Because of this fact,
the lower weight expansions can improve the
operation, and many works have explored the
lower weight expansion on many specific
representations. These include the work by
Solinas [1], which proposes the minimal joint
weight expansion when the digit set is {0, 1, -1}.
Also, the work by Heuberger and Muir [2]
presents the expansions for the digit set
H-=-1), ... -1,0, 1, , (u = 1), u} for any
natural number /, and positive integer u.

However, most of the previous works propose
the minimal weight conversion and its analysis
from the mathematical construction, and the
properties of the expansion. On some digit sets,
the constructions of expansions are complex and
hard to be found. These include {-3, -1, 0, 1, 3},
that uses the same amount of memory to store
the pre-computed points as {-2, -1, 0, 1, 2}, but
have lower minimal average joint hamming
weight.

2 Our method

We propose the minimal weight conversion
that can be applied to any digit set using the
dynamic programming without concerning on the
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Figure 1: The multl scalar point multiplication,
12P +21Q. It needs 3 point additions (joint
hamming weight — 1), and 4 point doubles.

construction of the expansion. This resuits that
our algorithm might not be as fast as most of the
algorithms in the literatures. But, we believe that
the implementer can use our algorithm as a
framework, and produce more efficient algorithm
for their specific digit set.

Then, we propose the algorithm to construct
the Markov chain for analyzing the average joint
hamming weight of any digit sets. As the
conversion can be applied for any digit sets, we
can find the optimal average joint hamming
weight of any digit sets.

3 Results

Our results close many open problems. One of
the most interesting point is the expansion when
the digit set {-3, -1, 0, 1, 3} mentioned in Section
1. For this digit set, many previous works have
proposed the construction, conversion, and
analysis. We can improve their results, and prove
that our average joint hamming weight is optimal
for this digit set. We compare our results with the
previous works in Table 1.

Table 1: Comparing our average joint hamming
weight with the other preliminary works when
expand an integer pairs using {-3,-1, 0, 1, 3}

Research Average Joint Hamming

Weight
[Ava02] [3] 0.3750 = 3/8
[KZZ04] [4] 0.3712 = 121/326
[Mol0§5] [5] 0.3636 = 4/11

0.3615 = 239/661
0.3575 = 281/786 [Optimal]

[DOTO08] [6]
[Our Resuit]
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We also show the result when the digit set is
{-2h+1),..-3,-1,0,1,3,..., 2h+1}and his
the natural number less than 5. This is also the
open problem in [1]. It can be used for showing
the relation between the size of digit set and the
average joint hamming weight on integer pairs.
Note that when h > 2, the number of states of the
Markov chain automatically generated by our
method is too large to use the exact computation.
We can get only the estimated result in this state.

Table 2: Average joint hamming weight when the
digit setis {-(2h + 1), ... -3,-1,0,1, 3, ..., 2h + 1}
and0 < h<5.

Average Joint Hamming Weight

0.5000 = %

0.3575 = 281/786
0.3100 = 1496396/4826995
0.275 (Estimated)
0.258 (Estimated)

BRWN =20

The application of our algorithm is not limited
to the scalar point multiplication. We also apply

our algorithm to complex number representations.

This 'is done by considering a real part and an
imaginary part of the complex number as an
integer pair. We can find the optimal average
hamming weight of RCNS [7]. It is 0.66. This
improves the digit set conversion on the paper,
which is shown that the average hamming weight
is 1.43 [8]. Also, we can improve the average
joint hamming weight on the extended octagonal
representation [8] from 0.67 to 0.50 by improving
its representation method.

4 Hamming Weight Distribution

As we analyze the Markov chain for the
average joint hamming weight, we are also able
to find the distribution of the minimal joint weight.
It is the normal distribution, for all digit sets. Also,
we can find the expected value and the variance
from the Markov chain automatically.

We wuse that result to propose another
countermeasure of the side channel attack. Our
work utilizes randomized expansions to make the
power attack harder, similar to the work by Ha
and Moon [9]. It has the fixed-hamming weight,
and makes the timing attack more difficult, as in
the work by Mamiya and Miyaji [10]. And, we can
improve the time used for computing the scalar-
point multiplication on both papers.

5 Future works

Mentioned in Section 2, our algorithm can be
applied to any digit sets, but it is comparatively
slow. Then, we need to improve the efficiency of
the algorithm. Also, we need to reduce the
number of states of the Markov chain constructed
automatically from our algorithm, to explore
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larger digit sets.

Recently, there is a work by Doche, Kohel, and
Sica [11]. They propose the lower joint weight
conversion and the analysis for double-base
number system. In this state, we can present the
minimal joint hamming weight conversion, but the
analysis is still difficult to be found. However, the
proposed minimal weight conversion makes us
improve the upper bound of the average joint
hamming weight. We can improve it from 0.3945
[9] to 0.3932.
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