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A Public-key Cryptosystem Based
on Prime Factorization Problem

MASAHIRO YAGISAWA'

This paper presents a public-key cryptosystem based on prime factorization problem. This
system requires only o(10) operations in ciphering and deciphering. Deciphering this cryp-
tosystem has complexity as great as that required for factoring n = pg on condition that
the value of coefficients a,b mentioned below is given. The cryptosystem is constructed as
follows. With large primes p, g, o(p) = 0(g?), we get a cipher-text w such that w = T+ay+bz
(mod n) where n = pq, a = e”lc (modn), b = e~'d (modn), ¢ = e1kiq + cakap
(mod n), d = dikiq + d2k2p (modn), e = e1ki1q + ezkep (mod n), 1 = kiq + kap
(mod n), o(c1) = o(e1) = 0(¢%?), o(d1) = o(g), dicz —c1d2 (mod q) = 0. z, y and 2
are plain-texts, and 0 < z,y,2 < R, R(e1 +¢1 +di1) < p, R < d1. Deciphering operations are
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as follows. Fromw; = e;w (mod p) = e1z+c1y+diz
we obtain e1z + c1y + di12 = w1. So z = (wicy — eawes )(erca — ezcy) ™!
(mod d1), z = (w1 — e1z — c1y)/ds.

obtain y = (w1 ~ e1z)e]?
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(mod p), and 0 < eyz+ciy+diz < p,
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RP<R(er+c+d)<pg=n (6)
FEILZL TS,

() R xera—~(3) R xecr) 21ED, mod g %l
T
wier1a — e1wey
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z = (wics — eawey) (e1ce — ezc1) ™!
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