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Reliability Evaluations of a Fault-Tolerant
System with n Watchdog Processors

MITSUHIRO IMAIZUMI,t KAZUMI YASUIt and TOSHIO NAKAGAWA*®

As computer technology has remarkably developed, the demand for detection of errors in
a microprocessor has increased. A watchdog processor is a small and simple coprocessor that
detects errors by monitoring the behavior of a microprocessor, i.e., it detects a large number
of errors by monitoring the control flow and memory access behavior. It is an interesting
problem to know how much the reliability of a microprocessor with watchdog processors im-
proves. This paper considers a fault-tolerant system where a main processor has n watchdog
processors with self-checking. When errors of the main processor have occurred, a watchdog
processor detects them with a certain probability and resets the processor to an initial state.
Otherwise, the processor goes to a fault state. If a watchdog processor fails, it detects failure
with itself and one of other processors in standby begins to monitor the processor again. The
above procedures are repeated until n watchdog processors have failed. We derive the relia-
bility measures such as mean time, reliability and expected cost until the fault of the main
processor. An optimal number n* of watchdog processors which minimizes the expected cost
is discussed analitically. Finally, numerical examples are given.
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