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1 Introduction

Various kinds of object-oriented based systems,
C++ and JAVA have been developed. Object-
oriented systems are composed of multiple objects.
An object is an encapsulation of data and methods
for manipulating the data. The objects are struc-
tured with is-a relations in the object-oriented sys-
tems while the objects are not related with ¢s-¢ in
the object-based systems. The Common Object Re-
quest Broker Architecture (CORBA) is now getting
a standard framework for realizing the interoperabil-
ity among various kinds of distributed applications.
In addition to realizing the interoperability, the ap-
plications are required to be secure, i.e. objects not
only have to be protected from illegally manipulated
but also have to be prevented illegal information flow
among objects. In section 2, we present the role con-
cept the object-oriented system. In section 3, we dis-
cuss the purpose-oriented access control model. In
section 4, we discuss information flow.

2 System Model

2.1 Object-oriented system

Object-oriented systems are composed of objects.
Objects are encapsulations of data and methods for
manipulating the data. There are two kinds of ob-
jects; classes and insiences. A class is defined to be
a set of atiribuies and methods. An instance is a tu-
ple of values, each of which is a value of an attribute
in the class, with the methods of the class. A term
“object” means an instance in most object-oriented
systems like JAVA and C+-+.

A method of an object is invoked by sending a re-
quest message to the object. The method specified
in the request message is performed on the object on
receipt of the request. Then, the object sends the re-
sponse back to the sender of the message. The method
may further invoke methods in other objects. Thus,
the invocations of the methods are nested.

A class can be derived from one or more classes.
Here, suppose a class ¢y is derived from a class c;.
¢y is referred to as a subclass of ¢;. In turn, ¢; is a
supperclass of c3. The class ¢, inherits the attributes
and methods of c;. Here, ¢y is-a ¢;. Inheritance pro-
vides means for building new classes from the existing
classes. A class may override the definition of at-
tributes and methods inherited from the supperclass.

2.2 Roles

Bach subject plays some role in an organization,
e.g. professor, assistant, and student in a university.
A role represents a job function that describes the
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authority and responsibility in the organization. Each
person is assigned some role and then plays the role
in the organization. In the role-based access conirol
model {1], a role is modeled to be a set of access rights.
An access right is given a pair of a method op and an
object o which supports op, i.e. (o, op). That is, a
role means what method can be performed on what
object. A subject s is granted a role r only if s plays
the role 7 in the organization. On the other hand,
each access right is granted to subjects in the access
control model. Here, a subject s is referred to as bound
with the role = if 7 is granted to s. This means that s
can perform a method op on an object o if (o, op) €
r. If a subject s would like to exercise the authority
of a role r with which s is bound, the subject s first
establishes a session to the role . Then, s can play a
role of », i.e. ¢ can manipulate o by op. The number of
sessions which each subject can establish at the same
time can be restricted to be one.

Some roles are hierarchically structured to represent
logical authority and responsibility in an organization.
If a role r; includes every access right of another role
rj, 7; is referred to as higher than r; (r; < v;). The
relation “<” is transitive. Here, the roles ; and r;
are uncomparable if neither r; < r; nor r; < r;.

3 Purpose-Oriented Access Control

3.1 Purpose concept

The purpose-oriented model [2] newly introduces a
purpose concept to the access control model. A pur-
pose shows why each subject s manipulates an object
o by invoking a method op of 0. In the object-based
system, methods are invoked in the nested manner.
Suppose that a subject s invokes a method op; of an
object 0 and then op; invokes a method op; of an ob-
ject 05. In the purpose-oriented model, the method
op, invoking a method op; of an object oy shows pur-
pose for what the object 0 manipulates the other
object o0, while the access control model specifies
whether or not oy can manipulate oy by invoking op,.
Finally, the method op; of the object 01 can invoke
op; of oy only if the access rule (o1 : opy, oy : opy) is
specified.

3.2 Hierarchical system

A role is specified in a collection of access rights
in the role-based model [1]. We extend the purpose-
oriented access control model to incorporate the role
concept. In the object-based system, objects are re-
lated in the invocation relation. In this paper, the
objects can be classified into some levels, Objects at
a level can invoke methods supported by objects of a
lower level but cannot invoke objects of a higher level.
Such’ a system is referred to as hierarchical system.

An object 0y is higher than another object oz (01
> o) iff a method of o, invokes a method of o, or
01 > 03 > 03 for some object 03. The objects are
hierarchically structured in the system iff 0 > o does
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not hold for every object o, i.e. > is irreflexive. A pair
of objects 0; and o, are at the same level (01 = 03) iff
neither o; > o5 nor oy > 0;. Objects at the level 0 are
objects which are not invoked by any other objects.
The Consumer objects are at level 0. Objects at the
level 7 are objects which are invoked by objects at the
level 7 — 1. In this paper, we assume that each object
belongs to one level. That is, each object at a level
i invokes only methods of objects at the level 7 + 1.
Objects which do not invoke methods of other objects
are at the lowest level and named primiiive objects.
A hierarchical system is one where the objects are
hierarchically structured. In this paper, we consider
a system where objects are hierarchically structured
in the invocation relation.

We consider roles in a hierarchical system. A role of
a level ¢ is a collection of access rights on the objects
at the level i. Let R’ be a role of a level 4 which is
{ (0o, op) |0 is an object of the level ¢ and op is a
method of o; }

Suppose that a method op; of an object oy invokes
opy of 0;. Here, o1 is at a level 7 and o0, is at level
i+ 1. We also suppose that an access right (oy,0p;) is
in a role Ry. The method op; invokes a method op,
of an object 0oy which is at level 2 4+ 1. At level 141,

the access right (03, 0ps) is included in roles R5™* and

R?’l. If an object 03 is bounded with a role R;H, 01
is allowed to invoke the method op, of the object o,.
This is a simple extension of the role-based model to
the hierarchical object-based system.

Each method op; of an object o; is granted a role
r; = {{0i1,0pi1), .-+, (Oin;, 0pin;)}. This means, op;
can invoke a method op;; of an object o (for j =
1, ..., h;). In turn, op;; may be granted a role r;;
= {(0ij1,0Pij1)s - - s (Oijni;s OPijny;) }- Opij can invoke
opi;i of o551 if op;; is granted r;;. An access rule has
to show in what role the method op; of the object o;
is bound with the role »;.

[Purpose-oriented role-based access (POR)
rule] (r : o; : op;, ;) means that a method op; of
an object o; is invoked in a role 7 and op; can invoke
methods specified in a role r;. O

[Example] Suppose that there are two roles enter-
tainment and house-keeping including access right (p,
drinking) and (p, shopping), respectively. A person p
plays the roles in a community and manipulates the
bank object b by authority of its role. If the method
drinking of p is invoked in the role eniertainment, p
is allowed to withdraw money from the bank . How-
ever, p is not allowed to do so if drinking of p is in-
voked in the role house-keeping. Thus, the access rule
is specified in a form (entertainment: p : drinking,
b : withdraw) where the method drinking shows the
purpose of p. O

3.3 Class role

The object-oriented system is composed of classes
and objects, i.e. instances of the classes. There are
two kinds of access rights, class and instance access
rights. A class access right is in a form (c, op) where
¢ 1s a class and op is a method of the class c. On the
other hand, an instance access right is in a form (o, op)
where o is an object and op is the method of 0. There
are two kinds of roles, i.e. class roles and instance
roles. A class role 7 is defined in terms of methods
and classes, i.e. 7 = {(c, op)}. On the other hand,
an instance role 7’ is defined in terms of methods and
objects, i.e. v = {{o, op)}. 7’ is instantiated from
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Purpose-oriented role-based access rule :
<entertainment : p : drinking, b : withdraw>

Figure 1: Purpose-oriented role-based access.
the class role r. In the instance role v/, 0 is an object
which is instantiated from a class c.

Furthermore, there is an is-a relation in object-
oriented systems. The is-a relation is defined among
classes. We extend the role concept to conform to
the is-a relation. Suppose that there are two classes
c1 and cz. The class ¢c; is defined as a specialization
of the class ¢y, i.e. ¢; is @ ¢;. The access right (ca,
op) is automatically included in the role r where 7 is
given as {(c1, op)}. This means that the access right
of specialized class is given to the role when the role
has an access right of its supperclass.

4 Information Flow Control

In the role-based access control model presented in
the previous section, it is assured that subjects ma-
nipulate objects based on roles to which the subjects
belong. However, illegal information flow among ob-
jects may occur. Because legal and illegal information
flow among the objects are not discussed. For exam-
ple, suppose that a subject s; invokes write on an
object o; after invoking read on o; by the authority of
a role 7;. This means that s; may write data obtained
from o; to 0;. s; can read data in o; even if read access
right is not authorize to a role r;. This is the confine-
ment problem pointed out in the basic access control
model. In addition, a subject can have multiple roles
in the role-based model even if they can play only one
role at the same time. We classify methods of objects
with respect to the following points: 1. whether or
not a value v; of attribute a; from an object o; is out-
put. 2. whether or not a value of @; in o; with input
parameter is changed.

The methods are classified into four types in 1) mpg,
2) mw, 3) mrw, and 4) my. mp means that the
method outputs value but does not change o;. mw
means that the method does not output but changes
0;. The method mpw outputs value and changes o;.
The method my neither output value nor changes o;.

5 Concluding Remarks

This paper has presented an access control model
for distributed object-oriented systems with role con-
cepts. Roles are higher level representation of access
control models. We have defined a role to mean what
method can be performed on which object. Further-
more, we have discussed how to control information
flow to occur through roles.
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