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1 Introduction

By using object-oriented technologies, lots of
object-oriented systems like object-oriented database
management systems and languages like JAVA have
been developed. Object-oriented systems are com-
posed of multiple objects which cooperate to achieve
some objectives by message passing. The Common
Object Request Broker Architecture (CORBA) is now
getting a standard framework for realizing the inter-
operability among various kinds of distributed appli-
cations. In addition to realising the interoperability,
the system has to be secure. In the secure system, it
is required to not only protect objects from illegally
accessed but also prevent illegal information flow [2]
among objects in the system. In this paper, we dis-
cuss a high assurance access control model for object-
oriented systems.

In this paper, we discuss role concepts in the object-
oriented model. Then, we discuss information flow to
occur among the roles through the nested invocations.

2 System Model

2.1 Object-oriented system

Object-oriented systems are composed of objects.
Objects are encapsulations of data and procedures for
manipulating the data. Each object is associated with
a unique identifier in the system. For each object, a
set of attributes that specify the object structure, a
set of values that specify the object state, and a set of
methods that specify the object behavior are defined.
An object o is defined as follows : (1) unique object
identifier (OID), (2) set of attributes (a1, ..., an), (3)
set of values (vy, ..., v,) where each v; is a value of
a;, and (4) set of methods (¢, ..., tx). A classis an
abstraction mechanism, which defines a set of simi-
lar objects sharing the same structure and behavior.
Each object in the system is an tnstance of some class.
A class shows a template for its instances. A method
of an object is invoked by sending a message to the
object. On receipt of the message, the object starts
to compute the method specified by the message. On
completion of the computation of the method, the ob-
Ject sends the response back to the sender object of
the message.

In the object-oriented system, a subjectshows a user
or an application program. A subject is an active en-
tity in the system. A subject manipulates an object
by invoking its method to achieve some objectives. On
the other hand, an object is a passive entity. An ob-
ject activates a method only if the method is invoked
on receipt of the message. A method invoked may
invoke furthermore methods of other objects. Thus,
the invocation is nested.
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Figure 1: System model.
2.2 Roles

Each subject plays a role in an organization, like a
designer and clerk. A role represents a job function
that describes the authority and responsibility in the
organization. In the role-based model [1,4], a role is
specified in a set of permissions. A permission means
an approval of a particular mode of access, i.e. meth-
ods to an object in the system. That is, a role means
what method can be executed on which object.
[Definition] A role r € R is a collection g(o, p}Cco
x P. Here, R, O, and P show sets of roles, objects,
and permissions in the system, respectively. O

A subject s is bound with a role r. Here, s is re-
ferred to as belong to r. This means that s can per-
form a method p on an object o if (o, p) € r.

Some roles are hierarchically structured to show
structural authorizations in the system. A role hier-
archy represents organization’s logical authority and
responsibility. If a role 7; is higher than r; (r; < 7)),
r; C ri. That is, r; has all of permissions of lower role
r;, and i.e. more permissions than r;.

3 Access Control

In a role-based model, subjects access to objects
through roles that subjects belong to. A subject ma-
nipulates an object by invoking its method. An object
activates the method only if the method is invoked
by a subject. If a subject would like to exercise the
authority of roles which they belong to, the subject
establishes sessions to its roles.
[Definition] A subject s can access to an object o by
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invoking a method p iff

(1) an owner of o assignes a permission p to a role r,
(2) s belongs to a role r, and

(3) s is establishing a session to r. O

For example, in Figure 2, a subject s can perform
write on an object o while a session between s and
a role chief is established. Even if s belongs to both
roles chief and clerk, s cannot execute write on o if
a session between s and chief is not established. The
authority of a role r can be exercised only while a
subject s establishes a session to r.
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Figure 2: Role-based access.

4 Information Flow Control

In the role-based access control presented in the
previous section, it is assured that subjects access to
objects based on roles to which the subjects belong.
However, illegal infermation flow among objects may
occur. Because legal and illegal information flow are
not defined. For example, in Figure 3, suppose that a
subject s, invokes write on an object o; after invoking
read on o; by the authority of a role r;. This means
that s; may write data obtained from o; to 0;. s; can
read data in o; even if read permission is not authorize
to a role r;. This is the confinement problem pointed
out in the basic access control model. In addition,
a subject can have multiple roles in the role-based
model even if they can play only one role at the same
time. In Firue ?7, suppose that a person A belongs to
two roles chief and clerk. A obtains some information
from book as a clerk and then stores the data derived
from the information into book as a chief.
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Figure 3: lllegal information flow.

We classify methods of objects with respect to the
following points:
(1) whether or not outputs value v; of attribute g,
from an object o;.

{2) whether or not changes a value of a; in o; with
input parameter.

The methods are classified into four types in (1) mg,
(2) mw, (3) maw, and (4{} my. mg means the
method output a value but does not change o;. my
means that the method does not output but change
0;. mprw method outputs a value and changes o;.
my method neither outputs a value nor change o;.
For example, a count-up method is classified to be
my because count-up change the state of object but
does not need input parameter. count-up does not
flow information into an object.

[Example 1] Let us consider a simple example about
information flow between two objects o; and o; in Fig-
ure 4. A subject s is now in a session with a role r;.
Here, s can invoke method classified into mg on o
and mgw on o; by the authority of r;, respectively.
If s obtains information from o; through mg, s can
invoke mpw on o; after the invocation of mpg on o;.
Because a set of roles on o; which is authorized to exe-
cute methods classified into mg is a subset of roles on
oj which is authorized to execute methods classified
intomg. O
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Figure 4: Information flow control.

5 Concluding Remarks

This paper has presented an access control model
for distributed object-oriented systems with role con-
cepts. Roles are higher level representation of access
control models. We have defined a role to mean what
method can be executed on which object. Further-
more, we have discussed how to control information
flow to occur through roles.
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