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Realization Method of Secure Communication Groups
Using Encryption and Its Implementation

AKIRA WATANABE,t YuuJl Koul,# TETSUO IDEGUCHL,?
YUKIO YOKOYAMAT and SHOICHIRO SENOY

With the spread of the Internet, threats through networks, such as intrusion and eavesdrop-
ping, become a major problem. One way to protect users from such threats is establishment
of Secure Networks using cipher technology. In this paper, we suggest “Area-based defini-
tion” to define secure communication groups in which all communication entities share the
same encryption key. By this way, it is easy to define communication groups independent
of IP sub-networks. Comimunications with outside networks are also possible by combined
use of the existing “Pass-based definition”. To verify usefulness of our suggestion, we have
implemented Network Encryption Unit (NEU) which is set between a terminal and a LAN.
Concrete specifications, hardware/software constructions and operational flows are specified
and realized. The result of its evaluations shows that its performance such as throughput and

delay time is high enough for practical use on LAN.
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