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Jointsignatures Based on the ElGamal Scheme and
Its application to Key Management/Escrow Systems

SHINGO MIYAZAKI,? KAN ISIMOTO,t* ATSUSHI SHINBO'tt
and KOUICHI SAKURAIt

The Yaksha is a computer system with the digital signature mechanism over the Kerberos
system for authenticating clients. While the Yaksha system uses the RSA public-key cryp-
tosystem, we show a form of the Yaksha with the ElGamal cryptosystem based on the discrete
logarithm problem. Note that the original ElGamal signature do not have message recovery
feature unlike RSA. Then, we propose a new ElGamal-type jointsignature scheme with mes-
sage recovery. We further give a new key escrow system on the Yaksha for protecting user’s
privacy with separating information linked a session key to its users, whereas, in the key
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escrow system on the Yaksha, the server knows both a session key and its users.
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