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Embedding a Text into Audio Codes under ADPCM Quantizer

MuUNETOSHI IWAKIRIT and KINEO MATSUT*

In this paper, we propose how to embed a text secretly into digital voice data under Adap-
tive Differential PCM quantizer. When input voice is sampled and quantized, a difference
signal is obtained by subtracting an estimate of the input signal itself. The polarity sign of the
estimates often fluctuates between plus and minus according to the input signal. By using this
fluctuation, we embed a sequence of random bit of text into the output PCM codes, secretly.
The multiplexed signals are audible as good sound for us and thus anyone is not aware that
the text is being simultaneously transferred through the voice channel. The amount of the
text is estimated about twenty bytes per second in 32kbit/s ADPCM system. This method
would be also available for digital watermarking.
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BIBORALFEY RN, 4BICZOARFIHLEES
FIEOFEMERT. 5 ETI, ITU-T B8 G.726 D
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Wiz k BEHOFHME s. (k) 13, SEETRRE (k)
PRV CROFETROLNS (K1 BH]).
2
se(k) =) ailk = )se(k— i) +se2 (k) (1)
=1

TIT, seo(k) BEBRTFRELERL, $72 5. (k—i)
ETFRE se(k — i) LABRTIIEREM dy(k— i) O
TREN, TRERKRTRKDONS.,

6
sex(k) =) bk = 1)dy(k — j) 2)
sr(k—1) ;se(k—i)+dq(k—z') (3)

2L, @BEFUR a(k), aa(k) &, KHIC
IDEHFING.
ar(k) = (1 —-2"%ay(k—1)
+(3-27%)sgn[p(k)]sgn[p(k — 1)]
(4)
az(k) = (1 —2"Naa(k — 1)
+27 {sgnlp(k)]sgnlp(k — 2)]
—fla1(k — 1)]sgn[p(k)]sgn[p(k — 1)]}
(%)
I sgn 3, BHEFEDOLE +1 T, A
D& 1 L%h. pk) EFHMEEBTARELN
RIHDTRAZEIY KT 5.
p(k) = dq(k) + sz (k) (6)
7z, B f IRBRNSEETARICL KRS

ns.

lai €27 = 4a;
) = { a1 |>27Y = 2sgn(a;) g
L, ERROEFHRIIRD L ) ICRESNS.
| aa(k) | < 0.75 ®)
lai(k) | <1-27" —as(k) (9)
T, EFRTIRE b (k) 11, KRICLhEHS
nas.
bi(k) = (1 —27%)bj(k — 1)
+27"sgn[dy ()]sgnldy (k — )]
j=1,2,---,6 (10)
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—RIAEEFEOREE Y 2T XA POy ME
HCHET S L ) A A0%E LBETEOLLEEL
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FhiEh oy, Hl(a) OFRRICE2EERFO
% “think” O ANFEEB LUF0FREEER2 12
Y. K2 OFRERE (b) EATEE () 1< & B
LTBY, ANEFRE L TAHINGEE L T3
EWGNE. ZOL)ICEETFIEOBESE SO
bEL, £ DJEATIFR IR L UL S8BT 5.
22T, ZOTFHEOESEOBMEEF OB
rFRUFET VLY TAL LRI EICL, [, TET.
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3.1 IBIA &K

ADPCM /X2 313 5 FRIBH & FIMH L TR0
bhEERRS. ¥, FF%L ADPCM THEILT
BB, FHBHET VLY T R e ZEHAIT 2. Le °
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WEEBTAZLDTEEL 25, JOERAAGREORE
WIS EFSEFRFRADSEZ SN, Z2CiE, R
 kmax & FRRAE kwin ZAVTROEHEREHE.
kmin < lse < kmax (11)
727l BEFTICTFFAIOE Y R EREDA
T, ZOEAHONBEFETEEIER LTI
EREY FCEEY SIS ERICRS. 22T,
FRRBEOBICLLEICRIZTEELB/NRICT S
72O 4 OEAKMBETOY RS, ZOM
H7uy 7T, BHLSNATEFBIH LT A
b ¥y b RBIARMRER, ZOHE S NIZETSE
TA4—=F v LCEAETOY 72 #Eefbd s, &
DEICTYAT LR R TIUTEAADEZENERE L
Wiz, BB T Oy 2108 2 BBy B
BICHIZ 5 2 &M TE, BEALZEMELELOE
LR OF B 5 R TE 2. BAARIICH
LT, D&BRICE ) BE SNIAZERT (k)
DRTME Y b (k) ZFFATE Y t(z) 1KLY
1Y FFORLIRTHETHBE TS, ZO®IT
i, BETFICSZOREVRL PR VETMNE Y b
15 (k) WCHAANBEREBLTVWAE I LIEET 5.
3.2 FFALiMHE
FEAMOY v FRFNL, 3.1 ISR LAZFEICH
WEEFFOLY Y FRFIFICEOATRATYS, Lo
T, ZEUNTIHEAANE X BEEIFE L 2TUET
FAMEY FPRFIEMBTAZLITER V., FOM
By 7 (@5 RT. CORB7TOY 2T, %
F1 ERHMAEE
Table 1 Embedding scheme.

- Embli(k), H(z)] | #z) =0 t(z) = 1
Fig.3 Appearance probability of [.. Gte5(K) = 0 No change iop (k) 1
tsp(k) =1 t1ap(k) < 0 No change
t(x) l
s(k) stk g i(k)
Converter —_T_@—L—)H Emb
y(k) T
se(k)
@i b Adaptive controller |«
o y(k))
Predictor £ Q'l

dq (k)

R4 #HAHIMLBET T v I
Fig.4 Embedding system block diagram.
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Fig.5 Decoding system block diagram.

BHEFICLVERBET Oy 7 OB LR SN, B
EEOFEE sc(k) PBELND. s.(k) 25 FRFES
FUVVT Xl RETAIL T, AEHEFE UEAASE
HREW-TREF T RHET L. TORELZE
BEPLTEAMDOE Y PRFITHBA SN TS Y
b (k) EHELCTFFAPEEST 5.

¥, M5 25Ok LI, EEOBEICE,
BNGHFERELLEL LV, LoT, TEI, &
N REREE 2 R R W EBOZERTOBAETES.
IhiE, AEKEREBLIETIE=E2L, HA
HTHFANOFEEZRT ) ATEERFHTH 5.

4. 7INIYX L

B O AREEY LRSS L OCESEFIEL L
TEAMICERT 5. 3, FHTLEEELRD X
IEHET S,

EANEERBEOEFIANN, 2. 7FALO
MEFE T v, s(k) . AJIERE, si(k) . #F PCM &
B, t(z) FXFALOE Y FRF, dk)  ESES,
y(k)  BIEETFIL/3F X =%, i(k) . EFLESE
5, de(k) I WERFIEFES, s (k) BERES,
sp(k) i HIIEFE, sc(k) BICTFHME, ai(k),i=1,2:
2 REBEGEILTMRE, b(k), j = 1,2,3,4,5,6:
6 XE&EZHFARE, Qdk),yk) : ETLEE,
Q7 i(k), y(k)] : EEFILEIEL, L. FUHEET L
Y7 AR, Embli(k), t(x)] | EASLEREE (i(k) I
t(zx) ZEOAL), Emb [i(k)): € v M IBEI% (i(k)
DEEY Y FEIBTS), ¢'(z) WYy bRF.

4.1 HSIEFIR
(Step 1) s(k) = si(k)

(Step 2) se(k) kD 5.

(Step 3) si(k) — se(k) — d(k)

(Step 4) QLA(K), y(k)] — i(k)

(Step 5) sgn[se(k)] = sgn[s.(k —1)] D& &
lse +1 = lse

(Step 6) sgn[se(k)] # sgn[se(k — 1)]
B2 kmin < lse < kmax D& &
Embli(k), t(z)], z+1 22z

(Step 7)  sgn[se(k)] # sgn[sc(k— 1)) D& &
1 lse

(Step 8) i(k) xEfET 5.

(Step 9) QL[i(k), y(k)] —> dy ()

(Stepl0) ai(k+1),b;(k+1),y(k+1) ZRKD5.

(Stepll) k+1—k

(Stepl2) BEHTTLRIFTIIEX (Step 1) IR 5.

(Step13) #7T.

4.2 REILFIE

(Step 1) (k) 5T 5.

(Step 2) se(k) kD 5.

(Step 3) sgn[se(k)] = sgn[sc(k—1)] D& &
lse +1 = lse

(Step 4) sgn[se(k)] # sgn[se.(k — 1)]
DD kmin < lse < kmax N E X
Embi(k)] > t'(z), 2+1 >«

(Step 5) sgn[se(k)] # sgnlse(k—1)] D& &
1 lse

(Step 6) @ [i(k), y(k)] - dy(k)

(Step 7) dq(k) + se(k) — s-(k)

(Step 8) sr — sp(k)

(Step 9) ai(k+1),b;(k+1),y(k+1) KD 5.

(Step10) k+1 -k
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(Stepll) BE#HT THRIFNIL (Step 1) ITES.
(Stepl2) RSO T FAMNEBET S,
(Step13) #T.

5. TBRER

51 EBRIITFLOBE

ITU-T #% G.726 @ 32kb/s ADPCM #5{bH R
WKEDE, EBRVATAERBRLTCYIalb—Yay
PER L. EREEIL, K2 IORTHEA, KHEEFR
FROAXREB L UREL AV, EFEIE, FM 5
VALK T =T PO Lz 0x A,
5.2 BHEOMb
FEHNLEEOFERE L LTROERN R DO
fE 5B TILMF (SNR: Signal-to-quantization
Noise Ratio) #'% %. SNR Ot 1L, AHEH
s(n) L ZDETALIEE e(n) *AWVT, X (12) TE
#ananh,

SNR =101log;, {Z 32(n)/ Zez(n)} [dB]
(12)
ARERRTI, FEROSHEEL L TEATRLASNR
BIUENEWE L CEBEHE & OXLEFAEZ M E S
W72t/ A2 %)V SNR (SNReeg) ZHVZ. THIT,
R (13) TEHFSNLY, Ny BHEREO7 L — L%
PRL, REBTE1I 7L —-20EE%32ms & L7z
N¢
SNRseg = 1/Ns Y SNR; [dB] (13)
=1
F70, EEBFEMEL LT, FEEOMTHNC &
BA Y F VEIiE B WY. ZE, EHOFMmE
IZEE % 5~9 BRI EEE &8, 5O N7-EHffE
o ¥ = E (MOS: Mean Opinion Score)
ZROBLLDTH L. RERTETIORT 5 BFEHE
L7z, i, BBREORABICL 2B L RIT A7

®2 EBAESET-Y

Table 2 Sound data for experiment.

Data | Language type samples | sec
Jm Japanese male 40,000 5
Jw Japanese female 40,000 5
Em English male 40,000 5
Ew English female 40,000 5

JmL Japanese male 480,000 60
JwL Japanese female 480,000 60

EmL English male 480,000 60

EwL English female | 480,000 60

Oct. 1997

W, HAARDEWEFE LIEARDD B EH % BAEBIC
WRLT, ZhPNROFYF =4V (MOS) %
Bz,

[F ¥ =F v aFlo H |

FEEIZEW 5
Bw 4
L@ 3
B 2
FEFIZEN 1

5.3 ERERCER

R2O8BHEOFTFLHVTERLERERT.
Y, M3 05 I, i3, BMEIZESHBTAZ L
Wahb. Flo, EBREFEM 2HVT knin =0 &
L Emax ZBKBEREEIHEICBIT BEAMNA B
BOELEE6 (TR L. TRIZEAASLOMEE S
BT AR ERBICEOAL I LISTEL L ERL
Twh, Iho2EB L TEAADEYS knin, kmax
ZEONET F A b BREEDACRENHE 2 %%
TAHIEPUEEL A, 2L, BVWEHEE THEHAARY
BT LEZFIL2MREOTREDIEL 2 b0, B
RHFEHDOREIZEE LT ) LEFDH 5.

K2, Em 2T, HORALFXFAMONS, M E
WX TALEY Y MEEREFRNLBERER T IR
T, IAPLTFRAMERIERICLELRE Y P RO
ESREOY Y MMEETHERAARNTEESR Z & A5%50 5.,
ST ARBIEDRICERZR LI I EPL DR
BIHERTE S,

22T, BHAAMBTOY 7 (F4) ICoWTEE
5, EEBICHE LAERFSORTME Y + 258
AL 7 4 =R o3y 7 BEHITT V7 ARFITHIE L 72
WA LETLT 14— F Ny ZMBEHICHE LB a0

400
++++++++
+
300 |
° &
z +
e~
%200—1-
=
2 +
E +
100 -+
+
+
+
0 1 J
0 50 100

max
K6 HAAFH kmax (S& 551 O
Fig.6 Change of bytes embedded for kmax-
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FEHILRRER 8 IZRT. 2L, BFT 41
Em Th5s. ZOX»S, Eefb7 1+ —Fxy 70
ACEOADIE, BHEICE5 2 558 FEITNELT
X200 h5. LT, K4 ORHET Ty 73,
BAKBEL-HED1OTHBLELZLNS
EBRICEFEREO—FEWOBLTEHELTAS.
B9 ItHAADRVWEATHERE LIBAALT
kamin = 0, kmax = 500 & LTRKEDEAATHL
IEESFEEEBIUFNSOEFERERLZ. 2
OW¥FZ, Em 2B 5 HEF “think” 12xed 2 55
ThHb. CORRDPS, BAAILIEROKRELE
AFBES RV, /2, AUEBCTHEALAZRL
BEOBEALABELBEEREYRS IITRT. JOKRL
D, BtNA N/ BORKEFEBALAEHEL T, K&
GRARELGZVWIEPHERTES.

Rz, ZEPETELEHOTFMICL VIR T5. £
BRIIHERE 12 20M T2/ TiTo7:. EREFFL L
T, BAAE LTHFLL-BEEF L, HALES

400 -
++-‘*
300 - +
© +
E, +
200 [ ¥
3 +
E +
100 + +
+
+
+
O 1 I
0 500 1000 1500
Controlled bit

7 BEE Y FRICID AR RN b
Fig.7 Amount of embedded bytes depending on
controlled bit.

50 ¢
—>— Controlled before feedback
—O— Controlled after feedback
40
o 30
A
&
%20
10
O L 1 1
0 500 1000 1500
Controlled bit

8 Yy MREFEHICSZIEE
Fig.8 Influence on SNR by bit control.

HILES PCM F5LICBIT 2 FFEFEF~DT X A MMEROEASL 2059

% kmin = 0, kmax = 500 & LCRKEDEAARAZ L
REEEERHEELL. EROBREERL4IRT. 2
DFEICIEEEFOTHF =4 VM (MOS) BL U
SNRsgeg Z7R L7z, HAKDHWHAEFFED MOS 124
3.15 T SNRgeg 1#539.31[dB] &% V), HRAALDDH 5
FAEF D MOS 134 3.04 T SNRseg 1$49 37.89 [dB]
b, INLERETLE, HAMMIL Y FEITR
REILT BH, BAADD LIGEE L BVWGEEOFHAS
iz, BIZRABELEZOND, FREFRO MOS 5°
IEBEOELRLAEDIF, G.726 DRIEZHSEHSB
LU 8kHz DIFHERLIC L Y, BEFE IR LARH
Bllh ol EILNS,

IO DERPL, REFESPEAADRWEE
BREERICZVEZED, BETFEENT L &,
BAHhDHHEFEHEL, 51, FOEEGEH»
LEOAEINTHFAMERRTAI LI LVEH
B/TED,

5.4 SHOFE

Ny 77 —FED ADPCM BEHRITERE D A
HELBETRVKELHILT S, 20720, KPFEI
B 2 HAAEROEERR D 1L DT 5 EBIEK
gV, FIT, BEFFIGEV AU CHELWES
TBEBETELLREETUENSHL. oML LT
BYFTERTOHEANEZ LND, L2 iENI VY
HFELRAEFEBL O BCHHS 2 EANEAETE S,
INODFET, HHEREOREMRR D IITAHLT e
THrH. 61T, 2EA L ZERTEHIICAEIK

®3 BAESH
Table 3 SNR of reproduced sound.
Embedded rate SNR SNRseg

Data (byte/sec) (dB] | [dB]
0 37.17 | 39.18

Jm 56.2 35.57 | 37.77
0 37.06 | 38.03

Jw 66.2 34.53 | 36.29
0 39.04 | 39.77

Em 72.8 36.10 37.91
0 38.30 | 37.85

Ew 70.4 36.75 | 36.33

®a FHFE=F EB L SNRseg
Table 4 Mean opinion score and SNRgeg-

Sound without text Sound with text
Data 755 SNRgeg[dB] | MOS | SNRgeg [dB]
JmL 3.17 39.43 3.08 38.01
JwL 3.00 39.20 2.67 37.92
EmL 3.75 39.07 3.33 37.83
EwL 2.67 39.53 3.08 37.79
Average | 3.15 39.31 3.04 37.89
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) Decoded waveform of “think” without text
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(b) Decoded waveform of “think” with text
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(c) Difference waveform
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Fig.9 Comparison of sound waveform.

2T AR L EDERB L TBLAETHAS.
$7, COEAAFELEEZFICELEINT, 7F
APDEY FRFIDEFT SND L EBIET 572012,
HoPLOTFALERFL LT VT LRFIELT
HERT A% DITHEMRIIELOTKE (5. £
WKELTE, 20X)IRERPEETHS.

6. &t T U

ZDHXTIE, ADPCM FRDLEFFITT F A
MMEBABEPIEOALFEERE L. AFELH

T, SEHFBICT A EHRAEDIA T KR

bREZICHEEN L ENRY S R VEFRERE
BETES, ko, WHIELTHRETIZEF LT *
AMEREHET S EATREL % ) EREREARD
FATEL. ¥, SREIBFPTHoTHLREH
Sh O EIEIC EEEAAERE ) L TER - R
HTHIENTEL., TRIE—ROEEEFHTHERE
CERZEET 5720 O/ 2 BHRFRL THRICT
5. —H, REBIFEHEFORASEIVIELH

FHEESLL CERFS ICEPIJEDRAL, F=F
WEDBEEMONBE I E G EETEL 2D, J§8
OHEBEN—FEL LTOA EILNE, 35
2, IVF AT 4T OEERREFRD 1 2E LTE
HENAEFEDETED, LEAERICEHTRETH 5.
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