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Digital Image Scrambling Method for Information Distribution

HirosHI FuJjirt and YASUSHI YAMANAKAT

During the distribution of digital images, protection against piracy is important because it
is easy to duplicate digital data without deterioration and to spread pirated versions through
networks. Providers of image data cannot disclose the original data for fear of piracy, yet still
need to advertise their products and to allow customers to evaluate a product prior to paying
for it. This paper presents a method for scrambling image data encoded in JPEG or MPEG1
in order to solve this problem. Our method uses a cipher algorithm for data transformation
to generate a deteriorated version of the image data. Its high-speed transformation enables
real time descrambling, thereby preventing illegal copying. For effective advertisements and
copyright protection, the degree to which image data is scrambled should be controllable.
Using our method, scrambling can be controlled by the intra-block parameters, density and
area. The method also allows a single image to be scrambled a number of times using different
scrambling keys. Multiple scrambling can be used to determine the image quality based on
the level of payment. It can also be used to protect image data composed of several parts,
the copyright for each part being owned by different authors.
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Fig.3 Scrambled JPEG image (Intra-block parameter:
(1,10,1,63). Area: Center. Density: 2 X 2 unit
matrix.).
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Fig.4 Quality control based on payment (Intra-block parameters are (10, 10, 1, 63)
for images (1), (2A), (3A); (0,10,1,63) for (2B); and (0,10, 1, 2) for (3B)).
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Fig.9 Copyright protection using multiple scrambling.
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Table 1 Test images.

Ty AN K

7—% & (byte) 88537 7468 319229
[EHER 1/10  1/120 1/2.9
e v+ 242181 4714 1050990
€ v b RFIEEK 117548 3945 382935
ffey v /7y 2z 50.5 1.00 219
ey Ry / 7ay 24.5 0.82 79.8

#£2 ALEEARKE (msec)

Table 2 Time for generating random sequences (msec).

¥ b BK
N—F%7 7T =1 7.5 0.25 24.3
i=m 15.4 0.30 66.8
V7T T =1 47.2 1.58 153
i=m 97.3 1.89 422
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Table 3 Comparative results of scrambling methods.

SR BN TN
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% (R 29 27 Vik) 1/9.3 1/6.6 1/14.2
A2 T T VEIERDEREED] 1.59 1.18 2.46
JPEG Ef&» SN It (dB) 31.9 29.6 35.6
BCHE %P SN i (dB) 19.5 17.1 21.2
SN I 3 (dB) 19.6 17.1 21.5
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Fig.10 Distribution of image data using scrambling (1).
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Fig.11 Distribution of image data using scrambling (2).
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Fig.12 Distribution of image data using scrambling (3).
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