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Group Communication Protocol for Wide-area Groups

TAKAYUKI TACHIKAWAT and MAKOTO TAKIZAWA'

Group communication protocols support the ordered and reliable delivery of messages to
multiple destinations in a group of processes. The group communication protocols discussed
hitherto assume that the delay time between every two processes is almost the same. In world
wide applications using the Internet, it is essential to consider a wide-area group in which
the delay times among the processes are significantly different. After defining a A*-causality
to be applied in a wide-area group, we present a protocol that supports a group of processes
with the A*-causality, and evaluate it in the world wide environment.

1. Introduction

Distributed systems are composed of mul-
tiple computers interconnected by communi-
cation networks. In distributed applications
such as teleconferencing, a group of multi-
ple processes, that is, a process group'®, is
established and the processes in the group
are executed cooperatively. Group commu-
nication protocols support a group of pro-
cesses with reliable and ordered delivery of
messages to multiple destinations. Transis®,
ISIS (CBCAST)®, Psync??, and other
protocols 2:21):29)  support causally ordered
delivery, while Totem®), ISIS (ABCAST)9),
Ameoba ®), Trans/Total?®), Rampart 2®), and
others V%7 support totally ordered delivery.
Some systems %19 support both.

The group communication protocols dis-
cussed hitherto assume that all pairs of pro-
cesses have almost the same delay time and
reliability. Here, let us consider a world wide
teleconference among five processes K, U, O,
T, and H at Keele in UK, UCLA and Ohio in
the USA, and Tokyo and Hatoyama in Japan,
respectively. On the Internet, it takes about
60 msec to propagate a message within Japan,
while it takes about 240 msec to do so between
Tokyo and Europe. The longer the distance,
the more messages are lost. For example, about
20% of the messages are lost between Japan and
Europe while fewer than 1% are lost in Japan.
Thus, it is essential to consider a group commu-
nication where the delay times between the pro-
cesses are significantly different 12):13):15)  that
is, non-negligible in relation to the processing
speed. Such a group of processes is named a
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wide-area group. In a wide-area group, the
time needed to deliver messages to the desti-
nations is determined by the longest delay be-
tween the processes. For example, if T sends
a message m to H and K, T has to wait for
a response from K after having received a re-
sponse from H. Next, suppose that K sends
a message m to H and T, respectively. If T
loses m, T requires the sender K to resend it.
The delay time between T and K is about four
times longer than that between T and H. If
H resends m, the time needed to retransmit
m can be reduced. Thus, the delivery time by
retransmitting a message from another destina-
tion, that is, the destination retransmission can
be reduced.

Suppose that T sends m to H, U, and K. On
receiving m, the destination processes send re-
ceipt confirmation messages to 7. Here, let us
consider a method whereby K sends the con-
firmation to U, instead of directly to T, and
then U sends the confirmation back to T'. Even
if U loses m, the delay time can be reduced
if K retransmits m to U as described above.
A wide-area group G can be decomposed into
disjoint subgroups Gi,:--,Gsy (sg > 2)12):30)
where each G; includes processes close to each
other and has one coordinator process. Mes-
sages sent by a process are exchanged by the
coordinators of the subgroups. In Holbrook, et
al.!3) each subgroup has a log in which trans-
mitted messages are recorded.

In multimedia and real-time applications,
messages have to be delivered in some prede-
termined time units. We will discuss the A-
causality )53 where A denotes the maxi-
mum delay time between the processes. That
is, it is meaningless to receive a message m un-
less m is delivered within a time A of being
transmitted. The A-causality assumes that ev-
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ery process has the same A. In world wide
applications, the maximum delay time A;; is
specified for each pair of processes P; and P;
and the difference between some A;; and Ay
is not negligible. In this paper, we define a
A*-causality where some pair of A;; and Ay
are significantly different. For example, A is
four times longer than Agyp. Then, we present
a protocol supporting the A*-causality, which
is realized by the destination and replicated re-
transmission.

In Section 2, we present a system model. In
Section 3, we present protocols in the wide-
area group. In Section 4, we discuss the A*-
causality. We evaluate the protocols in Sec-
tion 5.

2. System Model

A distributed system is composed of three
hierarchical layers, namely, the application,
transport, and network layers, as shown in
Fig. 1. A group of n(> 2) application processes
AP, ---, AP, are executed cooperatively. Each
AP; communicates with other processes in the
group by using the underlying group communi-
cation service provided by transport processes
TR, --,TP,. Here, let G be a group of the
transport processes (G ={TP,---,TP,}). G
is considered to support each pair of processes
T P; and T'P; with a logical channel. Data units
transmitted at the transport layer are packets.
TP, sends a packet to T'P; via the channel. The
network layer provides the IP service 24 for the
transport layer.

The cooperation of the processes at the trans-
port layer is coordinated by group communica-
tion (GC) and group communication manage-
ment (GCM) protocols. The GC protocol es-
tablishes a group G and reliably and causally 6)
delivers packets to the destination processes in
G. The GCM protocol is used for monitoring
and managing the membership of G. An ap-
plication process AP; requests T'P; to send an
application message s. T'P; decomposes s into
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packets, and sends them to multiple destina-
tions in G. The destination process T'P; as-
sembles the packets into a message s;, and de-
livers s; to AP;. Packets decomposed from the
application message are messages.

A transport process TP; has to know the
delay time d;; with each TP; in G. In the
GCM protocol, T'P; requests the network layer
to transmit two kinds of ICMP 2% packets:
“Timestamp” and “Timestamp Reply.” By us-
ing the time information, TP; can know when
“Timestamp” sent by TP; is received by T'P;
and when “Timestamp Reply” received by T F;
is sent by T'P;. TP; calculates 4,5, the round
trip time, and periodically sends the ICMP
packets to all the processes in G. Here, TF;
is referred to as nearer to TP; than TP, if
dij < dix- In addition, the GCM protocol mon-
itors the ratio €;; of packets lost between each
pair of TP; and TP;. Here, we assume that
d;; = d;; and €;; = €; for every pair of T'F; and
TP;.

We make the following assumptions about
packets sent by T'F;:

e Packets may be lost and duplicated.

e Packets can be sent to any subset V of des-

tination processes in a group G (V C G).

e Packets sent to V' are not received by pro-
cesses that are not included in V.

e Packets sent by the same process may be
received by the destination processes in an
order different from that in which they were
sent (not assuming FIFO).

3. Reliable Receipt

3.1 Transmission and Confirmation

In group communication, a message m sent
by one process T'P; is sent to multiple destina-
tion processes in a group G={TPy,---,TP,}.
m has to be reliably delivered to all the des-
tinations in G. Here, let s be the number of
destinations of m. Two points need to be re-
solved for reliable receipt of m:

(1) how to deliver m to its destinations, and
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(2) how to deliver confirmation of the receipt
of m to the sender TP; and the destina-
tions.

As regards the first point, there are two de-
livery schemes: direct and hierarchical. In di-
rect multicasting, TP; sends m directly to all
the destinations. In hierarchical multicasting,
TP; sends m to a subset of the destinations.
On receipt of m from TF;, TP; forwards m
to other destinations. Propagation-tree-based
routing algorithms have been proposed for this
purpose 1114 Another approach is to de-
compose G into disjoint subgroups Gy, -+, Gy
(sg > 2)3%). Each G; has one coordinator pro-
cess. TP; sends m to the coordinator, and the
coordinators forward m to the destinations in
the subgroups.

There are two schemes for delivering the con-
firmation: decentralized and distributed. In
the decentralized scheme 6), TP, sends m to
the destinations and the destinations send back
confirmation of the receipt of m to TP;. If TP;
receives all the confirmations, TP; informs all
the destinations of the reliable receipt of m.
A total of 3s messages are transmitted, three
rounds are needed.

In the distributed scheme?™:29) every des-
tination T'P; sends the receipt confirmation
of m to all the destinations and T'P; on re-
ceipt of m. If each TP; receives confirmations
from all the destinations, T'P; reliably receives
m. Here, O(s?) messages are transmitted,
and two rounds are needed. In Tachikawa and
Takizawa 2%, the number of messages transmit-
ted in G can be reduced to O (s) by adopting
the piggy back and the deferred confirmation
schemes.

The following protocols can be used to realize
the receipt confirmation of m:

(1) Direct multicast and distributed confir-

mation.

(2) Direct multicast and decentralized con-
firmation.

(3) Hierarchical multicast and distributed
confirmation.

(4) Hierarchical multicast and decentralized
confirmation.

The first one is named a distributed protocol 21,
The second, named decentralized protocol, is
used in ISIS® and other protocols 3):16):20),

Next, we consider when each destination pro-
cess can deliver the messages received. Here,
let m; be a message received by TFP,. TP

Group Communication Protocol for Wide-area Groups 2323

can deliver m, if (1) TP; has delivered every
message my such that my — my and (2) m, is
reliably received by all the destinations. How
long it takes to reliably receive messages de-
pends on the maximum delay time among the
processes in G. Hence, the delay in delivering
messages is increased if G includes more distant
processes. Since the processes are assumed not
to be faulty, messages are eventually reliably re-
ceived by all the destinations. Hence, T'F; can
deliver mq if T'P; delivers every message mgo des-
tined to T P; such that mqo — m; even if m, is
not reliably received. The reliable receipt of m;
is required to realize the following points:

(1) A message m is guaranteed to be
buffered by at least one process T'P; in G.
Hence, if m is lost by some process, it can
be retransmitted by 1T'P;.

(2) m can be removed from the buffer if it is
reliably received, that is, there is no need
to retransmit m.

Hence, only the sender or destination of a re-
transmitted m needs to know whether or not m
is reliably received.

3.2 Recovery and Prevention of Mes-

sage Loss

In the underlying network, messages are lost

due to buffer overruns, unexpected delay, and
congestion. Hence, the processes have to re-
cover from message loss. Let us consider a
group R = {H,U,0,K}. Figure 2 shows a
process graph of R in which each node denotes
a process and each edge (a,b) shows a channel
between nodes a and b. The weight of (e, b) in-
dicates the average delay time d,p. In Fig. 2(2),
a directed edge a — b means that b is the near-
est to a. Suppose that H sends a message m
to U, O, and K, but O fails to receive m. In

K K
15(/ 160 /
50
0 -0 U 0 - U
300
170 160
H H

@ @
Fig.2 Process graph of the group H.
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traditional protocols, the sender H retransmits
m to O and it takes 26gyo. On the other hand,
if U forwards m to O, it takes 20yp. Since
dpo > 6yo, we can reduce the time needed
for retransmission of m if U forwards m to O.
Thus, if a process T'P; loses m, the T'P, with
the smallest d;; can send m to T'P;. Thus, there
are two ways of retransmitting m if T'F; loses
the m sent by T'F;.

(1) Sender retransmission: T'F; retransmits
m to TP]

(2) Destination retransmission: some desti-
nation process TPy forwards m to T'P;.

In Fig. 2, if H sends m to U more than once,
U can receive one replica of m even if U loses
some of the replicas. Thus, one way to prevent
from the message loss is for the sender T F; of
m to send multiple replicas of m to the desti-
nations. Another way is for a destination T'P;
to forward m to another destination 7Py while
TP, sends m to TP,. TP, receives m from
TP; and TP;. For example, U sends m to O
on receipt of m, while H directly sends m to
0. O can receive m from U even if the m sent
by H is lost. The former way is named direct
replication and the latter indirect replication.
Protocols with direct or indirect replication are
named replicated protocols.

3.3 Protocols

Suppose that a process T'F; sends m to a sub-
set V,, of the destination processes in the group
G. The following protocols can be used:

(1) Basic (B) protocol: distributed protocol

with sender retransmission.

(2) Modified (M) protocol: distributed pro-
tocol with destination retransmission.

(3) Nested group (N) protocol: hierarchi-
cal multicast and decentralized confirma-
tion with destination retransmission.

(4) Decentralized (D) protocol: direct mul-
ticast and decentralized confirmation with
sender retransmission.

Each protocol can be replicated or non-
replicated.
[Basic (B) protocol]

(T1) TP, sends m to every destination pro-
cess in Vi, (C G).

(T2) On receipt of m, each process T'P; in
V. sends the receipt confirmation to T'P;.

(T3) On receipt of the confirmation mes-
sages from all the processes in V,,,, T'P; re-
liably receives m.
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(R) Ifsome T P; fails to receive m, T'P; sends
m to T'P; again. |
The modified (M) protocol is the same as
B except that the destination retransmission is
adopted.
[Modified (M) protocol]

(R) If TP; fails to receive m, some destina-
tion TPy, nearest to T'P; sends m to T'P;. If
all the destinations lose m, T1 is executed
again. o

In the N protocol, G is decomposed into dis-

joint subgroups Gi,---,Ggy (sg > 2). Each
G, is composed of the processes TPy, - -+, TP,
(h; > 1) where T'P;; is a coordinator.

[Nested group (N) protocol]

(T1) TP;; sends m to the coordinator T'P;;.
Let DC; be the set of coordinators whose
subgroups include the destinations of m.
TP;; forwards m to the coordinators in
DC;.

(T2) On receipt of m, the coordinator T' Py
sends m to the destinations in Gy. On re-
ceipt of m, the destination T Py sends the
confirmation back to TP;. On receipt of
the confirmations from all the destinations
in G, TPy, sends the confirmation to the
coordinators in DC;.

(T3) On receipt of the confirmations from all
coordinators in DC;, T'Py; sends the con-
firmation to the destinations in G. On re-
ceipt of the confirmation from TPy, T Py,
reliably receives m.

(R) If TPy, fails to receive m, T'Py; resends
m to T Pyy,. O

In the D protocol, only the sender TP; can

know whether each destination receives m or
not. Hence, sender retransmission is adopted.
T1 and R are the same as the B protocol.
[Decentralized (D) protocol]

(T2) On receipt of m, T'P; sends a confirma-
tion back to T'P;.

(T3) On receipt of all the confirmations, T'P;
sends an acceptance to all the processes in
B.

(T4) On receipt of the acceptance, TP; ac-
cepts m. O

Figures 3 (1), (2), and (4) show the B, M,

and D protocols where H sends a message m to
U, O, and K but K loses m. In the M protocol,
O forwards m to K, since O is the nearest to K.
Figure 3(3) shows the N protocol with three
subgroups (H), (U,0), and (K), where H, U,
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Fig.3 Protocols.

and O are the coordinators. U receives m but
O loses m. Here, U resends m to O.

In the B and D protocols, only H is required
to buffer m, since H retransmits m. All the
processes may retransmit m. Hence, every pro-
cess has to buffer m. In the N protocol, H
sends m only to U, and then U forwards m to
O and K. If either O or K loses m, U retrans-
mits m. Hence, the coordinators have to have
buffers. The B and D protocols require fewer
buffers than the others.

4. A*-Causality

4.1 A-Causality

The messages sent in a group G={TPF;,---,
TP,} have to be delivered in causal order ®).
[Causal precedence relation] A message m;
and mg, m1 causally precedes my {(m; — m3)
iff

e m; is sent before my by a process,

e my is sent after a has been delivered by a

process, or

o for some message mg, m; — mg —> my. O
The messages can be causally ordered by using
the vector clock .
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In real-time applications such as multimedia
communications, messages have to be delivered
to their destinations by a deadline. Thus, T'F;
has to receive a message m in A time units af-
ter TP; sends m%)31, A denotes the max-
imum delay time between the processes in G.
Here, let ts(m) be the time when m is sent.
Let tr;(m) be the time when TP; receives m.
Suppose that TP; sends a message m to T Fj;
then m is referred to as received in A by T'P; iff
ts(m)+ A > tr;(m). That is, m is received in
A after m is sent. The causality based on AY)
is defined as follows:

[A-causality] For every pair of messages m;

and ma, m1 A-causally precedes moy (my A mz)
iff

(1) my — mg and (2) ts(m1)+ A > ts(ma).

|

In a group K = {TP,,TP,,TPs} as shown
in Fig.4, TP, sends a message m; to TP
and TP;. TP, sends mo after receiving m; in
A (my 3 mz). Then, TP, sends ms to TPs.
T P; receives mo in A after my is sent but re-
ceives my not in A. Hence, TP; delivers mgy
but not m;.

4.2 A*-Causality

In a wide-area group G = {TPy,---,TP,},
some pairs of delay times d;; and d, are signif-
icantly different. The application requires that
messages sent by T P; be delivered to T P; in Dy;
time units. Here, let A;; be obtained on the ba-
sis of the statistics of the d;; between T F; and
TP; and the requirement D;; of the applica-
tion. For example, A;; may be an average of d;;
if A;; < Dy;. If the distance between T'P; and
TP; is larger than TP, and TP, Ay > Ag.
Let A* be aset {A;;]é,5=1,---,n}.
[A*-causality] Let m; and mo be messages
sent by TP; and TP;, respectively. m; A*-
causally precedes ms (M1 = my) iff

(1) my — mg and (2) ts(mq1) + Ay >
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ts (ma). O
That is, my is sent within A;; time units of m;.
In Fig. 5, TP, sends a message m; to TP,
and TP;, and TP, sends ms to TP3 after re-
ceiving m;. Since T Ps receives mq in Agq, TF;
delivers mo. Then, T' P receives my. Since T P;
receives my in Asq, TP; can deliver m;. How-
ever smce m; has already been delivered and

ma —-) me, TP3; cannot deliver m;. If my is
delivered, mo cannot be delivered, because ms
must be delivered after ts (ms) + A32. There is
inconsistency between A;s and Asz. This ex-
ample shows that T P; may not deliver m even
if m is received in A;;. Thus, the A*-causality
may be inconsistent if each A;; is independently
decided.

[Consistency] The A*-causal precedence rela-

. Ar. . . .
tion = is consistent iff for every pair of mes-
sages m; and ms sent by processes TF; and
T P;, respectively, ts (m1)+Ag; < ts(mg)+Ay;
and my, — mas. O

It can be straightforwardly shown that the
following theorem holds:

[Theorem] 2, is consistent if for every triplet
of processes TP;, TP;, and TPy, Ay; + Ajy >
Azk

[Collorary] 25 is consistent if for every trlplet
of processes TP;, TPj, and TPy, Aj; = Ay;. O
That is, the A-causality 35 consistent, be-
cause A;; = A for every TP; and TP;.

In the wide-area group, the theorem may
not hold depending on the routing strategies;
that is, A* may be inconsistent. The follow-
ing ways of resolving the inconsistency on the
A*-causality exist:

(1) neglecting messages that do not satisfy

the A*-causality,

(2) changing some A;; so that A* is consis-

tent, and

(3) indirectly replicating messages.

First, let us consider the example of Fig.5.
T Py receives mo in Agg and m; in A13. One
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way of resolving the inconsistency is for T P; to
deliver mo exactly Ays after moy is sent; that
is, m; is rejected. The other way is to wait for
my. As a result, ms is rejected, since mgy is
received after ts (msg) + Azsz. In the latter case,
neither m; nor ms is received, although ms can
be received if m;, is lost.

For each TP;, suppose that min (Ay;,---,
Ani) S Ai S max (AM’, vy, A»m) CI—VIDz buffers
messages received. Let T; be a variable show-
ing the current time in TP;. If there is a
message m from TP; in the buffer such that
ts(m)+ A; = T; and ts(m) + Aj; < T, mis
delivered. The smaller A; becomes, the more
messages from the more distant processes are
rejected. In our implementation, we assume
that real-time data are more often exchanged
between processes that are nearer to each other.
Hence, A; is min (A4, -+, Ap;).

Next, we discuss how to obtain a consis-
tent precedence AT from A* if A* is incon-
sistent. AJ; is defined to be the minimum de-
lay time among the paths from TPF; to TF;.
If the theorem holds, A}; = A;;. Otherwise,
Aj; =A% + Ay, for some TPy. We define the
followmg set AT from A*.

o AT = {A |A+ Aﬁ if AZZ + A]‘k Z Aji

for every k otherwise,
AL = max({A,m + Qe | AL + Bk 2
AJZ for every k})}.

It is clear that ——) is consistent, because A+
A+ > A} for every i, j, and k. However
A+ > Ay for some TP; and TP;. Even if TP,

recelves m from T'P; in A;, it mlght be too late
to deliver m to the appllcatlon.

Let us consider another way to transmit re-
dundantly messages so as to satisfy A*. If TP,
sends moy with my to T P3, T P; receives m; in
Agz; even if the time taken by m; sent by TP,
to arrive at T'Pj is not Ag; as in Fig. 5. In addi-
tion, if the channel (T'P;, T P;) is less reliable,
TP; may lose m;. Hence, if (TP;,,TP;) and
(T'P,, T P3) are more reliable than (T'Py, T Ps);
that iS, if (1 - 512) . (1 - 623) > (1 - 613), TP3
can more reliably receive m if TP, forwards m
to T'P;. Here, suppose that TP; sends m to
TP;. Let Myj; be a set of messages that T'P;
receives from T Py after sending most recently
a message to T'P;, and that M}, are also des-
tined for TP;. TP; sends m by the following
procedure.

(1) Iy; = My, if Ay +'Aij < Akj and (1 —

ki) - (1 —€45) > (1 — €x;), otherwise ¢.
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Table 1 Delay [msec].

Protocols B M N D
receipt(R) 376 376 377 376

(1) | delivery(DL) | 383 383 384 383
rel. rec. (RR) | 724 724 726 1128
detect (DT) 386 386 387 726* 762

(2) | receipt (R) 1140 393 394 1103* 1135
delivery (DL) 1141 394 395 1105*% 1139
rel. rec. (RR) | 1527 735 736 1482* 1891

(2) TP, sends m with I;;U---Ul; to TP;.
This is an example of a indirectly replicated
protocol.

5. Evaluation of Protocols

5.1 Reliable Receipt
We evaluate the basic (B), modified (M),
nested group (N), and decentralized (D) pro-
tocols in terms of the delay time for deliver-
ing and reliably receiving messages. Prototypes
of the protocols were implemented as a group
G of seven UNIX processes on SPARC work-
stations: three (ktsun0, kelvin, ccsun) in Ha-
toyama; one (ipsj) in Tokyo, Japan; two (ucla,
osu) in the U.S.; and one (des) in Keele, UK.
We consider two cases: (1) there is no message
loss and (2) kelvin loses m. We measure the de-
lay time when des in the UK sends a message
m of 128 bytes to the three workstations in Ha-
toyama. In the B and D protocols, des retrans-
mits m. In the M protocol, ktsun0 the nearest
to kelvin, forwards m to kelvin. In the N proto-
col, G is composed of the Keele and Hatoyama
subgroups. The Keele subgroup consists of one
workstation, des. In the Hatoyama subgroup of
three workstations, ktsun0 is the coordinator.
The following events occur in the process:
send: m is sent by the original sender process.
receive: m is received by the destination pro-
cess.
deliver: m is delivered to an application pro-
cess.
reliable receive: The sender process knows
that m has been received by all the des-
tinations.
detect: A destination process detects a loss of
m by receiving another process’s confirma-
tion of m.
For each event e, let time(e) be the time at
which e occurs. The following kinds of delays
are obtained from the times measured:
receipt (R)delay: time(receive)—time(send).
delivery (DL)delay:
time(deliver)—time(send).

reliable receipt (RR)delay:
time(reliable receive)—time(send).
detect(DT)delay: time(detect)—time(send).

Part (1) of Table 1 indicates the R, DL, and
RR delays for four protocols in the first case.
The difference between R and DL shows the
time needed for the protocol processing. The
difference between R and RR shows the time
needed for exchanging the confirmation mes-
sages of m. Every protocol supports almost the
same delay.

Part (2) of Table 1 shows the R, DT, DL, and
RR delays in the presence of lost messages. The
difference between DL and DT shows the time
needed for recovering from the message loss by
means of retransmission. For example, ktsun0
forwards m to kelvin in the M protocol. The
difference between DT and DL shows how long
it takes to retransmit m. In the N protocol, we
consider two cases: messages are lost between
des to ktsun0 and lost in Hatoyama. The delay
times in the first case are marked * in Table 1.

As Table 1 shows, in the M protocol, the
processes can recover from message loss with
a shorter delay than in the other protocois. In
addition, the delay time is almost the same as
in the no-loss case. In the wide-area group, each
channel has a different delay time and message
loss ratio. Hence, the messages can be delivered
with a shorter delay if they are sent through
channels with a shorter delay and lower loss ra-
tio.

5.2 A*-Causality

Next, we evaluate protocols that provide G
with A*-causality in terms of the number of
messages to be rejected. Figure 6 shows the re-
ceipt ratio R(t) (< 1) of messages sent to kelvin
from ipsj, ucla, and des for the delay ¢, where
f R(t)dt = 1. The ratio is measured by trans-
mitting 10,000 messages. For example, 2.7% of
messages take around 120 msec to get to ucla
from kelvin. Table 2 shows the minimum,
average, and maximum delays. In Hatoyama,
there is no message loss and almost all mes-
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Fig.6 Message receipt ratio vs. delay.

Table 2 Delay [msec] & lost [%)].

Host Min. Avrg. Max. | Lost
ipsj 30.437 60.427 756.263 0.9
ucla 119.506 157.171 532.433 8.3
des 164.497 241.370 2733.565 | 24.4

sages are received in 0.5 msec. Between Japan
and the UK, on the other hand, one fourth of
the messages are lost and transmission takes
about 240 msec. The figure and table require
that A;; depend not only on d;; but also on €.
In terms of the delay time and message loss, osu
is almost the same as ucla.

Every TP; obtains the statistics of the delay
time d;; and the loss ratio £ for each T'P; by
using the GCM protocol. AP; decides A;; by
using the statistics of d;; and &;;. One way to
obtain A;; is by adding the average d;; to some
constant «;. Another way is for A;; to be given
a time ¢ within which a message can be received
with a probability of 8 percent. For example,
let 8 be 70%. From Fig. 6, 70% of messages sent
by ucla can be received by kelvin in 168 msec.
Hence, Ay, is given 168 msec. 70% of messages
sent by des can be received in 320 msec. Hence,
Agg = 320. On the other hand, the average
delay time between kelvin and ipsj is about
60 msec, while only 0.1% of messages are lost.
Here, let Ag; be 90, which is 50% larger than
60 msec; that is, a; = 30%.

First, we consider how many messages each
process can receive in a given A*. As explained
above, TP; does not receive message m from

des ucla ipsj  kelvin

m
m; 2

T~lA, A

M ~—

mp

@

3

time §

Fig. 7

Inconsistent A*-causality.

Table 3 Message receipt ratio € [%] in At.

A [msec] | ipsj ucla des

Minimum 90 60.5 0.0 0.0
Average 168 94.5 70.0 7.6
Maximum 320 98.9 88.9 70.0

TP; unless m arrives in A;;. Given A* pre-
sented here, 60.5% of messages sent by ipsj are
received by kelvin. Hence, e;; = 60.5% for Ay;.
Similarly, ex, = 70.0 and egg = 70.0 for Ay,
and Ayg, respectively. '
Next, we consider the ratio of messages re-
jected due to the inconsistency of the A*-
causality. Figure 7 shows how m; and ms

such that m; i mo are received by kelvin. We
assume (5(15 = 6kd - 6k;u7 (Sdz' = 6kd — (51@, and
0ci = Oxu—Oks, since there is a routing path from
Hatoyama, via Tokyo and the USA to Keele. In
Fig.7, we also assume that ucle and ipsj send
me on receipt of m;. In (1) and (2), m; is sent
by des. In (3), ucla sends my. In (3), ucla sends
mo on receiving m, while ipsj sends mg in (2)
and (3). The reject ratios of messages received
are 6.9% in (1), 16.6% in (2), and 16.7% in (3).

Next, suppose that At is used, since A* is
inconsistent. A} can be the minimum, the av-
erage, or the maximum of Ay, -+, Ay, which
here are 90, 168, and 320 msec, respectively.
Table 3 shows the receipt ratios of messages
sent to kelvin from ipsj, ucla, and des. For ex-
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ample, if Ay = 168, kelvin receives 94.5% of
messages from ipsj, while only 7.6% can be re-
ceived from des.

If the A*-causality is adopted, some messages
are rejected to preserve the causality. On the
other hand, in the A*-causality, fewer messages
are rejected; that is, the longer A is, the larger ¢
becomes but the longer it takes to deliver mes-
sages. More messages from the more distant
processes are rejected, i.e. the shorter A is, the
smaller ¢ is. Thus, there is a trade-off between
A and e. The application processes have to de-
cide A so that the requirements regarding the
delay time and causality are satisfied.

5.3 Message Buffering

In the B and D protocols, only the sender
buffers m, since the sender retransmits m.
Hence, the total number of buffers needed to
store m in the group is 1. However, even if
the B or D protocol is used, some messages are
buffered in destinations, so that they can be or-
dered causally. In the M protocol, not only the
sender but also the destination may retransmit
m. Hence, the total number of buffers is s+1 for
the number s of destinations. In the N protocol,
the coordinators of the subgroups retransmit m.
The total number of buffers is the number sg of
subgroups if all subgroups include destinations.
Hence, the protocol can be selected by consid-
ering the trade-off between the delay time and
buffer space.

6. Concluding Remarks

We have discussed wide-area group communi-
cation, which includes multiple processes inter-
connected by the Internet. Here, each logical
channel between the processes in a group has
a different delay time and message loss ratio.
We have presented ways of reducing the delay
time of messages in a wide-area group, and dis-
cussed the A*-causality in the wide-area group.
We have also presented four kinds of protocols:
basic, modified, nested group, and decentral-
ized. Evaluation of these protocols in terms of
the delay time shows that the modified protocol
gives a shorter delay than the others.
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