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Priority Inheritance Spin Lock Algorithms and their Evaluation
CAr-DoNG WANG,* HIROAKI TAKADA! and KEN SAKAMURA*H

In realizing a real-time system on a shared-memory multiprocessor, priority-ordered spin
locks are used to reduce priority inversions. However, simple use of priority-ordered spin locks
can cause uncontrolled priority inversions among processors when they are used for nested
spin locks. This paper points out the problem of uncontrolled priority inversions in the context
of spin locks and proposes priority inheritance spin locks, priority-ordered spin locks that are
enhanced with a priority inheritance scheme, to solve the problem. Two priority inheritance
spin lock algorithms are presented based on two priority-ordered spin lock algorithms, and
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their effectiveness is demonstrated through performance measurements.
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Fig.3 An approach to incorporating priority inheritance.
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/] By Lo -/ —F

type Node = record
next: pointer to Node;
locked: (Released, Locked);
prio: integer // 1ESHE

end;

/] B 2k

type Lock = record
last: pointer to Node; [/ @y RbFa—0DkKRE
maxprio: integer; [/ By 7L Oy PORKELE
notifyp: pointer to boolean [/ BH7 FT7~DKRA V¥

end;

// last & notifyp i NULL i3 %

// maxprio X MIN_PRIO IZ#I#i1t¥ %

/] RoTae v
/] 9y 7 ORE

type NodePtr = pointer to Node;
type LockPtr = pointer to Lock;

J] YAFATLORETRET H ALY
shared var L1, L2: Lock;

/] 7Oy T CAET A REERK
var I1, I2: Node;

var my.-prio: integer;
var my-_notify: boolean;

/] Ty FOELE
/] Bz

procedure routine_b();

begin
// & 2T my.prio 2@t %
acquirefirst lock(&L1, &I1);
acquire_second lock(&L2, &I2, &L1);
[l 2NFAA e YAy
release_lock(&L2, &I12);
release_lock(&L1, &I1);

end;

10 Markatos/PI D7 — FHE&E L E\ T
Fig.10 The data structures and a usage of Markatos/PI.

type Node = record
next: pointer to Node;
locked: (Released, Locked);
prio: integer // HEEE

end;

/] Ro7TOE
[/ 9y 7 ORE

type Lock = pointer to Node;

type NodePtr = pointer to Node;
type LockPtr = pointer to Lock;

/] YAFATLOETHET B RAEHR
shared var L1, L2: Lock;

/] Tury T ICHET A RAEK

var my-_locknode[NUM_LOCKNODE]: Node;
var nextlocknode: integer; // 0 IZ##i{k
var my.prio: integer;

procedure routine_b();
var mel, me2: NodePtr;

begin
// & T my.prio Z#HLT 2
mel = acquire_first lock(&L1);
/] PV FABNES Y3y (B
me2 = acquire_second.Jock(mel, &L2);
/] 2V F4HNErTa s ()
release lock(&L2, me2);
release_lock(&L1, mel)

end;

11 PR-lock/PI D7 — ¥ i L v
Fig.11 The data structures and a usage of PR-lock/PI.
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// lock OMEEKSOREELEL newprio 1K5]& BT
/] ERCEBELRELS & BIF 28410 TRUE &Y
procedure raise_priority(lock: LockPtr,
newprio: integer): boolean;
var prio: integer;
begin
retry:
prio := lock—maxprio;
if newprio > prio then
if CAS(&(lock—maxprio), prio, newprio) then
. return TRUE
end;
goto retry
end;
return FALSE
end;

/] BREERELSI& LT, BM7 57wy T3
procedure raise_priority_notify(lock: LockPtr,
newprio: integer);
var notifyp: pointer to boolean;
begin
if raise_priority(lock, newprio) then
notifyp := lock—»notifyp;
if notifyp # NULL then
xnotifyp := TRUE [/ #HI755%€v}
end
end
end;

// entry % lock OfRH ¥ 2 — OEFICKEET S
// pred 1% entry OF{D /) —F %,
// oldtop IZIIBBIT HEDKIE / —F 2T
procedure move_to_top(lock: LockPtr, entry, pred,
oldtop: NodePtr);
var succ: NodePtr; .
begin '
succ := entry-—next;
if succ = NULL then
// entry BRRED J —F OFEDONE
pred—next := NULL;
if CAS(&(lock—last), entry, pred) then
entry—next := oldtop;
return
end;
repeat succ := entry—next until suce # NULL
end;
// entry DRIZ/ —F suce #dHLHEADNE
pred—next := succ;
enry—next := oldtop
end;

12 Markatos/PI D7 VT ) XaAk (£D 1)
Fig.12 Pseudo-code of Markatos/PI (Part 1).
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/22H00y 7 lock ¥ BT S
/] BANCE o720 v 7% lockl T
procedure acquire_secondlock(lock: LockPtr,
me: NodePtr, lockl: LockPtr);
var pred: NodePtr;
begin
me—next := NULL;
pred := fetch_and_store(&(lock—last), me);
if pred # NULL then
me—locked := Locked;
me—»prio := my_prio;
pred-—next := me;
/] BREZRASEDLE
raise_priority notify(lock, my_prio);
my.notify := TRUE; // RWICELEREKLF v ¥
repeat
if my_notify then [/ BH7957%Fxv 7
my-notify := FALSE;
if lockl—maxprio > my.prio then
my-prio := lockl—maxprio;
me—prio := my._prio;
/] B RSB (BRM K)
raise_priority_notify(lock, my_prio)
end
end
until me—locked = Released
else
/] By 2 ERHELTWE SO v ko 2gEe
raise_priority(lock, my_prio)
end;
/] BRI T~NORAL Y5 EEFOBMT T TN B
lock—notifyp := &my._notify
end;

/] Oy T S
procedure release lock(lock: LockPtr, me: NodePtr);
var top, entry, pred: NodePtr;
var hentry, hpred: NodePtr;
var hprio: integer;
begin
lock—maxprio = MIN_PRIO;
lock—notifyp := NULL;
top := me—next;
if top = NULL then
/] BbFa—difior oy 3B b olgs
if CAS(&(lock—last), me, NULL) then
return
end;
repeat top := me—next until top # NULL
end;
/] BoFa—hOREBERES ULy 2ET
hentry := top;
hprio := top—prio;
hpred := NULL;
pred := top;
entry := pred—next;
while entry # NULL do
if (entry—prio > hprio) then
hentry := entry;
hprio := entry—prio;
hpred := pred
end;
pred := entry;
entry := pred-—»next
end;
/] ZOBET hentry PREBEET LYY
if hentry # top then
// hentry % % = — O%HICHE)
move_totop(lock, hentry, hpred, top)
end;
raise_priority(lock, hprio);
hentry-+locked = Released
end;

B 18 Markatos/PI D7 LT X LAk (20 2)
Fig.13 Pseudo-code of Markatos/PI (Part 2).

BEERERAE Oy 77N T) XA L F O 2271

/] Fa—DORRLILERTIGTELY TS
[] (R—=7 8NBHDKRA ¥ ¥ %RT)
function mark(node: NodePtr): NodePtr;
var succ : NodePtr;
begin
repeat
succ := node—next
until CAS(&(node—»next), succ, MARK(succ));
return succ
end;

/] EREE A S B

procedure inherit(lock: LockPtr, me: NodePtr);
var head: NodePtr;
var prio: integer;

begin
repeat
head := *lock;
if head = me then
break
end;

prio := head—lockpri
until prio > my_prio
or CAS(&(head—lockpri), prio, my_prio)
end;

[/ 22H0OTy 7 lock 2 BT 5
/] (B o720y 70/ —F % mel Z#ET)
/] (EREERRA L F 29 75 _ETy 7 ) —F #ET)
function acquire_secondlock(mel: NodePtr,
lock: Lockptr): NodePtr;
var me, me2, pred, succ, succl, next: NodePtr;
var prio: integer;
begin
me := get_nextJocknode();
me—lockpri := my_prio;
againl:
/] me Oy 2HELF 2 —IlHATS
pred := xlock;
while pred = NULL do
me-—+next := NULL;
if CAS(lock, NULL, me) then
return me
end;
pred := xlock
end;
// mel P OIERELXART LUHEET S
prio := mel->lockpri;
if prio > my.prio then
my_prio := prio;
me—lockpri := prio
end;
// me 20y 7HLX 2 —CHAT S (Bi&)
me—locked := Locked;
while (TRUE) do
succl := pred—next;
succ := UNMARK(succl);
if succ # NULL and succ—lockpri > my_prio then
pred := succ
elseif MARKED(succl) then
(*) goto againl
else
me—next := succ;
if CAS(&(pred—next), succ, me) then
break
end
end
end;
[] Oy 7RV IERE KL S

inherit(lock, me);

K14 PR-lock/PI1OT7 L) XaAktk (£01)
Fig.14 Pseudo-code of PR-lock/PI (Part 1).
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waitloop: /) Oy ZfELL—F
until me—locked = Released do
/] ERERRDSLEPEF =y 7
prio := mel—lockpri;
if prio > my_prio then
/] BT, mel % HERE % KT 5L
my_prio := prio;
me—lockpri := prio;
me2 := get-next_locknode();
me2—lockpri := my_prio;
me2—locked := Locked;
again2:
// me2 b ¥ a2~ lHAT S
pred := xlock;
if pred = me then // BHOLELZ L
return_locknode(me2);
inherit(lock, me);
goto wait_loop

end;
while (TRUE) do
succl := pred—next;

succ := UNMARK(succl);
if succ = me then [/ BEIOLEL L
return_locknode(me2);
inherit(lock, me);
goto wait.loop
end; -
if succ—lockpri > my.prio then
pred := succ
elseif MARKED(succl) then
(*) goto again2
else
me2—next := succ;
if CAS(&(pred—-»next), succ, me2) then
break
end
end
end;
J] | Y G RS R

inherit(lock, me2);

again3:
// me #fFb ¥ 2 — D OHIERT B
pred := me2;

while (TRUE) do
succl := pred—next;
succ := UNMARK(succl);
if succ # me then
pred := succ
else
next := mark(me);
if CAS(&pred—next, me, next) then
me := me2;
goto waitdoop
else
me—>next := next;
goto again3
end
end
end
end
end;
return me
end;

/] 9o EBRT S
procedure release lock(lock: LockPtr, me: NodePtr);
var succ : NodePtr;
begin
succ := mark(me);
*lock := succ;
if succ # NULL then
succ—locked := Released
end
end;

B 15 PR-lock/PIDO7 VT XLKE (£02)
Fig.15 Pseudo-code of PR-lock/PI (Part 2).
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