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Highly Available Operating System by Process Replication

MITSUHIRO KISHIMOTO,! JUN NAKAJIMA,t* KATSUYUKI OHASHIL,
Yuzi KANAZAWA,! YOSHIHIRO TSUCHIYAT and YUJI ImMATt

In order to make an operating system highly available, careful design reviews and exhaus-
tive tests are used to eliminate internal software faults. However, its quantity and complexity
prevent these fault avoidance methods from finding all faults. Fault tolerant methods can
detect and recover internal errors as they occur. A few fault tolerant Operating Systems were
designed and developed. But they are propriety and require expensive special hardware. Ap-
plying fault tolerant methods to existent open operating systems raise many difficult issues.
This paper describes how to apply the “process pair method”, one of the well-known fault
tolerant methods, to an open operating system, UNIX. A fault management mechanism is
developed to detect, isolate, and recover errors. In order to minimize modification in existent
programs for fault tolerance, an enhanced communication library and an stable storage library
are introduced. We have prototyped fault tolerant file system and demonstrated that it can
mask hardware errors and software errors from users.
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