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An Evaluation of Connection Caching on the World Wide Web
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This paper proposes and evaluates connection caching to reduce the overhead of accessing
pages on the World Wide Web (WWW). Connection caching means that a WWW server or a
WWW proxy does not release its connection with a client or a peer but retains it, and uses it
again. The retained connection is cached and it is used for future access. Connection caching
reduces network traffic, server load and access latency. Connection caching in this study
allows multiple connections to be established for the same host in order not to increase access
latency, and it is global caching which does not distinguish requesting hosts. This paper shows
that the hit rate of connection caching for WWW accesses is high and connection caching is
effective on the WWW. For example, the caching of 16 connections gives hit rates of more
than 81% at both a proxy and a server. This evaluation is based on actual logs from a server
and a proxy at a university. The logs are records of 350 days. The log from the proxy includes
more than 14 million accesses. Our analysis also shows that more than 29% of requests from
clients to the proxy share cached connections to servers in the global 16-connection cache.
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Global connection caching is effective at the proxy.

1.

The World Wide Web (WWW) on the In-
ternet is widely used. A large part of network
traffic on the Internet is occupied by WWW
accesses. User access latency and the server
load have become problem areas. Sometimes
users experience long access latency. The main
reasons are network congestion and server over-
load.

A caching technique is effective in solving
these problems. Data caching has been used in
servers, proxies and clients. By caching the fre-
quently accessed data at sites near a, client, net-
work traffic and access latency decrease. More-
over, the WWW server load also decreases be-
cause the amount of accesses to the server is
reduced by caching. A lot of research on data
caching has been performed!):8)9):14),18)  We
also proposed generational caching schemes for
proxy server caches1%):16),

Not only data caching but also connection
caching is possible!®).  Connection caching
means that a WWW server or a WWW proxy
does not release its connection with a client or
a peer but retains it and uses it again after the
transmission is completed. The retained con-
nection is cached and it is used for future ac-
cess. Since the establishment of a connection
creates some network traffic and needs server
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response, connection caching reduces network
traffic, server load and access latency.

This paper proposes and evaluates global
connection caching for the WWW servers and
proxies. In this study, we will evaluate and dis-
cuss the hit rates of the connection cache in
a proxy and a server, using access logs from
the Information Processing Center (IPC) of the
University of Electro-communications (UEC) in
Japan. Our study of connection caching is
based on logs of 350 days.

We have reported an analysis of connection
caching for the WWW 3, The analysis as-
sumes that only one connection can be estab-
lished for each host (server) at most. When
multiple accesses to a server are requested si-
multaneously, access latency may increase if
only one connection to the server has to be used.
On the other hand, this paper will present an
evaluation on condition that multiple connec-
tions to a server are permitted.

Our evaluation shows that the caching of 16
connections on a WWW server and a proxy
server gives hit rates of more than 81%. This
is fairly high. Furthermore, more than 29% of
requests from clients to the proxy share connec-
tions to servers. Global connection caching al-
lows clients to share connections to servers and
enhances the hit rate.

The rest of this paper is organized as follows.
Section 2 explains our evaluation method. Sec-
tion 3 shows the characteristics of logs which are
used to evaluate connection caching, and that
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the logs are not special but as usual as logs of
other studies. Section 4 explains our connec-
tion caching scheme. Section 5 discusses our
analysis and connection caching. Section 6 de-
scribes the differences of this paper from related
work. Lastly, concluding remarks summarize
our work.

2. An Evaluation Method Based on
Logs

Our evaluation of connection caching is based
on trace-driven simulation. Logs are gathered
at a proxy and a server, and they are used as in-
put data to a connection cache simulator. The
connection cache simulator takes a cache size as
a parameter and simulates the connection cache
and outputs a hit rate.

The entity that a Universal Resource Locator
(URL) 9 refers to is called a page in this paper.
In analysis of connection caching, the host part
of URL is used to identify the peer. A proxy
and a server where logs were gathered and the
logs will be explained.

2.1 A Proxy and a Server

We describe the proxy, its users and the
server at IPC of UEC.

Workstations (WS’s) for education at IPC
can not communicate directly with sites out-
side the university. Therefore users of the WS’s
have to use a proxy. IPC operated the CERN
httpd1?) as its proxy when the logs were col-
lected. The proxy is believed to be used by
all users of the educational WS’s at IPC. The
proxy at IPC is also used as a cache by depart-
ments and laboratories that do not have their
OWIl Proxy Servers.

NCSA Mosaic? was the WWW client on ed-
ucational WS’s at IPC. Mosaic used at IPC did
not hold cached data beyond one session. On
computers other than the WS’s at IPC, other
WWW clients are also used in addition to Mo-
saic. Some clients, such as Netscape Navigator
and Internet Explorer, hold cached data beyond
one session.

The WWW server* at UEC is accessed from
inside and outside UEC. It contains an intro-
duction about UEC and has links to depart-
ments of UEC.

The relationship among clients, proxies and
servers is shown in Fig. 1. Client hosts access
WWW pages on servers through proxies or di-
rectly. Logs from our proxy are used to identify

* http://www.uec.ac.jp/
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Fig.1 Relationship among clients, proxies and
servers.

Table 1 Fields in common logfile format.

remotehost | The remote host name
rfc931 The remote logname of the user
authuser The authenticated user name

date The date and time of the request

request The request line exactly as it came
from the client

status The HT TP status code returned to the
client

bytes The content-length of the document
transferred

both client host addresses and server host ad-
dresses. Logs from our WWW server are used
to identify addresses of hosts which access pages
on the server.

2.2 Log Data

An example of one record in a log is shown
below.

gold.yuba.is.uec.ac.jp ~ -
[31/0ct/1995:13:31:32 +0900]
"GET http://www.yuba.is.uec.ac.jp/"osawa
HTTP/1.0" 200 1620

The common logfile format is as follows.
Fields in the format are explained briefly in
Table 1.

remotehost rfc931 authuser [date]

"request" status bytes

In a proxy log, remotehost** identifies a
client host, and the host part®™* of URL in
request specifies a server host. In a server log,
remotehost identifies a remote client.

date represents a timestamp when processing
of the request is started. The order of lines rep-
resents the order of the completion time of the
request. Therefore we can identify the start-
ing order and the finishing order of requests
from the logs. The starting order is specified
by timestamps. The finishing order is identified
by the order of lines because in the above for-
mat lines are recorded in a log file. This order
information enables us to evaluate connection
caching where multiple connections to a server

#% gold.yuba.is.uec.ac.jp in the example
%X yyy.yuba.is.uec.ac.jp in the example



2022 Transactions of Information Processing Society of Japan

are permitted.

Unfortunately, transfer time of pages is not
recorded in the logs. Thus precise evaluation of
timing or latency is impossible on the basis of
our logs alone. However, our logs are sufficient
to evaluate the hit rates and the effectiveness
of connection caching.

3. Characteristics of Log Data

We analyze accesses through Hypertext
Transfer Protocol (HTTP) 4. Not only success-
ful accesses (with a status code of 200) but
also unsuccessful accesses are used because un-
successful accesses also need connections. Log
data was gathered between 1 PM on October
24, 1995 and 1 PM on October 8, 1996. The
length of log period is 350 days. The total
number of accesses to the proxy was 14,601,900.
That is an average of 41,719.7 access/day. The
total number of accesses to the WWW server
was 1,371,193. That is an average of 3,917.7
access/day.

Figures 2 and 3 show ratios of access
amounts by hour and by days of the week at the
proxy respectively. A peak exists between 3 PM
and 4 PM. Weekdays have more accesses than
weekends. Distribution of accesses in Figs.2
and 3 is as expected. There is nothing special
about our logs.

Glassman® states that the access frequen-
cies of pages in a WWW server follow Zipf’s
law'D. If Zipf’s law holds, there is locality of
access. We investigated the access frequencies
of hosts and the frequencies of intervals between
accesses to the same host. To our knowledge,
this has never been reported before.

Let the number of entities whose access fre-
quency is f be P(f). If Zipf’s law holds,
P(f) = M/f* where M and k are constants.
P(f) can be plotted as a line between top-left
and bottom-right in a log-log graph.

The number of hosts that have the same ac-
cess frequency is shown in Fig.4. The X-axis
is the access frequency of a host. The Y-axis
is the number of hosts whose access frequencies
are the same.

In Fig. 4, Zipf’s law is applicable to the range
of lower access frequencies to server hosts.from
the proxy (Proxy-to-Server), from remote
hosts to the server (Host-to-Server), and from
client hosts to the proxy (Client-to-Proxy) al-
though there are some differences between the
law and the log data.

The host that has the highest access fre-
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Fig.2 Normalized access frequencies by hour at the
proxy. Access frequencies are normalized by
total number of accesses. Proxy and Server
represent accesses to the proxy and accesses to
the server respectively.
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Fig.3 Normalized access frequencies by days of the

week at the proxy. Access frequencies are nor-
malized by total number of accesses. Zero and
6 in X-axis represent Sunday and Saturday
respectively. Proxy and Server represent ac-
cesses to the proxy and accesses to the server
respectively.

quency in Proxy-to-Server is the educational
WWW server host at IPC which has home
pages related to the educational computers.
Mosaic on an educational WS accesses the home
pages at startup time because it does not hold
cached data beyond one session.

Figure 5 shows the distribution of access in-
tervals. It is a log-log graph. The X-axis is
the interval between accesses to the same host.
An access interval is the interval between an ac-
cess to a host and the next access to the same
host. An access interval represents locality of
access. High frequencies of short access inter-
vals exhibit high locality of access. High local-
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ity improves the hit rate of a cache. The high
hit rate reduces the overhead of accesses. Fig-
ure 5 shows the high locality of access to hosts,
thus connection caching would be effective. For
example, a sum of frequencies of access inter-
vals of between 1 and 10 is 11,115,473 (76.4%)
and a sum of frequencies of access intervals
that are greater than 10 is 3,438,592 (23.6%)
in Proxy-to-Server. The total number of fre-
quencies of all access intervals is 14,554,065 and
it is less than the total number of accesses be-
cause the first occurrences are not counted as
valid intervals. In Fig.5, Zipf’s law is appli-
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the server, respectively.
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Distribution of access intervals between ac-
cesses to the same host. Client-to-Proxy,
Proxy-to-Server and Host-to-Server repre-
sent accesses from clients to the proxy, accesses
to servers from the proxy, and accesses from
remote hosts to the server, respectively. This
shows high locality of access.

Fig.5
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cable to the range of smaller intervals between
accesses to the same host. We will show quan-
titative evaluation on hit rates of connection
caching later.

4. Connection Caching

The evaluation of the caching of connections
from clients to the proxy, from the proxy to
servers, from clients or proxies to the WWW
server is shown. This evaluation is based on logs
from the proxy server and the WWW server at
IPC in UEC.

Figures 6 and 7 show internal structures
of a connection cache and a connection cache
scheme which is assumed in this study, respec-
tively.

In a server and a proxy, all connection re-
quests are accepted. When the processing of
a request using a connection is finished, the
connection is not released immediately but it
is put into a connection cache. Least Recently
Used (LRU) algorithm is used as the replace-
ment algorithm of the connection cache. LRU
algorithm replaces the least recently used entry
with a new entry. LRU algorithm and simpli-
fied LRU algorithms are widely used in cache
replacement. A connection overflowed from the
cache by replacement is released as shown in
Fig. 6.

When a client requests a page through the
proxy, the proxy searches for a connection to
the server of the page as shown in Figs.6 and

New
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Fig.6 Connection cache.
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Fig.7 Usage scheme of connection caches.
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Fig.8 Hit rates of connection caching. Client-to-
Proxy, Proxy-to-Server and Host-to-Server
represent accesses from clients to the proxy,
accesses to servers from the proxy, and ac-
cesses from remote hosts to the server, respec-
tively. Diff-Client-to~Server represents dif-
ferent client accesses to the same server.

7. If the proxy finds an unused connection to
the server in the connection cache, the proxy
uses it to communicate with the server. Other-
wise, the proxy establishes a new connection to
the server in order not to increase the commu-
nication latency.

Multiple connections to the same host can ex-
ist and they will enter the connection cache af-
ter they are finished. That is different from a
usual cache. Duplicated entries are not allowed
in a usual cache, however, multiple connections
are permitted in the connection cache.

Hit rates of connection caching are shown in
Fig.8. For example, the caching of 16 con-
nections gives hit rates of more than 81% in
all cases of accesses from clients to the proxy
(Client-to-Proxy), accesses to servers from
the proxy (Proxy-to-Server), and accesses
from remote hosts to the server (Host-to-
Server). It also shows that 128-connection
caching gives hit rates of more than 86% in all
cases. These results confirm that connection
caching is effective.

The used connection caching is global, that is,
different clients share cached connections and
the replacement algorithm does not choose a
victim only among connections accessed by the
requesting client but considers all connections
in the cache. A connection which is established
or used by client A can be used by a different
client B. The use of the connection by client B
is regarded as a different client access. Inci-
dentally, the use of a newly established con-
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nection is never counted as a different client
access. Diff-Client-to-Server in Fig. 8 rep-
resents the ratio of different client accesses to
connections. It shows that a connection in the
cache is utilized by not only a client but also
multiple clients.

This sharing of connections may be influ-
enced by the fact that all clients of the proxy
belong to one organization. However, this type
of usage of a proxy is common. Thus a global
connection cache is usually effective.

5. Discussion

A WWW page access usually establishes a
connection to a server using TCP/IP protocol
and the connection is released after the page
data is transmitted. This style of transmission
may increase the access latency and the remote
server load. However, TCP/IP is used because
the protocol is reliable and it passes network
fire walls. Transmission error recovery is not
a problem when using TCP/IP on WWW sys-
tems because TCP/IP retransmits lost and er-
ror packets automatically. Network fire walls
are widely installed to enhance network secu-
rity. They usually disallow UDP/IP and un-
known protocols but allow TCP/IP. Therefore
the use of connection-based TCP/IP is practi-
cal as it is difficult to use connection-less proto-
cols presently. It is important to investigate the
reduction of overhead where a connection-based
protocol is used.

HTTP/1.17 introduced a persistent connec-
tion, which lives until the connection is ex-
plicitly closed. With this facility, a connec-
tion caching scheme is more easily implemented
than under the HTTP/1.0 environment, which
has no standard for persistent connections. For
example, a connection cache can be imple-
mented simply using an array of persistent con-
nections. The connection is closed when re-
placement occurs. The release of connections
should be handled appropriately to operate the
connection caching as an effective mechanism.
Therefore a definite protocol should be investi-
gated.

The proposed connection caching needs co-
operation of peers, that is, clients, proxies and
servers. All of them should support connection
caching in order to obtain the merits. This is
the same as the deployment of the persistent
connection facility. If most hosts support con-
nection caching with a reasonable cache size,
large parts of connection requests are omit-
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Table 2 Basic statistics of logs: UEC-IPC represents the log of the Web server
at IPC of UEC. Usask, NASA and ClarkNet represent a log of a
campus-wide Web server at the University of Saskatchewan, a log
of the Web server at NASA’s Kennedy Space Center and a log
of the Web server from ClarkNet, a commercial Internet provider
in Baltimore, Washington D.C. region respectively. Maximum hit
rate means the hit rate where the cache size is unlimited.
Log UEC-IPC Usask NASA  ClarkNet
Amount (request) 1371193 2408625 3461612 3328632
Period (day) 350 214 62 14
Average (req./day) 3917.7 11255 56748 237756
Max. hit rate (%) 96.5 94.0 96.5 95.5

ted. This omission reduces access latency to
remote nodes, especially to far nodes, for ex-
ample, nodes at the opposite side on the earth.
It also reduces the traffic of the whole network
since packets of connection requests decrease.

Connection caching does not increase the
overhead of establishment and release of con-
nections but adds to the overhead of connection
management in hosts. Let us assume that the
maximum number of connections to be man-
aged in a host (that is, the size of a connec-
tion cache) is less than about 1000. The size
of connection cache data structures, which are
a hash table and LRU list links, must be less
than 1M bytes. Since the size is sufficiently
small, all of the structures can be managed effi-
ciently in primary memory of current personal
computers and workstations. Thus the connec-
tion management would not be a performance
bottleneck.

Data caching reduces data requests to servers
but cannot eliminate the requests. For exam-
ple, when a client accesses pages in a server
which have not ever been accessed, the client
must communicate with the server and usually
accesses multiple pages from the server. When
images and applets embedded in a page are
loaded and links are traversed, accesses from
the host to the server are performed with lo-
cality. Therefore, regardless of data caching,
connection caching reduces the latency of con-
nection establishment and release, and the net-
work traffic. In other words, connection caching
can reduce the latency and traffic which data
caching cannot reduce. Therefore both data
caching and connection caching should be em-
ployed in order to decrease the access latency
and network traffic.

Hit rates of connection caching in various
servers are plotted in Fig.9. From the Inter-
net Traffic Archives*, three logs are used. They
are labeled as Usask, NASA and ClarkNet in

g
[
g UEC-IPC <—
E Usask -¢-—
T NASA -
ClarkNet -m--
50 100 150 200 250
Capacity
Fig.9 Hit rates of connection caching in four servers:

UEC-IPC represents the log of the Web server
at IPC of UEC. Usask, NASA and ClarkNet rep-
resent a 7-month log of a campus-wide Web
server at the University of Saskatchewan, a
two-month log of the Web server at NASA’s
Kennedy Space Center, and a two-week log
of the Web server from ClarkNet, a commer-
cial Internet provider in Baltimore, Washing-
ton D.C. region, respectively, from the Internet
Traffic Archives.

Fig.9. Usask, NASA and ClarkNet represent a
7-month log of a campus-wide Web server at the
University of Saskatchewan, a two-month log
of the Web server at NASA’s Kennedy Space
Center and a two-week log of the Web server
from ClarkNet, a commercial Internet provider
in Baltimore, Washington D.C. region, respec-
tively. UEC-IPC represents the log of the Web
server at IPC of UEC. Table 2 shows basic
statistics of the logs. Please refer to the paper
of Arlitt, et al.® for more details of the logs.
Figure 9 and Table 2 show that 128-connection
caching achieves more than 84% of the maxi-
mum hit rates in all cases. In brief, connection
caching is effective in all of the servers.

* http://www.acm.org/sigcomm/ITA (as of Decem-
ber 1997)



2026 Transactions of Information Processing Society of Japan

6. Related Work

A protocol that transmits multiple pages in
one connection was proposed in Ref. 17). It uses
long-lived connections. Pages that are refer-
enced by the page that the user has accessed are
transmitted together. That proposal aims at re-
ducing access latency. It focuses on connections
between a client and a server. In other words, it
uses a local connection caching technique where
a client can use only the retained connections
that the client has established. On the other
hand, our study uses a global caching technique
where any clients can use retained connections
no matter which clients established the connec-
tions. Our analysis shows that more than 29%
of the requests from clients to the proxy share
connections in a global 16-connection cache.
Moreover our study evaluated the effectiveness
of connection caching from clients to the proxy,
from the proxy to servers, and from clients to
servers quantitatively. Our study is different
from Ref. 17).

Jomer 19 describes an algorithm which calcu-
lates expiration of a connection by taking into
account the current traffic load, the connec-
tion cost, and the maintenance cost where OSI
connectionless network protocol (CLNP) is sup-
ported over a X.25 network. However, multiple
connections are not considered in that paper.

Yang, et al. 29)-21) analyze connection caching
and its performance using simulation when host
grouping is used in a network. They use syn-
thesized traffic and they do not mention the
WWW accesses. On the other hand, our study
is based on actual logs of the WWW.,

Dittia, et al. % use connection caching in an
ATM Host-Network Interface Chip. The ef-
fectiveness of connection caching is not shown
quantitatively.

7. Concluding Remarks

We have proposed and analyzed connection
caching for WWW severs and proxies on the
basis of actual logs of 350 days. Our study
showed that the connection caching is effective.
For example, the caching of 16 connections on
a WWW server and a proxy server gives hit
rates of more than 81%. Connection caching
utilizes the locality of access. Sufficiently large
effectiveness is expected when using connec-
tion caching. Furthermore, global connection
caching is more effective than local connection
caching as a means to enhance hit rates and the
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performance because more than 29% of requests
from clients to the proxy share connections to
servers in our analysis. We have a plan to inves-
tigate and evaluate a definite protocol that uses
connection caching. We will also investigate the
workload of WWW accesses and model it in or-
der to make the synthetic workload generation
possible, like synthetic traces for trace-driven
simulation of cache memories!?.
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