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Multi-level Protection: A New Fail-safe Mechanism
for Extensible Operating Systems

KENICHI KOURALt SHIGERU CHIBA't and TAKASHI MASUDA'

Extensible operating systems enable the users to extend their functions by adding extension
modules on demand. Such operating systems need a fail-safe mechanism for protecting the
systems from erroneous extension modules. However, this mechanism with full protection
capability has implied serious performance penalties. To address this problem, we propose a
new fail-safe mechanism called multi-level protection. It allows the users to install an exten-
sion module in the operating system at various protection levels without changing the source
code, and thereby, the users can run the module at the minimal protection level to avoid
performance penalties. For example, they can choose a higher level for an unstable module,
but a lower one for a stable module. We have implemented the multi-level protection for file
systems of NetBSD 1.2. This system provides multiple protection managers of various protec-
tion levels so that the users can choose one of the protection managers and easily change the
protection level. We confirmed that the performance of the file system modules is improved
if the protection level is lower, that the overheads at the maximal protection level are not too
large, and that the overheads at the minimal protection level are almost negligible compared
with those of the file system hand-crafted in the kernel.
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Fig. 1 Choice of a protection level corresponding to the stability of an extension module.
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Table 1 Private system calls provided by our operating

system.
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Table 2 Examples of API to manipulate kernel data.
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Table 3 Examples of upcall.
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Fig. 3 A callback function called by an upcall from
the kernel.
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Table 4 5 characteristic combinations (*Unmap shared
memory, **Make shared memory read-only).
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Table 5 Detectable errors at each protection level.
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Fig. 4 The time needed to copy a 64 KB file in SMFS
and the breakdown.

[ deadlock check
B logging
Time(ms) shm protection
1400 k 159y replication

B8 address switch
communication

1 2 3 4

S5 Level

5 SNFST64KB®D77ANVOaY—CETLEH L ZOWR
Fig. 5 The time needed to copy a 64 KB file in SNFS
and the breakdown.
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