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“Pretense Resistant” Electronic Settlement System

SHINSUKE MIWAt and YOICHI SHINODAt

This paper proposes a “Pretense Resistant” Electronic Settlement System. Various Elec-
tronic Settlement Systems such as secure credit card payment systems, electronic caches and
electronic checks do exist, and in order for a payment to be done correctly, these systems must
communicate correct information about the payment with correct peers. However, on open
network systems, the correct peer may not always be designated. That is, when designating a
peer, before two-way authentication can take place, a malicious entity can give false informa-
tion that can designate the entity as a payee. Notice that because the misdesignation occurs
even before the two-way authentication is to take place, the existing Electronic Settlement
Systems can not prevent this situation. This new type of threat to Electronic Settlement
Systems is named “Pretense” in this paper. Characteristics of Pretense are explored, and
two improvements for Electronic Settlement Systems to resist this threat are proposed and
implemented.
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Fig. 1 The outline of Electronic Cash.
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Fig. 2 The communication of payment on the ESS.
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Fig. 3 Impersonation.
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