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Classification of Off-line Electronic Money Systems
and Evaluation of the Security against Insider Attacks

SHINGO Mi1vAazAKIt and KOUICHI SAKURATIt

In the traditional off-line electronic money systems, a numerous of crucial secret data such
as the knowledge of key for issuing money and various information (ID, public key, etc.) re-
lated to users are centralized in a bank. So, in this paper, the security of the off-line electronic
money against the malicious bank is discussed. As the guide, we classify conventional elec-
tronic money systems into four types and examine the condition of security against various
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insider attacks.
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Fig. 1 Flow in electronic money systems.
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Table 1 Our classification of previous off-line electronic money systems.
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Fig. 3 Forging the certification in the issuing protocol.
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