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A Technique of Phase Shift Watermarking against Overwriting Attacks

Y OsHIHIDE FUKUOKAt and KINEO MATSUT

In this paper, we propose how to identify an original watermark from a picture in oppo-
sition to attacker who overwrites another watermark to it by the similar means. We make
use of the relationship between the multi-resolution representations of the original and the
embedded pictures. Then, we utilize the basic characteristic such that the phase of picture
shifts a little from it depending on the change of amplitude of spatial frequency. The wa-
termark does not give the image serious damage. This pattern can be deduced among the
multi-overwritten watermarks, independently. Therefore, this method can be also effective
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for digital watermarking technique.
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Fig.1 Haar wavelet transform.
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Fig.2 Multi-resolution representations.
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Fig.3 Test image.
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Fig.4 Decomposition to LLs: lena.
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Fig.5 Signed and pattern images.
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Fig.6 Multi-overwriting attacks.
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Fig.7 Example of overwriting attack.
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Fig.8 Verification process.
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Fig.9 JPEG compression.
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(a . Qulty 1/4

(b) Quality 1/8
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10 FENT A—5 — R B OB IEiGE B L
Fig.10 Output images and watermarks under JPEG
parameters.

£ 1 JPEG [EMiF OMGLAE
Table 1 Verification results under JPEG compression.
Compression | 1/4 | 1/8 | 1/16
Verification O O O
[note] O:yes X :no

45

40 /
g f | 5 KES

25

SNR
3

20 .
1/4 1/8 1/16

parameter

11 X 6) L AT L OB H K
Fig.11 Image qualities between the Ref.6) and our
methods.
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EBREREE 14 1SR, UL, 40, 80 DF Y
AT LML 2L EOERTHAL, E512, M
THHBEDOL N & FDOREERE RS IRT. &
DEERTIZ, LA 180 DHEFTTH-ThH, R (16)
DOUEETHCVAZ LI LY, TROMMEE Y -0
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" (a) 1 bitplane (b) 2 bitplane
12 TRY v ML —r RHIRL 2 EE
Fig.12 Bitplane-deleted image.

F2 Ev 7L~ OBIBEIC X B MEEER
Table 2 Verification results by number of deleted

bitplanes.
Number of bitplane | 1 2 3 4 5 6 7
Verification OO0 | x| x| x]|x

[note] O:yes X :no

SNR

number of deleted bitplane

H 13 WK 6) &L ARFIEE OWME i

Fig.13 Image qualities between the Ref. 6) and our

methods.

(a) level 40 (b level 80

B 14 MeEEAINL 2w
Fig.14 Noise adding image.

F3 HEDOL WX RIS
Table 3 Verification results by additive noise.

Noise level | 5 | 10 [ 20 | 40 | 80
Verification | O | O | O | O | O
[note] O:yes X :no

R TE LI EATHIBEL 2. 3K 6) IS BT AEERR
BREAFECLIERBERLOBEOBFZTE 15

R
(4) KERTH

EEERT 16 IZRT. X, BEEHELH
WT 7, 6 BERICERL - EDEBTHE. 5612,

o KER

noise level

15 0k 6) & AFIRE OEEILE
Fig.15 Image qualities between the Ref.6) and our
methods.

(a) 7 bit (b) 6 bit

16 FEASHL 7o
Fig.16 Tone decreased image.

w4 EIRL TPER L EEAE R

Table 4 Tone level and verification results.

Tune level 7 6 5 4
Verification | O | O | O
[note] O :yes X :no

45
»‘_“_"‘-—«,
a0 L ‘*—.\\\‘
e
Z35 -
4
o S
30 5 " —.
25 .
7 6 5 4
tone Ie\{e\

17 3K 6) & AT L OmE
Fig.17 Image qualities between the Ref.6) and our
methods.
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LLEBREREOBEEOBGEER 17 I2RT.

(5) *F 1T 3B

RETIHIOFETIE, AFAT7VABIZIIREY
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