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Kernel Support of Fine-grained Protection Domains
for Extention Components
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It is commonplace to download an extension component from an open network such as
Internet in order to supplement the functionality of an application. This paper proposes a
protection mechanism, called a multi-protection page table, that protects the local computing
resources from the attacks by malicious components. A multi-protection page table provides
fine-grained protection domains, thereby enabling efficient cross-domain calls. To prove that
a multi-protection page table can be implemented on top of stock hardware, this paper shows
the implementation on the Intel x86 architectures. Experimental results show that our im-
plementation incurs only a 4.5% to 14.5% execution overhead even if cross-domain calls occur

June 1999

100,000 times per second.
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