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Abstract

The Network Configuration information in the X.500 Di-
rectory can be used for effective network configuration
management e.g. configuration visualization, configu-
ration analysis for reliability, performance and enhance-
ments. The underlying concepts are outlined.

1 Introduction

Infcrmation about network configuration is important
for network management in general and configuration
management in particular. In recent times, networks
have grown in size, making it impossible for network
adminstrators to remember the details of the network.
Further, with the globalization of the network reach
the scope of the configuration information has become
global. It is desirable to have access to configuration
information of any part of the global network from any
part of the globe. There is a movement to use the X.500
directory to provide such a framework [GYM]. In this pa-
per, we give show how this frame work can be used for
effective configuration management.

2 Directory Representation

FUNCTIONAL IMAGES OF A NETWORK

For representing networks in the Directory we use the
following hierarchical model. A network is the media for
transmitting information with zero or more network ele-
ments each having at least one network interface on the
rnedia. The media may be a line (physical circuit/virtual
circuit), a coaxial-cable, or a'collection of interconnected
networks. The model allows a hierarchy of subnetworks.
Network elements with multiple interfaces may act as
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crternal galeways to the attached network and to net-
works higher up in the hierarchy. Thus, a gateway may
be the external gateway of several networks which are
either interconnected or have a hierarchical relationship.
A network may be simple consisting of zero or more net-
work elements or composite consisting of several sub-
networks. Examples of simple networks are ethernets,
Optical fiber/copper cables, free space, . Just as
there are several maps of the same geographical domain
(political, natural...) one can envisage several views of -
the same network and its components. A view (called
“image” in the remainder) could pertain to a particular
protocol suite (IP/OSI/...), an administrative domain or
purpose. Using images, several abstractions of the same
object is possible (fig. 2).

In the following we will restrict ourselves to discussion
of the Physical network and its IP-image only. Also, for
matters of simplicity we will keep the description of the
objects simple - restricted to the attributes that relate
to the discussion in the following.

3 Directory Objects

The network related directory objects and some of their
attributes used to represent the configuration informa-
tion in the directory are given below.

Neatwork The network object supplies general de-
scriptions which are common for a set of nodes and cir-
cuits comprising one network. This includes information
about the type of circuits (medium, broadcast or point-
to-point, etc.) and properties (speed etc.).
network
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Node

The node object describes any kind of device that
is part of the network, such as simple nodes, printer,
bridges.
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NetworkInterface

Each node object will have one or more netwaorkintcr-
face objects as subordinates. Networkinterface objects
provide information about interfaces of the node and
connectivity.
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The most important {P related information of a node
(its IP addresses) is registered with ipNetworkinter-
facelmageObjects. This picture is accurate as a node
can have several [P addresses, but at most one per in-
terface. Furthermore, it shows clearly the relationship
to the neighboring IP network and the connected port.
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4 Generation of network graph

The network graph is useful for network visualization. It
can be used for several purposes like planning, debug-
ging and administering. The graph is a set of vertices
which may be network-vertices or node-vertices. The
interconnections are represented by the edges. A Graph
is represented as follows:

Graph: list of vertice
vertice{
type {network/node}
list of edges
}
edge{
list of two vertices

}

Given a set of network elements it is possible to draw
the interconnection between the elements using the in-
formation in the directory. The network elements will
map to physical communicalion objects in the Direc-
tory e.g. network object, node objecl. The algorithm
of drawing the interconnection of the objects is given
below:

Algorithm Generale interconncetion graph

input: sel af physical objects

output: Graph
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5 Generation of network tree

The network tree is another view of the network - it is
useful for several cases e.g. in intelligent polling.

We start with the set of items as before, and the root
from which the tree is to be made.

1. Locate the root element in the set.

2. Locate the interfaces of this element.

3. Locate the connected items to these interfaces.
4

If the connected item does not have any other in-
terface, this is a leaf element; else, locate the con-
nected item and repeat the procedure from 2.

6 Applications

The application of the network configuration are mani-
fold. The graph generated in section 4. can be directly
utilised for visualization. Further by obtaining the net-
worklInterface address from the corresponding image ob-
Ject the dynamic status of the network element may be
displayed.

The network tree generated in section 5. can be used
to devise algorithms for intelligent polling. For example.
when a gateway is down - there is no sense in attempt-
ing to find the status of network elements that lie on
the ather side of the gateway ( as seen by the polling
station)

Another very importatnt application is for network
probing in case fo faults. Given the network graph probe-
algorithms may be devised to locate the fault.
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