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NIGELOG: A Method of Protecting Logging Information
from Even Their Removal

TETSUJI TAKADAY and HIDEKI KOIKE?

Logging information is necessary for intrusion detection. Intrusion detection systems are
investigating them in order to judge whether intrusion had occurred or not. It, therefore,
must protect logging information, because there is much possibility that intruder compromise
them. Though some systems had been proposed for protecting logging information until now.
These systems detect their modification and make hard to modify them. If logging informa-
tion had been modified or removed, original logging information are lost. This is undesirable
for computer security. It is necessary to investigate them why intrusion had occurred. In this
research, we propose logging information protection system that makes it possible to protect
them even if they had removed. When logging information was compromised by someone,
our system make it possible to protect them which way is automatically restoring them from
backups. Moreover, it is possible to recognize an occurrence of compromising them nearly in
real-time. We implement our proposed method as a C++ Class. It is possible to integrate
logging information protecting system into various applications.
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Table 1  Various log-file protection methods and its
features.
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Fig.1 Concept of NIGELOG.
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struct ext_stat {

struct stat  Status_info;
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Fig.2 Extended stat structure.
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Fig.3 Overview of NIGELOG modules.
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Fig.4 Log-file protection module.
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Table 2 Average CPU loads of simple syslog daemon
using NIGELOG.

Interval of Interval of Log-file size  Number of The status of Average CPU
alteration detection hiding backup at the beginning backups outputting log-info |load in an hour

2 sec 2 sec 2KB 5 No Output | 0.06
2 sec 2 sec 2MB [7] NoOutput| 1.03

10 sec 10 sec 2MB 5 No Output | 1.38
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