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Information Hiding for Japanese Text
Based on Replacing Words with Dictionary

HirosHI NAKAGAWA,T HIROYASU KIMURA,tt KOJI SAMPEITt
and TSUTOMU MATSUMOTOft

Information hiding becomes increasingly focused on in the area of information security. We
propose technique which hides information into text by replacing words using a dictionary
being consists of pairs of words in this paper. The first of the pair is a word to be replaced,
and the second of the pair is the word with which the first word replaces. We propose three
kinds of dictionaries based on Japanese word formation. We also evaluate the text in which
information is hidden by the amount of hidden information and also unnaturalness of the text
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by hand.
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Fig.5 A representation of compound noun ending the
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noun “A” in our dictionary.
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document 8) by the method proposed in Section 4.
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groups according to POS of next word.
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