Vol. 41 No. 8

goooooooo

goboboobboobooobooboboon

0O O o of o o o ot ooo oot

ooooooOoooooobooooooooOooOoOoOOObOOOoOOOOO0ObOOODbODbODODODOD
000000 I1SOo14080 0000000000000 0DOOOODOO00ODO00DODOO0DO0ODODO
goobooooooooooooooooooDOOOOOOOOOOOObOOOOODOOOoOOOOo
goooooooooooooooooooOOoOooOoOoOOOOOOOODOODOOOOObOObOOO
go0o0ooooooo0ooboOoO0oboo0oOooOoOoOO0OObOOOO0OO0ObOOOoOooooooooooon
gobobooo0oooooooooooooooooooooOooOoOoObOOOOODObOObObOObObO
00200000000000010000000000000000 Fault Treed FTOOOOOO
goobooooooobooooooooooooooOoobooooboOoOo0oOoOoooOooooooo
goooooooooooooooOOoOoObOboOOOOoOoOoOobOOOoOoOoooOoooboooooooo
gooooooooooooooooOoOO0OOOODOOOOOO0OOO0OOO0OO00O0000000O0
gdooobooooooobooooooooooOoOoOOOOOOOOOObOO0OO0OO0oboOooOoo
gooooooooobooooooooboOoOboOobOoobobooOOOO0Oooooooboooooooon
gooooooo0o0oooooOOobooobooobooooo

An Optimal Decision Method for Establishment of
Security Objectives

YASUHIKO NAGAI,t TATSUYA FUJIYAMAt and RYOICHI SASAKIt

For establishment of systematic information security countermeasures, the production of
security policies or security objectives in a security design specification based on the inter-
national security evaluation standard ISO15408 has become more important. However, it
is difficult to define the security objectives effectively and efficiently on complex mapping
relationships between threats and objectives. In this paper we propose an optimal security
objectives decision method. The method provides the ability to determine the security objec-
tives quantitatively from the viewpoint of effectiveness and efficiency. The method consists
of two schemes. One is derivation scheme of security objective candidate sets for protection
from possible threats by applying minimal path set search algorithm on the fault trees (FT)
with respect to the threats. The other is decision scheme of optimal security objectives for
minimizing required cost by resolving a combinational optimization problem. Furthermore,
we will show the usefulness of the method in a case study.
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Fig.1 Procedure of optimal security objectives decision
method.
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Fig.2 Examples of fault tree (FT).
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Table 1 An example of relationship between basic events

and security objective candidates.
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Fig.3 A derivation example of minimal path sets.
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Table 2 An example of derived data.
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Table 3 Risk value of threats and security objective candidate sets.
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Fig.4 Fault tree of threat T1.
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