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A Proposal of Novel Intrusion Management Using
Log Information Visualization Systems by Multiple Users

TETSUJI TAKADA' and HIDEKI KOIKE?

An intrusion to the computer becomes a serious threat. Some methods to cope with them
are already proposed. Such methods, however, do not come to use widely, because these
methods have some problems respectively. We extract the problem from existing intrusion
management. As a result of it, we led that periodical log inspection makes a computer more
secure against the intrusion. We suggest a log information visualization system that helps
inspecting log information. We propose two visualization methods in this research. One is
a summary visualization. The other is a time based visualization. Both methods enable an
inspector to investigate log information more easily and effectively. This advantage makes
it possible for a novice user to investigate log information. We also propose a novel intru-
sion management that monitors log information by multiple users using visualization systems.
This method can improve not only the problem in existing intrusion detection systems but
also the problem originated in human factor.
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Fig.1 Four stages in intrusion management.
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Fig.2 Transition of intrusion management.
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Table 1  Various tools for intrusion management.
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Fig.3 A change of investigation task for intrusion
management.
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Fig.4 The relation of detection and investigation in

intrusion management.
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Fig.5 Log summarization method for summary
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Fig.6 The features of summary visualization and time

based visualization.
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Fig.7 The advantages in log information investigation
using visualization system.
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Fig.8 Monitoring by multiple users for intrusion

detection.
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Fig.9 An overview of log information visualization

system.
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Fig.10 The visual method of summary visualization.
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