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Internet-Marks: Reliable Visual Marks
for the Web Site Authentication
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Recently, various values visual marks are effectively used in business applications. For ex-
ample, in many Web pages different credit card company’s logo are attached as a source for
payment information. In this case, one glance at these logos will make the customer able
to recognize automatically the payment method. However, these marks are easy to forge,
tamper with and copy into unauthorized Web site because they are only graphic data. And
no method is offered to consumers to confirm the authenticity of logo marks. This insecurity
causes serious problems with business application. To resolve these problems, in this paper,
we propose Internet-Marks; reliable visual marks for the Web site authentication. Internet-
Marks enables to detect illegal acts by the combination of traditional digital signature and
digital watermarking techniques.
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Fig.1 Basic concept.
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Fig.2 Issuing Internet-Mark.
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Fig.3 Verifying Internet-Mark.

obobooooooooocoooooobooooon
Ooo00oOooooOooo webOOOOOOOOO
gooooboooooboboboboooobooo
oo0ooooooooOoOowebOOOGoOoOonO
oo0m
e WebOODOO URLO IPOOOOO0OOOOO
goboooobooobooooooooooooo
oo0o00O0O000000000 WebOOODOO
gooooooboooooooboooboooooon
gooooooooooobooooooooobo
ooom
e JO0ODOOO0OODOODOOOOOODDOOD
ooooobooooooobooooobobobooooon
gbboooooooooooooooooooa
gbobooooobooboooooooooooo
oo
gooobooocooooobooooobOooooboooo
gboodbouooooooooooooooooobooo
goobooooooooooocoooooooooon
oooooboooooooooboooboobobooooo
gooooooooooooooobobooooobooo
goooooooooooobooooooooooon



Vol. 41 No. 8

B v—rEdr
EHTZBE

&

R
EALEL RS

04 00O0D0O0OOD
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Fig.5 Web site authentication system — Protocol.
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Fig.7 An example of Internet-Mark visibility.
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