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An Anonymous Bidding Protocol without Any Reliable Center
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An anonymous bidding protocol without any reliable center for a small community is pro-
posed. The anonymity of a bidding protocol means that the participation of everyone involved
in the bidding except for the successful bidder is kept secret. Since it is hard for a small com-
munity to establish a reliable center owing to the difficulty and cost of doing so, an anonymous
bidding protocol without any reliable center is appropriate to its needs. In such a bidding pro-
tocol, a bidder can withdraw his bid after the deadline for bidding by ceasing to participate in
the bidding. If this can be done anonymously, the price of the successful bid would be illegally
manipulated by conspiratorial bidders. In the bidding protocol proposed in this paper, such a
bidder can be identified. This discourages conspiratorial bidders from manipulating the price
of the successful bid through withdrawing, by applying some sanctions against their acts.

1. Introduction

One step toward realizing fair electronic com-
merce has been the introduction into computer
network of bidding procedures that were previ-
ously conducted in writing. A bidding is often
conducted in a small community, that is, the
participants are limited. In such a community,
the establishment of any reliable center inside
the community is not realistic, since it is rare
for members of the community to have no in-
terest in each other. Furthermore, the estab-
lishment of a center outside the community is
also undesirable, because it involves consider-
able difficulties as regards reliability and cost.
Some cryptographic protocols for bidding 1)∼4)

depend on reliable centers, and thus are not ap-
propriate for such small communities.
This paper deals with a bidding protocol

without any reliable center. Hereafter, for sim-
plicity, we assume that the person who makes
the lowest bid is chosen as the successful bidder.
It is desirable that a bidding protocol should be
anonymous in the sense that the participation
in the bidding of a person (or organization) who
obeys the protocol but does not become a suc-
cessful bidder is kept secret from everyone else.
This is because the names of bidders and the
correspondence between bidders and their bids
constitute useful information for conspirators in
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future bidding procedures 5).
In Imamura, et al. 5), an anonymous bid-

ding protocol without any reliable center is pro-
posed. In the protocol, each bidder anony-
mously broadcasts a cryptogram of his bid price
before the deadline for bidding. After the dead-
line, each bidder publishes his price by broad-
casting the key to the cryptogram anonymously,
and the bidder who offers the lowest of the
published prices reveals his name. If a bidder
who broadcasts a cryptogram does not broad-
cast his key, his bid is ignored. Similarly, if
the bidder who offers the lowest price does not
reveal his name, his bid is also ignored. As a
result, the price of the successful bid can be
illegally manipulated. The following example
shows that conspiratorial bidders can benefit by
using this fact 6). Suppose that Alice and Bob,
who are conspiratorial bidders, want to prevent
the other bidders from making a successful bid
and to make a successful bid with a price as
high as possible. They do the following:
( 1 ) Alice bids pricemin, which seems to be

the lowest price, and Bob bids pricedesire

with pricedesire > pricemin.
( 2 ) Suppose that pricemin is the lowest

price. Then, after all other bid prices
have become public, Alice and Bob
check whether anyone has bid price with
pricedesire > price > pricemin or not.
If so, Alice publishes her price, reveals
her name and becomes the successful bid-
der. Otherwise, Alice does not publish
her price, or does not reveal her name. In
this case, Bob is chosen as the successful
bidder.

This example shows that Alice and Bob may
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choose the price for the successful bid after
they know others’ bid prices. A solution for
this coalition problem is to provide a method
for identifying the anonymous bidder when he
does not publish his price or does not reveal his
name, and then to apply some sanction against
him to discourage such a coalition.
This paper proposes an anonymous bidding

protocol without any reliable center, where the
above coalition problem is solved. The proto-
col is constructed on the assumptions that (1)
an anonymous broadcast network exists and (2)
a verification key for a signature generated by
each individual who will participate in the bid-
ding is published, and the correspondence be-
tween the individual and the verification key is
known to everyone in the network. The anony-
mous broadcast network is a network in which
a message is correctly sent to all participants,
and furthermore the sender cannot be identi-
fied, as also assumed in Imamura, et al. 5). The
second assumption can be accomplished by us-
ing a certification authority (CA), for example.
A CA is a part of an infrastructure for realizing
electronic commerce, and need not participate
in the proposed protocol directly. In this sense,
our proposed protocol does not have any reli-
able center. Furthermore, even if a CA is used,
the anonymity is not compromised by conspir-
ing with the CA. To identify an anonymous bid-
der who does not obey the protocol, an unde-
niable signature scheme satisfying the require-
ment that signatures are anonymous is used.
The anonymity of a signature means that it
does not disclose the identity of the signer. The
signer of a signature in the undeniable signa-
ture scheme can be identified by an interactive
proof scheme with a candidate for the signer.
The true signer cannot repudiate his signature
while the others can. By communicating with
all candidates for the signer, it is possible to
identify the true signer. Since each bidder is
forced to attach the signature to his bid, it be-
comes possible to identify an anonymous bidder
disobeying the protocol. Thus, if Alice and Bob
coalesce as above, Alice can be identified, and
some sanction is applied to discourage such a
coalition.
After we pointed out the above coalition

problem in Nakanishi, el al. 6), a bidding proto-
col was proposed in Miyazaki, el al. 7). The fea-
ture of this protocol is that the prices of all ex-
cept the successful bid are kept secret even after
the bidding. If someone obtains the bid prices,

he can learn the strategies of the bidders and
may use the information in future bidding pro-
cedures. The protocol has the merit of avoiding
such learning by keeping the bid prices secret 7).
In this protocol, a list of prices that may be bid
is agreed by the participants in advance. After
the deadline for bidding, the following is ex-
ecuted for each price in ascending order from
the lowest price in the list: If a bidder really
offered the price, he proves that he did so, and
becomes the successful bidder. Otherwise, ev-
ery bidder proves that he did not bid that price.
This prevents the withdrawal of a bid, and thus
the above coalition problem is solved.
However, in this protocol, there is a registra-

tion center and it can trace the bidder from his
bid. That is, the anonymity depends on the reli-
ability of the center, although the reliability af-
fects only the anonymity. As mentioned above,
we consider the situation in which it is hard to
have a reliable center. If it is difficult to con-
struct a protocol with the same feature without
any reliable center, anonymity is most impor-
tant so as not to provide useful information to
potential conspirators. That is why we propose
an anonymous bidding protocol without any re-
liable center. Furthermore, in the protocol pro-
posed by Miyazaki, et al. 7), the communication
cost of determining the price of the successful
bid is proportional to the number of possible
bid prices, and thus is efficient only for limited
cases. Our protocol is more efficient except for
the communication to identify illegal bidders,
which is executed only when someone performs
an illegal action.
Section 2 outlines the conditions that anony-

mous bidding protocols should satisfy. In
Section 3, an anonymous bidding protocol is
constructed, and is investigated to determine
whether it satisfies the conditions.

2. Conditions for Anonymous Bidding
Protocols

This section outlines the conditions that
anonymous bidding protocols should satisfy.
We call a protocol satisfying the following con-
ditions an anonymous bidding protocol. These
conditions are derived from the requirements
in Imamura, et al. 5), except the impossibility
of pretense, which is important for bidding on
a computer network.
( 1 ) Validity of public notices: Informa-

tion on the bidding session, namely, each
specific bidding, provided by the man-



Vol. 41 No. 8 An Anonymous Bidding Protocol without Any Reliable Center 2163

ager of the bidding cannot be modified,
and can be seen by anyone in the net-
work. This information is called a public
notice.

( 2 ) Secrecy of bid prices: Until the dead-
line for bidding, valid bid prices cannot
be leaked to others.

( 3 ) Impossibility of pretense: No one can
act for person as a valid bidder.

( 4 ) Impossibility of multiple bids: No
bidder who bids more than once in a bid-
ding session can become the successful
bidder.

( 5 ) Validity of bid prices: Valid bid prices
cannot be modified by others, even by the
bidder.

( 6 ) Validity of successful bid: The suc-
cessful bid is the lowest price offered by
any of the bidders who obeyed the proto-
col, and any bidder who obeyed the pro-
tocol before the deadline for bidding but
disobeyed it after the deadline is identi-
fied.

( 7 ) Anonymity: The participation in the
bidding session of a user who obeys the
protocol but is not the successful bidder
is kept secret from everyone else.

In bidding protocols satisfying the validity of
successful bid, the manipulation of the price of
the successful bid, as indicated in Section 1, is
prevented as follows: Since the successful bid-
der is chosen from only bidders obeying the pro-
tocol, conspiratorial Alice and Bob who want to
prevent the other bidders from making a suc-
cessful bid must obey the protocol before the
deadline for bidding. However, when Alice and
Bob find out that no one offers a price between
their prices and Alice disobeys the later proto-
col so as not to make the successful bid, she
is identified. The later identification discour-
ages them from manipulating the price of the
successful bid.

3. Anonymous Bidding Protocol

This section proposes an anonymous bidding
protocol satisfying the seven conditions listed
in Section 2. As indicated in Section 1, we con-
struct the protocol by using an undeniable sig-
nature scheme that satisfies the anonymity of
signatures, which is called an anonymous unde-
niable signature scheme. Since such a scheme
has not been proposed, before constructing the
protocol, an undeniable signature scheme in
Chaum 8) is reviewed to discuss the anonymity

of signatures.
3.1 An Undeniable Signature Scheme

in Chaum 8)

Let p and q be sufficiently large primes such
that p = 2q + 1, let g be a generator of a
subgroup G, whose order is q, of Z∗

p , and let
H be a one-way hash function. The partici-
pants in the scheme agree on p, q, g, and H.
Then, the signing and verification key for a par-
ticipant are x chosen randomly from Zq and
y = gx mod p, respectively. Assume that the
verification key is published, and that the cor-
respondence between the verification key and
the owner is known to all participants. The
signature for a message m is z = hx mod p,
where h = H(m). When a singer convinces
a verifier that a signature z is a valid signa-
ture corresponding to the signer’s verification
key y and a message m, the signer communi-
cates with the verifier by a confirmation pro-
tocol where it is proved that the signer knows
x such that z = hx mod p and y = gx mod p
with zero-knowledge. When an alleged signer
convinces a verifier that a string z is not a valid
signature corresponding to the signer’s verifica-
tion key y and a message m, the signer com-
municates with the verifier by a disavowal pro-
tocol where it is proved that the signer knows
x such that z �= hx mod p and y = gx mod p
with zero-knowledge. A concrete description
of these zero-knowledge interactive protocols is
given in Chaum 8). These zero-knowledge in-
teractive protocols can be converted into non-
interactive ones by the same method as used
in Fiat, et al. 9). Thus, anyone with the non-
interactive proof can verify its validity. In
our anonymous bidding protocol, the signature
scheme with the non-interactive proof is used.
The communication costs of the confirmation
and disavowal protocols in Chaum 8) are as fol-
lows: In the confirmation protocol, the length
of sent messages is 6|p|, and the computation
requires about 10 exponentiations with modu-
lus p. In the disavowal protocol, the length of
sent messages is 8|p| in addition to the length
of the two bit commitments, and the compu-
tation requires about 20 exponentiations with
modulus p in addition to the computations of
two bit commitments. If the bit commitment
in Pedersen 10), which relies on the hardness of
computing discrete logarithms as well as the un-
deniable signature scheme, is used for the same
modulus, the length of the bit commitment is
|p|, and the computation requires two exponen-
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tiations. Note that, in the undeniable signa-
ture scheme, the slightly modified confirmation
protocol enables the signer to prove that two
signatures are made by him without revealing
his identity. This protocol is used in the situa-
tion where there are multiple bids at the lowest
price, which is discussed at the end of the fol-
lowing subsection.
Next, we discuss the anonymity of the unde-

niable signature under the existence of a ran-
dom hash function H(m) from any message
m into G, and the following decision Diffie-
Hellman (D-H) assumption 11):
Decision Diffie-Hellman assumption: Let
a and b be random elements from Zq, and let
v be a random element from G. Given a tu-
ple, (v1 = ga mod p, v2 = gb mod p, v), any
probabilistic polynomial time algorithm deter-
mines whether v ≡ gab (mod p) or not, that
is, whether or not the discrete logarithm of v to
the base v2 is equal to that of v1 to the base g,
with negligible probability. ✷

Then, the following theorem holds:
Theorem 1 Assume the existence of a ran-

dom hash function H and the decision D-H as-
sumption. Then, given a value hashed from a
message by H, an undeniable signature of the
value, and a verification key, it is infeasible to
determine whether or not the undeniable sig-
nature is made with the message and a signing
key corresponding to the verification key.
Proof: Assume that the theorem does not
hold. Let x1 and x2 be random elements from
Zq, and let m be a string of finite length.
Then, a probabilistic polynomial time algo-
rithm A exists which, given a tuple, (h =
H(m), z = hx1 mod p, y = gx2 mod p), deter-
mines whether or not the discrete logarithm of
z to the base h is equal to that of y to the base
g with non-negligible probability. Given a tu-
ple, (v1 = ga mod p, v2 = gb mod p, v), run A
whose inputs are v2 as h, v as z, and v1 as y.
Then, A determines whether or not the discrete
logarithm of v to the base v2 is equal to that of
v1 to the base g, with the probability, since the
probability distributions (h, z, y) and (v2, v, v1)
are the same. This contradicts the decision D-H
assumption, and thus this theorem holds. ✷

This theorem does not directly imply the
anonymity of signatures. For example, we have
not proved that multiple signatures do not dis-
close information about the signer. However, no
known attack can compromise the anonymity,
to the best of our knowledge. Furthermore,

in other anonymous signature schemes 12),13)

using the same assumption, such an attack
is also unknown, though the relation between
this undeniable signature scheme and the other
anonymous signature schemes is also unknown.
Therefore, this undeniable signature scheme is
used as the anonymous undeniable signature
scheme in the proposed anonymous bidding
protocol. Note that any anonymous undeniable
signature scheme can be used in the proposed
anonymous bidding protocol.
3.2 Protocol
The proposed protocol as well as that in Ima-

mura, el al. 5) is constructed on the assumption
that an anonymous broadcast network exists.
The broadcast network is a network where sent
messages cannot be modified and the messages
can be seen by anyone in the network. The
anonymous network is a network where nobody
except for a sender can identify the sender of
any message, and is proposed in Chaum 14).
This protocol has the following entities:

Manager: Agent of a particular bidding. He
broadcasts the public notice, checks the va-
lidity of bidders, discovers illegal bidders
and so on. He publishes his verification key
and keeps his signing key on a digital sig-
nature scheme.
Note that the manager is not required to
be a reliable center.

Users: Persons or organizations in a group,
called a participant group, whose members
are ready to participate in a bidding ses-
sion. User Ui publishes his verification key
and keeps his signing key on an anonymous
undeniable signature scheme.

The registration of users as members of the
group is not included in this protocol. Assume
that a verification key generated by each in-
dividual in the group is published, and that
the correspondence between the verification key
and the owner is known to everyone in the net-
work, as mentioned in Section 1.
The following operations are used in this pro-

tocol:
Anonymous undeniable signature:

USi(m) denotes the user Ui’s anonymous
undeniable signature for message m.

Digital signature: DSM (m) denotes the
manager’s secure digital signature for mes-
sage m.

Bit commitment: BC(m, r) denotes the bit
commitment for message m and secret key
r.
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Fig. 1 Proposed anonymous bidding protocol.

Concatenation: m1‖m2 denotes the con-
catenation of two messages m1 and m2.

This protocol consists of four stages: the bid-
ding stage, the revealing stage, the successful
bid stage, and the discovery stage. If the bid-
ders who do not obey the protocol in the re-
vealing stage or the successful bid stage are
not found, only the first three stages are exe-
cuted. Otherwise, the discovery stage is exe-
cuted, where the bidders are identified. Then
the successful bid stage is executed. The pro-
tocol is depicted in Fig. 1.
[Bidding stage]
In this stage, the manager broadcasts a public

notice and each bidder makes a bid.
( 1 ) Let M BID be a message that specifies

the contents and period of the bidding,
and let BID ID be an identifier of the
bidding session that is different from the
identifiers of other bidding sessions. The
manager publishes the concatenation of
M BID and BID ID with his digital
signature for it,

M BID‖BID ID

‖DSM (M BID‖BID ID).

( 2 ) A bidder Ui computes the bit commit-
ment BC(pricei, ri) for his bid price

pricei, using a secret random sequence
ri. He computes his undeniable signa-
ture for BID ID‖BC(pricei, ri). Dur-
ing the period of the bid, he publishes
the concatenation of the bit commitment
and the signature,

BC(pricei, ri)
‖USi(BID ID‖BC(pricei, ri)).

The undeniable signature scheme prevents re-
pudiation of a bid and pretense by other bid-
ders. The bit commitment scheme ensures the
validity and secrecy of the bidding price.
[Revealing stage]
After the bidding period, this stage is exe-

cuted. In this stage, each bidder reveals the
contents of his bit commitment and publishes
his bid price. Note that this can be done anony-
mously.
( 1 ) Let PERIOD COM be a message that

specifies the period in which the bid-
ders must reveal the contents of their bit
commitments. The manager publishes
PERIOD COM with his digital signa-
ture for PERIOD COM ,

PERIOD COM
‖DSM (PERIOD COM).

( 2 ) During the period, the bidder Ui pub-
lishes the concatenation of pricei, ri, and
his bid,

pricei‖ri‖BC(pricei, ri)
‖USi(BID ID‖BC(pricei, ri)).

This published value is called the re-
vealed bid.

( 3 ) For every bid offered in the bidding stage,
the manager checks whether the bid sat-
isfies the following condition: The bit
commitment in the bid can be opened
by using the sequence ri of some re-
vealed bid, including the same bid, and
the opened price is equal to pricei of that
revealed bid. If a bid does not satisfy
this condition, the discovery stage is ex-
ecuted to identify the bidder. Otherwise,
the successful bid stage is executed.
Since anyone in the network can check
the above condition, any illegal behavior
by the manager can be detected.

[Successful bid stage]
In this stage, all the bidders who have made

successful bids are identified. Here, we assume
that only one bid has the lowest bid price. At
the end of this subsection, the case in which
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multiple bids have the lowest bid price is con-
sidered.
( 1 ) The manager determines the lowest bid

price pricemin among all revealed bid
prices. Let PERIOD NAME be the
message that specifies the period in
which the bidder offering pricemin must
reveal his name. The manager pub-
lishes pricemin‖PERIOD NAME with
his digital signature for it,

pricemin‖PERIOD NAME

‖DSM (pricemin‖PERIOD NAME).

( 2 ) During the period, the bidder offering
pricemin publishes his identifier, UIDmin,
the non-interactive proof with the confir-
mation protocol for his undeniable signa-
ture in his bid, and the non-interactive
proofs with the disavowal protocols for
the undeniable signatures in the other
bids. The confirmation protocol ensures
that he cast the bid with pricemin, and
the disavowal protocols ensure that the
bid is his only one in the bidding session.

( 3 ) If the identifier with the valid non-
interactive proofs is not published, the
discovery stage is executed to identify
the bidder. Otherwise, the user with the
identifier becomes the successful bidder.
Since anyone in the network can verify
the proof, any illegal behavior by the
manager can be detected.

[Discovery stage]
This stage is executed if there are any bids,

called illegal bids, that satisfy one of the follow-
ing conditions:
(a) The bids are not revealed correctly in the

revealing stage, or
(b) the identifier with the valid non-inter-

active proofs is not published in the suc-
cessful bid stage.

In this stage, the parties who made the illegal
bids, called illegal bidders, are identified.
( 1 ) The manager requests every user in the

participant group to publish the non-
interactive proof with the disavowal pro-
tocol for the undeniable signature in ev-
ery illegal bid. If the signature in the ille-
gal bid is valid, the illegal bidder cannot
publish any valid non-interactive proof
with the disavowal protocol by using the
verification key corresponding to him,
though the other users can publish it.
Thus, the illegal bidder can be identi-

fied. If the signature in the illegal bid
is not valid, every user can publish the
valid non-interactive proof with the dis-
avowal protocol. Such an illegal bid is
ignored and removed.
If this stage is called from the revealing
stage, the successful bid stage follows. If
it is called from the successful bid stage,
the successful bid stage is re-executed af-
ter the removal of the illegal bid.

Remark 1: If the illegal bidder, called Alice,
and someone else, called Bob, disobey the dis-
covery stage, it is hard to determine which of-
fered the illegal bid. However, in this case, it
does not matter that some sanctions can be ap-
plied to Alice and Bob for their illegal actions.
This is because the other users obeying the bid-
ding protocol are not identified, and Alice and
Bob disobeyed the bidding protocol. ✷

Remark 2: If someone offers a bid with a
low price whose undeniable signature part is no
one’s signature, say a random sequence, the bid
may be chosen as the lowest bid in Step 1 of the
successful bid stage. But such a bid never be-
comes the successful bid, since its bidder cannot
prove that he made the bid. In this case, the
bid with the lowest price except for such bids is
chosen as the successful bid. ✷

The sanctions to be taken against illegal bid-
ders are beyond the scope of this protocol. As
stated in Section 1, the sanctions should dis-
courage bidders from making illegal bids.
We confirm that this protocol satisfies the

conditions in Section 2.
Validity of public notices: Because of the

anonymous broadcast network, the mes-
sages from the manager cannot be modified
and can be seen by anyone in the network.
Since all the messages are sent together
with the digital signatures of the manager,
the unforgeability of the digital signature
scheme prevents anyone from pretending to
be him.

Secrecy of bid prices: The bit commitment
scheme prevents the bid prices from being
disclosed before the deadline for bidding.

Impossibility of pretense: For a user Ui to
try to pretend to be a valid user Uj , Ui must
use a signature previously made by Uj , be-
cause of the unforgeability of the undeni-
able signature scheme. Since Uj ’s signa-
tures used in the past bidding session have
different bidding identifiers from the cur-
rent identifier BID ID, Ui cannot pretend
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to be Uj by using the signatures. In case of
the signatures used in the current bidding
session, since the signature is for the price
itself that Uj offers in the bidding session,
it is meaningless to use the signature.

Impossibility of multiple bids: In the suc-
cessful bid stage, the bidder who offers the
lowest price is made to prove that the bid
with the lowest price is his only one in one
bidding session. Thus, a bidder who bid
more than once in a bidding session cannot
become the successful bidder.

Validity of bid price: The anonymous
broadcast network prevents anyone from
modifying his committed price. And since
it is difficult to find m′ and r′ with m′ �= m
and BC(m, r) = BC(m′, r′) for m and r,
the sender cannot also modify his bid price
after the deadline for bidding.

Validity of successful bid: As stated in the
description of the bidding, revealing, and
successful bid stage, the price of the suc-
cessful bid is the lowest bid price offered by
any of the bidders who obeyed the protocol.
The bids offered by bidders who obeyed the
bidding stage protocol include valid unde-
niable signatures. Thus, if a bidder dis-
obeys the revealing stage or the successful
bid stage protocol, he is identified from his
signature in the discovery stage.

Anonymity: Because of the anonymous
broadcast network, the secrecy of the bit
commitment, the anonymity of the undeni-
able signatures, and the zero-knowledge of
the confirmation and disavowal protocols,
it is difficult to identify a bidder only from
a bid and public information for users.
Consider the case in which a CA is used
to determine the correspondence between
the verification key and the owner. Since
no one except for the signer can determine
whether or not the anonymous undeniable
signature was made with a signing key cor-
responding to a verification key, as shown
in Theorem 1, the CA cannot determine it,
either. Therefore, the above observations
regarding anonymity also hold in this case.

Here, we discuss the communication and
computation complexities of our protocol (with-
out any reliable center) and the existing
protocols (with centers) 1)∼4). In the existing
protocols, informally a bid consists of a commit-
ment to a bidding price and the bidder’s digi-
tal signature, and the centers reveal the bidding

prices to determine the successful bidder. Then,
when the undeniable signature in Chaum 8) is
used in our protocol, the computational com-
plexity of obtaining a bid and its length in our
protocol are comparable with those in the ex-
isting protocols, since the undeniable signature
is as efficient as normal digital signatures (e.g.,
the RSA signature and Schnorr signature). On
the other hand, in our protocol, when illegal
bidders are found, the communication and com-
putation costs of identifying the illegal bidders,
which depend on the number of members in the
participant group must be added, though this
is not so in existing protocols. However, by ap-
plying some sanctions against illegal bids, their
incidence can be minimized.
Finally, we will discuss a tie, that is, the case

in which multiple bids have the lowest bid price.
As selection methods for resolving the tie, a lot-
tery, re-bidding, and so on may be used. A pro-
tocol for accomplishing the selection method is
called a selection protocol, and the lottery pro-
tocol of Sako 15) and the bidding protocol pro-
posed in this paper can be used for a lottery
and re-bidding, respectively. When a selection
protocol is applied to the tie break, the applied
protocol, called the tie break protocol, should
not violate the conditions for the anonymous
bidding protocol in Section 2. Since the tie
break influences only the impossibility of pre-
tense, the validity of the successful bid, and
anonymity, only these conditions are discussed.
To satisfy them, in the tie break protocol, (a)
messages sent from the participants should be
anonymous and (b) the winner of the tie break
should be a tied bidder. In addition, (c) it
should be possible to link every participant in
the tie break to a tied bid. This is required
in order to determine whether or not each tied
bidder participates in the tie break protocol, so
that a tied bidder who does not participate in it
can be identified as an illegal bidder disobeying
the protocol. Hereafter, a tie break protocol is
constructed for the lottery protocol of Sako 15),
though similar methods can be applied to other
selection protocols, including the proposed bid-
ding protocol. In the construction, the proof
that two signatures are made by the same signer
is used without revealing his identity. In the un-
deniable signature scheme 8), the discrete loga-
rithms of signatures of the same signer to the
base message are all the same. Thus, if the
equality of the discrete logarithms is proved,
the equality of the signers of the signatures is
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proved. The equality of the discrete logarithms
can be proved by using slightly modified version
of the confirmation protocol, which is called the
linkage protocol. Then, the tie break protocol
for the lottery protocol is as follows: All mes-
sages from the participants are sent through the
anonymous broadcast network. The participant
signs the sent messages on the undeniable sig-
nature scheme, and proves that the signature
is made by a signer of an undeniable signature
in a tied bid. In the tie break protocol, only
messages attached by the undeniable signature
whose signer is the same as that of the unde-
niable signature in a tied bid are effective. If
a tied bid whose bidder does not participate
in the tie break protocol exists, the bidder is
identified as in the discovery stage. After the
anonymous winner has been selected by the lot-
tery protocol, the successful bid stage is exe-
cuted, where the winner is the bidder offering
the lowest price.

4. Conclusion

An anonymous bidding protocol using an un-
deniable signature scheme has been proposed,
which, like that of Imamura, et al. 5), does not
require any reliable center. Furthermore, the
validity of the successful bid, which is not sat-
isfied in that of Imamura, et al. 5), is satisfied.
In the proposed protocol, the manager has to
communicate with every user in the participant
group to identify illegal bidders only when their
existence is detected. In Nakanishi, el al. 16), a
linkable group signature scheme without any re-
liable center is proposed. If the linkable group
signature scheme is used instead of the unde-
niable signature, an anonymous bidding proto-
col can be constructed, where the participant
group can be partitioned into multiple groups,
and thus the manager has only to communicate
with every user in a smaller group to identify
illegal bidders. However, the bidding stage re-
quires the more communication costs, since the
verifying protocol of the group signature must
be executed, whose communication costs are
proportional to the group size. Thus, the pro-
tocol using the undeniable signature is more ef-
ficient than that using the linkable group signa-
ture from the viewpoint that the identification
of illegal bidders reduces their occurrence.
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