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Anonymous Communication with Elementary Cyclic Routes

SHIGEKI KITAZAWA," SATORU NAGANO,"? MASAKAZU SOSHIT
and ATSUKO MIYAJIt

In today’s computer networks, it is one of the utmost concerns to provide anonymity
for protecting users’ privacy. However previous anonymous communication protocols have
such disadvantages that additional cost like repeated encryption is required, or that receiver
anonymity is not realized. Therefore, we propose a new anonymous communication scheme
with cyclic routes. Cyclic routes have a good feature that there exist neither starting points
nor end points. This feature would be useful to realize anonymous communication where
identities of senders (starting points) and receivers (end points) must be made unknown.
Thus our scheme reduces the cost of key distribution, encryption, and decryption, maintain-
ing anonymity of both senders and receivers. In this paper, we formally define our protocol
and discuss its various aspects including anonymity. Especially, we show that our scheme can
generally provide higher degree of anonymity than Crowds system proposed recently.
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1 procedure ra_send(id(/), id(r), V);

2 begin /* process messages sent by [ */
3 send id(r) to PDC;

4 receive (id(r),id(rt(id(r))),

5 pk(rt(id(r)))) from PDC;

6 P := (n —2) routing agents randomly
7 chosen from RA—{rt(id(I)), rt(id(r))};
8 P := PU{rtGd(D)), rt(id(r))};

9 /* note that rt(id(I))=ra holds */
10 PATH := (O;

11 for i:=1 to n do

12 begin

13 a := a routing agent

14 randomly chosen from P;

15 P := P—{a};

16 PATH := (PATH, id(a));

17 end

18 CID := random();

19 rand := random();

20 E := E(pk(tGd(r))), G(dCrt(id(r)))|[|id (r)]]
21 CID||rand));

22 EDB := EDBU{E};

23 SCDB := SCDBU{(id(I), CID)};

24 dest := ID of the next routing agent
25 of rt(id(l)) in PATH;

26 send (PATH, F, V) to dest;

27 end;

28
29 procedure
30 ra_relay(PATH, E_or CID,V, sk);

31 /* procedure for relaying messages */
32 begin

33 if (3Gd(I), cid(m))eSCDB:

34 cid(m)=E_or_CID) then

35 begin

36 send V to [;

37 SCDB := SCDB—{(id(I), cid(m))};
38 end

39 else if (3(PATH, cid(m))eRCDB:

40 cid(m)=E_or_CID ) then

41 begin

42 RCDB := RCDB—{(PATH, cid(m))};
43 return;

44 end
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45 else if (3¢ €EDB: E=E_or_CID) then 000000000000000000000000
46 begin 00000 RCDBOOOOOOODOOOO 570580
47 EDB := EDB—{E};

18 roturn; 000M45000000000000000000
49 end 000000000000000000000000
2(1’ e‘ie ] 000000000000000000000000

egin

592 Gd(rtGid (), id(r), cid(m)) := 000000000000 000 EDBOOOOOO
53 D(sk, Eor.CID); /% decrypt */ 00000220000 0SCDBORCDBOEDB O
o ‘fgigitrf'd(”)):'d(m”the“ 000000000000000000000000
56 send (V, cid(m)) to id(r); 000000000000000000000000
57 RCDB := . 000000000000000000000000
- endRCDBU{(PATH’C'd(m))}‘ 00000000000000000

60 end procedure ra_receive 0 00 000000 0O0OO
61 dest:=IDofthenextroutingagent 000000000 ooDoo0ooooooooon
62 of ra in PATH;

o3 send (PATH, E.or.CID, V) to dests 000000000000000000000000
64  end; RCDBO CIpO0OO0O0OO0OOOOOOOOO

65
66 procedure ra.receive(V, cid(m));
67 /* procedure for replying */

68 begin

69 search RCDB for a pair of PATH
70 and cid(m’) where cid(m)=cid(m’);
71 dest := ID of the next routing agent
72 of ra in PATH;

73 send (PATH, cid(m), V) to dest;

74 end;

75
76 procedure

77 routing_agent (id(ra), sk, received_data) ;
78 begin /* sk is the secret key of ra */
79 if (received_data=(id(I),id(r), V))

80 then

81 ra_send(id(I),id(r), V);

82 else if (received_data=

83 (PATH, E_or_CID, V))then

84 ra_relay(PATH, E_or CID,V, sk);

85 else if (received_data=(V, cid(m)))

86 then

87 ra_reply(V, cid(m));

88 end;
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Table 1 Learnable information at each entity.
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Table 2 Parameters of Crowds and our scheme.

Crowds

oooo

crowd 0000 Njondo

000000000000000 Ngra

000000 jondo00 Cjondo

00oo0000oo0o0o0oo00oO00 Cra

I0 00000 (2—pg)/(1—py)

R;0 R.-00000 n/2

n—f—2
_ (n=f=1)! (n—x—2)!
C(n—=1)(n-1) ; (n—z—-2-f)
_ (-f-1)
(f+1Dn—-1)

good

goooobooooboobooooooiocboooon
goooobooooobooooooobooooon
goooooooooooooboooooobooooo
gooooooooooooobObOoooobooon
go0oDbO0o00D R,000 R.-ODODODDDOOR,
oooboooooooooooboo RyOoooobooo
goboooooooooooobooooooooon
goboooooboooooooooboooon R-O
gboooooobooooboooboboooooo
gooooooooboooooa

R, 01000000000000000O0CDOOD
gooboobooooboooooboooooobooooo
gboooboobooobooooooooooooooo
gooooooog voooD IDovipooooo
ooooOoooOo0ooooocOoOoocoOooOooo CIb
o0oooooooooovibDoooooooooo
oboooooboR.-000O0O0O0OCOOOOOOOOO
goboobobooooooooobocoooobooooon
goobooOoooooooooOo vooobooooo
gbooooobooboobooooooooboobooo
gooooooooobooooOooooooboobooon
0000000 F/cOo0DOo0O0OoOooooooo
gooooooooooooooboooboobobooooon
gobooooooooooooooo

5.2 00O0O0OO

goboobooboooobodo nO0OO0O0O00O0
ooooooooroo ROOoOOO vOOOOO
oooooobood nO00I - R;0100R, — R
0100PDCOOO0OO 200000 n+4000
gooboobOooooobooooooooooooo
0d0000000000 dn+400000000
oogd

goooobooboooooobooooobboboon
00000 IDrA0O00OOOOCODO AbitsOODOOODO

0000 1024bits00 0000000 1024bits0 O
0000000000000 DAR+1024+|V|bitsO O
O000o00o0ooo0o0000 A(n—1)41024bits
oood

gobooobobOooooooobooooooooobo
goooooooodobo n0OOO0O0OO0OOOOOOO
oo00ooo0o0oooooO000000 R/OR-00
000o0o0o0ooooooooc0oOooR,00 R,-OO
000000 n/20000000000000C0OO
gooooooooooooooobobooooboo
goooooooooboOoooDoooDb0ob0 nO
gobooogoaoo

6. CrowdsO0O0O0O

O0D00Crowds'’00000jondo0 00000
0000000 jondoDOODOOOOO0OOODOOO
0000000000000 00000000000
R;000000000000O0DO0

Crowds 00 0OOOcrowd D OOOODODOOO
00000000 jondo DODOOODOODOD
Pi(Njondo, Ciondo) 102000000000

P1(Njondos Cjondo)
_ Njondo = ps(Njondo — Cjondo — 1)
Njondo

ooooooto
00000000000000000000200
oooooo
0Doooo
Njondo = Nra = N, Cjondo = Cra =C
000000000000000000
Pi(N, C) — Px(N, C)
_NWN-C-1)—ps(N-C-1)(N —1)

NN -1
_ (N-C-1(N—ps(N 1))
= ]WN—Uf >0

goooooooooooooooooboooooao
000 CrowdsOOOOOOOODOOOOO

go0oooooooooobooon I, = n/2 O
Crowds OO0 0OOOOOO [IDD[IDDll:(Z—
pr)/(1—ps) 0000000



Vol. 41 No. 8 gooooooooooooooooo 2159

03 CrowdsOOOO
Table 3 Comparing the proposed scheme with Crowds.
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