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An Authentication System
that Can Verify an Anonymous Person’s Rights

NAOYUKI SATOt and HIDEAKI SUZUKI*

Our system enables an anonymous person to prove his rights and a verifier who provides ser-
vices or resources for his users to trace and catch illegal anonymous users. In many cases, the
purpose of authentication is not to identify a user, but to verify the user’s rights. Our system
is suitable for these situations. In our system, no privacy information is acquired by a verifier,
unless the user performs an illegal action. We define a model that includes a ‘Judge’ as a
special authority, and make and use special electronic certificates by using some cryptographic
techniques (e.g., a blind signature and probabilistic cryptosystem) in that model.
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