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An Authentication Mechanism for Remote Access Users
with an IDENT Proxy Server

ToORU NAKANISHI,f NARIYOSHI YAMALt KOTA ABE,ttt
HAYATO ISHIBASHI, Tt TOSHIO MATSUURATT and TAKUJI OKAMOTO!

IDENT protocol is one of the most popular user identification methods on application layer.
However, this protocol has not been used on remote access environment because an IDENT
server on user’s computer is not managed by the network manager and thus it is not trusted.
In this paper, we propose a user identification method available even on remote access envi-
ronment, by introducing an IDENT proxy which responds the user name authenticated on
dial-up connection. Then, we show the usefulness of the method by empirical results of a trial
system.
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Fig.1 Network structure on remote access environment.
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Fig.2 Network structure to authenticate users on remote
access environment.
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Fig.3 Process to authenticate users.
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Fig.4 Structure of trial system.
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From yamai@cc.okayama-u.ac.jp Fri Jan 22 22:09:01 1999

Received: from cc.okayama-u.ac.jp (kenya@[150.46.254.3])
by ruin.cc.okayama-u.ac.jp (8.8.8/8.8.8) with ESMTP id WAA02023
for <kenya@ruin.cc.okayama-u.ac.jp>; Fri[J22 Jan 1999 22:11:52 +0900 (JST)
(envelope-from yamai@cc.okayama-u.ac.jp)
05 sendmaildO0000OOO
Fig.5 Authentication example on sendmail.

Feb 6 18:24:07 ruin fingerd[1044]: refused connect from shima@150.46.254.3
Feb 6 18:24:22 ruin fingerd[1045]: connect from kenya@150.46.254.3
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Fig.6 Authentication example on tcpd.
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Table 1 Communication characteristic between remote

access computer and server computer.
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