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A Method of Protection against Email Sender Address Spoofing

without Modification of Internet Mail Clients

HaAvATO ISHIBASHI,t NARIYOSHI YAMAILt KOTA ABE,t
Karsumi OHNISHIt and TOSHIO MATSUURA'

The Internet is well recognized as a communication infrastructure these days. Email is one
of the most important applications running on the Internet. Despite of that, current Email
systems don’t have a method to identify a sender. It makes malicious users easily spoof their
Email addresses. In this paper, we propose a method to identify each user who sends an Email
message by introducing an authentication server. This method can be applied to dialup access
and access via LAN sockets with authentication. It can detect a sender address spoofing, and
when detected, flexible error processing can be applicable. Since the proposed method uses
the SMTP protocol without any modification, existing mail clients are still available as they
are. We have implemented the method and have been operating it for one year at our site.
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Fig.2 Overview of the proposed method.
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Fig.3 A sample configuration of the system.
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