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Privacy Protection against Infringement by
Combination of Personal Data

KENJI MOTOMURA,t SATOSHI HASHIMOTO," AKIRA INOUEt
and SHIGEO KANEDA'

This paper discusses data combination, which is a new type of privacy infringement in a
computer network. It is someone combines plural data in the network according to a key
attribute and gets complete profiles of a target person. It is one of the most effective means
of Database marketing in the present information society. But it has a risk of serious privacy
infringement at the same time. This paper tries to show positive policies to this problem.
Firstly, it surveys West European privacy protection law systems, which suppose data con-
solidation and discusses how to evaluate the possibility of privacy infringement. Thirdly this
article clarifies the functions of “Cookie” in the Internet, experimentally. Our experiment
shows we can easily exchange “user ID” between two companies in Japan. Because there are
no privacy protection law systems, which suppose a private sector, data combination and pri-
vacy infringement with “Cookie” are to be more serious in Japan. As a conclusion this article
suggests necessities of positive counterplans: construction of law and information systems
supporting personal data exchange and protection fitted to data consolidation.
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Fig.1 Privacy infringement by combination of personal
data.
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Fig.2 An Example of privacy infringement.
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Table 1 Search experiment using real name
(http://www.goo.ne.jp).
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Fig.3 Privacy data integration using time-stamp.
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Fig.4 Privacy data extraction using integration of multiple relations.
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