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MieLog: Log Information Browser
with Information Visualization and Text Mining

TETSUJI TAKADAY and HIDEKI KOIKEtt

It is necessary for system administrator to investigate some log information. The reason
is that log-files contain enormous information generated from an operating system and var-
ious programs and these information are useful to solve a variety of troubles on computer.
Moreover, an intrusion to the computer becomes serious problem more and more. A system
administrator, therefore, has to watch a log information periodically in order to find out the
intrusion marks. In this research, we developed log information browsing system, which is
called “MieLog”, in order to support such task. MielLog extracts some characteristics from
log information. An example of these characteristics is the number of log outputting in fixed

time or the length of log text.

MieLog, moreover, represents their characteristics visually

with textual information. As a result, MieLog makes it easier for system administrator to

investigate log information.
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Fig.1 A display image of MieLog.

3. jugooobooooboooooboo

ooooobooobooboooooooooooon
oo0oooooooOo0OO000 «cobo0”0000o0o
goboboooooob110000
goooboooboooooooboooboooooo
goooobooooooooooooobOoooon
gooooboooboooooboOooooobooobo
gooooooouooooboooooboooobo
goooboooooooboooooocOoobooobooDo
gooocoooocoboooooboooooobooon
g200000000000000
goooo3booooooooboboooooboooo
goobooobooboooboooooboooooooo
gboooboooooboooooobobooo1oo
gooboooooooooooboboboooooboo
gooooboooooboooooobooboooodaa
gbboooooooobooooooooooooboa
gobooobooooooobooocooooooooo
uooooocooooooooon
ubobooooooocoboboboooboooooo
ooo
3.1 OD000O000D0OO0OOOOOoOoonoD O
—O000o0o0oo0o0ooo
goboooooooobbooboooobooboboDoDOo

[
Various Log files

—  ————

1SEIER
FihALE

— Generalized
Log Information —

S —
| Feature Information|

Log Database | ==
e

)
Log files
‘ on
another computer

[

BIRBHEI
ULk

|
02 000000000
Fig.2 A process module overview about MieLog.
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Fig.3 General Log Format specification and translation

example.
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Fig.4 Feature extraction about time and tags.
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Fig.6 Visualization method of tags in log.
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Fig.7 Visualization method of time in logs.
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features.
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Fig.8 Visualization method of outlines about log messages.
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Table 1  An index of MieLog’s process time.
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