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Seamless Object Authentication:

A Security Mechanism for Mobile Codes on Distributed Object Systems

TADASHI KAJI,t SEIICHI SUSAKI,t KATSUYUKI UMEZAWA,*
KATSUHIKO KONDO,tt SATORU TEZUKA,! RYOICHI SASAKIf
and AKIRA KITOf#

Mobile codes, which are programs that automatically run when they are downloaded from
WWW server, has benefits for maintaining and upgrading the computer system, because
it doesn’t need to be installed in the user’s computers. Although both distributed object
systems and mobile codes have their own strong security functions. (ex. user authentica-
tion/authorization, communication protection, sandbox security, signed object and so on.)
When those mobile codes are used in the distributed object system, new security problems
arise. These security problems cannot be prevented by using security functions of distributed
computing systems and mobile codes independently. In this paper, we propose SOA (Seam-
less Object Authentication) approach to protect above security problem such that the wicked
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mobile code could access the computer system by using the user’s right.
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Fig.1 An example of a new security problem.
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Fig.2 SOA approach.
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Fig.3 Java based CORBA system.
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Fig.4 CORBA system with Interceptor.
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Fig.5 CORBA system with SOA mechanism.
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Table 1 Comparison between traditional CORBA system and CORBA system with SOA.
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