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An Architecture for Secure Encryption VLSI Processors Using
a Constant-characteristic Power Dissipation Concept

HIROYUKI MATSUBARA," TAKAHIRO WATANABEft
and TADAO NAKAMURA'

As the power dissipation of present encryption VLSI processors fluctuates in operation,
their processing contents and/or secret keys can easily be broken by power analysis methods.
However, using a characteristic power dissipation concept, we propose an architecture for se-
cure encryption processors whose power dissipation pattern is always constant-characteristic
in spite of the behavior of the arithmetic contents. Our approach using dual-rail dynamic
logic makes both the total power consumption and the number of switching times of a VLSI
processor constant whatever series of input values may be input. We design a data-path of
64 bits DES by using our approach, and measure the current values and power dissipations
using the HSPICE simulator in 0.6 um CMOS technology. Experimental results show that in
implementing the architecture based on the very difficult analysis of the power dissipation,
our approach is more excellent than using conventional single-rail CMOS technologies. As a
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result, our concept is suitable for the implementation of encryption VLSI processors.
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Fig.1 Power dissipation curves.
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Fig.3 Constant-characteristic power dissipation.
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Fig.4 Power dissipation model (NOT). (a) gate model,
(b) transistor model, (c) transition probability of
output Qr model.
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Table 1 An examples of dual-rail logic code.

Input value | Logical value State
(in, in)
“00” Valid “-” Inactive
“01” False “0” Active
“10” True “1” Active
“117 Valid “” _
CLOCK CLOCK
OuUT ouT
IN_1—
IN_T—
N 2— nMOS
N2— pass transistor
Wi network
_n—
IN_n—;

05 000 n-MOSOOOODOOOO
Fig.5 A structure of dual-rail n-MOS dynamic logic
circuit.
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Fig.6 Circuit structures of (a) AND, (b) NAND,
(c¢) NOR, (d) OR gates.
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Fig.7 Power dissipation model (dual-rail n-MOS). (a) tran-
sistor model, (b) transition probability of output
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Table 2 Transition and power dissipation of output nodes (NAND gate).

Logical Value Single rail CMOS (Static) Dual-rail n-MOS (Dynamic)
(Logical value) (Qr) Consumption Power (Qr, Q1) Consumption Power
Fales to Fales “0” to “0” 0 “01” to “00” to “01” CLDV2

Fales to True “0” to “17” 1CLcV? “01” to “00” to “10” CrLpV?

True to Fales | “1” to “0” 10LcV? “10” to “00” to “01” CLpV?

True to True “1” to “1” 0 “10” to “00” to “10” CrLpV?
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Table 3 Experimental results on consumption power (3.3 V, 200 MHz).
Function Power (mW) Variance
Min. Average | Max. (8%
64-bit Conventional 20.39 24.10 26.15 2.956
DES Proposed 29.74 29.83 30.00 0.008
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Fig.8 Basic unit of DES algorithm.
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