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Access Route Control Based on the Key/Lock Scheme

SOICHI SHIGETA,! KENTARO SHIMIZU't and M ASAHIRO SOWAT

Extensible system software is constructed as a set of many fine-grained objects that can be
linked and loaded dynamically. The services of such system software are often implemented
by the cooperation of multiple objects that are invoked from each other. Conventional access
control schemes are not flexible enough to protect such services. Therefore we developed
a new flexible, fine-grained access control sheme, called extended key/lock scheme. In the
extended key/lock scheme, subjects acquire keys from objects when the object invocation is
successful. These keys represent subjects’ history of object invocation. Users can specify a
lock that is opened with combination of multiple keys in object’s lock list. These extension
realize access route control, that is, only subjects that invoking particular set of cooperative
objects are permitted to access the object. In this paper, we describe the design of extended
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key/lock scheme, integration to an extensible operating system, and cost evaluation.
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Fig.1 Object invocation and key list management.
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