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An Analysis of Social Framework for Cryptography Technology

SHINJI YAMANE' and YUKO MURAYAMA't

The regulation of cryptography in 1990s had been formed under the “framework of key
escrow system,” such as the limitation of the key-length or the lawful access field. While the
1990s’ framework is not effective anymore, a new framework of regulation is evolving world-
wide. After 1999, the copyright act in Japan prohibits “the circumvention of a technological
copyright protection measure.” This act can make some work including the reverse engineer-
ing and cryptoanalysis illegal. The same problem has examined in the U.S. on the DeCSS
DVD decoder lawsuit in 2000. The outlawing of the circumvention of the copyright protection
technology is not limited only the cryptanalysis, and will effect to the further social problem.
The new role of computer professionals are required to deal with this new kind of risks. Fi-
nally this paper examines the computer professional’s activities for the comming alternative

framework as well.
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