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A Construction Method of SOCKS
Based Hierarchical Virtual Private Networks with Proxy Gateway

KiyOHIKO OKAYAMA,t NARIYOSHI YAMAILtt HAYATO ISHIBASHI,ft
Kota ABEftt and TOSHIO MATSUURATTt

VPN is one of important technologies on the Internet. With VPN, we can access to resources
in the organizational network via the Internet. As the VPN method applicable to hierarchi-
cal security domains, following methods are known: the extension of the SOCKS version 5
protocol, SOCKS5 which is the reference implementation of SOCKS version 5 protocol and
the method with proxy servers of SSL protocol. However, these VPN method has problems
of either efficiency or availability. In this paper, we propose a new VPN method that makes
it possible to establish more efficient VPN connections across hierarchical security domains
and uses existing VPN software as client. The effectiveness of our method is confirmed by the
experiment on the actual network using security gateways based on our method and evaluat-
ing the result of the experiment that our method gives more efficient communications across
hirarchical security domains.
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Fig.1 Concept of VPN.
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Fig.2 An example of hierarchical security domains.
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