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An Access Control Mechanism for Concurrent Accesses
by Multiple Users in Remote Display Environments

TosSHIAKI UEMUKAIL,t TAKAHIRO HARA,t MASAHIKO TSUKAMOTO,!
HirOAKI HAGINOTt and SHOJIRO NISHIOt

In this paper, we propose an access control mechanism for concurrent accesses to a remote
display by multiple users in remote display environments. In this mechanism, we use the
common ID, personal ID, and token for access control. The common ID is used to identify
an application in which users share a remote display, while the personal ID is used to identify
each user with the same common ID. The token is used to allow some users with both ID to
operate the remote display. Multiple users with both IDs can share a remote display for an
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application such as cooperative work and match game by exchanging tokens among them.
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Fig.1 Structure of the WWW browsing system.
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Fig.2 The access control mechanism: distribution of
both IDs.
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Fig.3 The access control mechanism: distribution of

token.
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<HTML><HEAD>
<TITLE>Template of applications</TITLE>
<!--<RD comID="[ [ ID"

maxperID="00 IDOOO"

token="0 000 000">-->
<!--<RDLIB>0 00O O OO 0O </RDLIB>-->
</HEAD><BODY>
<'\-- 000 HTMLOOO -->
</BODY></HTML>

04 0000O0O0O00D0HTMLOOOOODO
Fig.4 The template Web page for applications.
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&comID=0thello&perID=1&token=1

05 00000000 URLO
Fig.5 An example of a URL in an operational page.
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Fig.6 An application example: Othello.
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<HTML><HEAD><TITLE>Othello</TITLE>
<!--<RD comID="0Othello" maxperID="2"
token="1">-->
<!--<RDLIB>TokenRequest::
AddDocument (1,"It is your turn.")::
AddDocument (0,"Wait a minute!")::
IDValidPeriod(60) : :TokenValidPeriod(45)::
TokenMethod (match)</RDLIB>-->
</HEAD><BODY>
<FORM ACTION="http://othello.cgi">
Vertical: <SELECT NAME="vertical">

<OPTION VALUE="1">1 ..... </SELECT>
Horizontal: <SELECT NAME="horizontal">
<OPTION VALUE="1">1 ..... </SELECT>

<INPUT TYPE="hidden" NAME="color"
VALUE="white">
<INPUT TYPE="submit" VALUE="--0K--"></FORM>

</BODY></HTML>

o J
07 00000DO0O0OO0OOO0OODHTMLOOODOOO
Fig.7 A source code of the Othello application.
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08 O00O00OO0OOOOOOODOOOoODOOO
Fig.8 An operational page for a user with a token.
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Fig.9 An operational page for a user without a token.

ment” 000000000000000OCOCOOOO
go0oDo0oO0DDODODOODTIt is your turn.00 OO
Oo0oOooooooooUoooooooooooog

0000000 Your answer is wrong. 1O O OO OO

“IDValidPeriod” 000 O00D0O IDOODO IDO
go0O0o00O 30000 O “TokenValidPeriod” O OO
o000 oO0oO0oobOOoOooO 2s000googgo
go0ooo0oobooOOoOooD 2000000000
0000000 “TokenMethod” D OO OOOOOO
000000000000 o0ooooooooooo

gooooooobooboboooboobooboboo

0000 0 “question”d “answer” 0 “correct” 0 O O
0000000 “CompareVariable” 0000000
0000 “answer” OO0 O “correct” D OO OO O
gooobooooobboobooobouobbooboboono

000 Your answer is right! 00 000000000

“AutoUpdate” 0000000000 OOOOOOO

00000o00oooooOoooOoO0O0000 Web

goboooooooooo
goooobooooobooooobobobooobo

gooooooooooooooooooobooboo 549

<HTML><HEAD><TITLE>0thello</TITLE></HEAD>
<BODY>

It is your turn.

<FORM ACTION="http://RDserver.cgi'"><HR>
Vertical: <SELECT NAME="vertical">

<OPTION VALUE="1">1 ..... </SELECT>
Horizontal: <SELECT NAME="horizontal">
<OPTION VALUE="1">1 ..... </SELECT>

<INPUT TYPE="hidden" NAME="color"
VALUE="white">

<INPUT TYPE="submit" VALUE="--0K--">

<INPUT TYPE="hidden" NAME="comID"
VALUE="0Othello">

<INPUT TYPE="hidden" NAME="perID"
VALUE="1">

<INPUT TYPE="hidden" NAME="token"
VALUE="1"></FORM><HR>

<A HREF="http://RDserver.cgi?
comID=0thello&perID=1&token=1&
url=http://othello.cgi?exit=1>Exit</A>

</BODY></HTML>

010 0O0O00OO0OOQOOOOOOOOOOHTMLOOOOODOOO
Fig.10 A source code of the operational page for a user

with a token.

<HTML><HEAD><TITLE>Othello</TITLE></HEAD>

<BODY>

Wait a minute!<HR>

<A HREF="http://RDserver.cgi?
comID=0thello&perID=2&token=0&
url=http://othello.cgi">Request</A><HR>

<A HREF="http://RDserver.cgi?
comID=0thello&perID=2&token=0&
url=http://othello.cgi?exit=1>Exit</A>

</BODY></HTML>

- /

011 0000000000000 O00 HTMLOOOOOOD

Fig.11 A source code of the operational page for a user

without a token.
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Fig.12 An application example: Quiz.
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<HTML><HEAD><TITLE>Quiz</TITLE>

<!--<RD comID="Quiz" maxperID="10"
token="10">-->

<!--<RDLIB>TokenRequest::
AddDocument (1,"It is your turn.")::
AddDocument (0, "Your answer is wrong.")::
CompareVariable("answer", "correct",

"Your answer is right!")::

IDValidPeriod(30) ::TokenValidPeriod(25)::
TokenMethod (first)::
AutoUpdate("http://quiz.cgi?q=1","30")

</RDLIB>-->

</HEAD><BODY>

<FORM ACTION="http://quiz.cgi">

Q1 :Who is the next President of

the United States?<HR>

<INPUT TYPE="radio" NAME="answer"
VALUE="1">1 Bill Clinton<br>

<INPUT TYPE="hidden" NAME="question"
VALUE="1">

<INPUT TYPE="hidden" NAME="correct"
VALUE="2">

<INPUT TYPE="submit" VALUE="--0K--">

</FORM>

</BODY></HTML>

- J

013 000OO0OO00OoOooOooOoO HTMLOOOOOOO
Fig. 13 A source code of the Quiz application.
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OO You are the King! OO O OO OO OOOOOOO
0000000000D0D000000O You must obey
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ooooooog
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Fig.14 An application example: King game.
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<HTML><HEAD><TITLE>King</TITLE>
<!--<RD comID="King" maxperID="5"
token="1">-->
<!--<RDLIB>TokenRequest::
AddDocument (1,"You are the King!")::
AddDocument (0, "You must obey the King.")::
TokenMethod (random) </RDLIB>-->
</HEAD><BODY>
<FORM ACTION="http://king.cgi">
1 0 <INPUT TYPE="radio" NAME="sbj" value="1">
<SELECT NAME="select">
. <OPTION VALUE="2">100 0 00O O </SELECT>
<TEXTAREA COWS="30" NAME="area">
</TEXTAREA><BR> [ !
<INPUT TYPE="submit" VALUE="OUOOOO!t">
</FORM>

</BODY></HTML>

. /
015 00000D00000000O0 HTMLOOOOOOO
Fig.15 A source code of the King game application.
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