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A Verification System for Self-Stabilizing Distributed Systems

HiroTsucu KAKUGAWAT and SATOSHI YAMASHITATt

Self-stabilizing distributed systems are a class of distributed systems which converge to a
correct system state even if they start from arbitrary system states. Self-stabilizing systems
can recover from any finite number of transient faults (e.g., message loss, memory corrup-
tion). Therefore, they are considered as fault-tolerant distributed systems. When we design
a self-stabilizing system, its verification, such as convergence from an arbitrary initial sys-
tem state to a correct system state, is a difficult task; typically, its proof is long, complex
and error-prone. We developed a verification system, based on a model checker Spin, with
visualization feature as a tool of self-stabilizing system study. For an incorrect self-stabilizing
system, our system displays a counterexample which consists of an initial system state and
an execution sequence which does not converge to a correct system state. Our system uses
own description language of self-stabilizing distributed systems of arbitrary network topology
and size. In this paper, we report outline of our system.
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(Guard) — (Ezxpr)
(Ezpry — (not (Exzpr)) | (and (Ezpri) ...) | (or (Ezpri) ...) | (= (Ezpri) (Expra))
| (< (Bapri) (EBzpra)) | (<= (Bzpri) (Ezpr2)) | (> (Ezpr1) (Ezprz)) | (>= (Ezpr1) (Ezpra))
| (+ (Ezpri) ...) | (= (Bzpri) ..) | (* (Expri) ...) | (/ (Ezpr1) (Ezpra)) | (modulo (Ezpri) (Exzpra))
| (modulo-n-processes (Ezpr)) — 0000000000 (Ezpr)DOO
| (cond-expr (Ezpri) (Ezpra) (Ezprs)) — (Ezpr1)0 0000 (Ezpre)0 000000 (Ezprs)0
| (state-ref (var)) — 0000 (wer)DDOO
| (state-ref (var) (Ezpr) ) —OO000(Ezpr)D0000(ver)DOO0O
| (root) — 0000000000 |(me) —0O0000O000O00OO
| (right-process) | (left-process) — 0000000000000 0OO0OO0OO0OOOOOOOO
| (itself) — 000000000000 O00O0ODOfor-each-process, for-each-neighbor 00 D00 DO0OOODO
| (neighbor? (Ezpr)) — (Ezpr)000000000O0O00O0O0O00OO
| (the-neighbor)
—00000000000000000(Command)d 0 let-neighbor 0000000000 (Command)D 000
| (exists-process (Ezpr)) | (exists-neighbor (Ezpr))
—(Ezpr) 0000000000000 DDODOOOOODOO
| (for-each-process (Expr)) | (for-each-neighbor (Ezpr))
— 000000000000 (Epry 00D0O0OODOO
| (the-number-of-neighbors [ (Ezpr) | ) | (the-number-of-processes [ (Ezpr) ] )
—(Bzpr)0 000000000000 0OO0OO0OOO(EzprYD0D0OO0OO0O0OO0OOO0OOOOOOOODOO
| (neighbor-with-max-id (Ezpr)) | (neighbor-with-min-id (Ezpr))
—(Bzpry 0000000000000 O0ODOOODOOODOOOODDOODOOOOO
| (neighbor-with-max-value (Ezpr)) | (neighbor-with-min-value (Ezpr))
— 0000000000 (Ezpr)D0000O00D00O0ODOODOOODOOODOOO
| (max-value-among-neighbors (Ezpr)) | (min-value-among-neighbors (Ezpr))
— 0000000000 (EzpryDOODOOOODO
| (sum-for-each-neighbor (Ezpr)) | (product-for-each-neighbor (Ezpr))
— 00000000 (Expr) 00000000

01 (Guard) O (Ezpr) DOOO0O0O0DD
Fig.1 Syntax for (Guard) and (Ezpr).

(Command) —
(begin (Command:) (Commandz) ...) — (Command;) .. 00000000
| (state-set! (variable) (Ezpr)) — 0000 (variable) 000 (Expr) D000
| (Let-neighbor (Ezpr) (Commandi) (Commands) ...)
— (Ezpr)D 0000000000000 (the-neighbor) 0000 O(Command;) ...0000

02 (Command)DOOOOOOO
Fig.2 Syntax for (Command).
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ooooo:

9(a,b) = { b — a(modn)

z = g(label;_1, label;)

(a=b)

otherwise

y = g(label;, label;+1)
gooogo:
* [
(z =y) A (y =n) — label; = label; + 1(modn)
O (z < y) — label; = label; + 1(modn)

08 oooooooooooooooot®
Fig.3 A self-stabilizing leader election algorithm16>.
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1: (the-number-of-processes 7)

2: (process-id-base 0)

3: (network-topology bidirectional-ring)

4: (process-state (label 0 (- (the-number-of-processes) 1)))

5: (define-macro (g a b)

6: (cond-expr (= a b) (the-number-of-processes) (modulo-n-processes (- b a))))
7: (define-macro (x) (g (state-ref label (left-process)) (state-ref label)))
8: (define-macro (y) (g (state-ref label) (state-ref label (right-process))))
9:

10: (algorithm all

11: ((and (= (x) (y)) (= (y) (the-number-of-processes))) ;3 *%x Rule 1

12: -> (state-set! label (modulo-n-processes (+ (state-ref label) 1))))

13 (< (x) (M) ;3 **x Rule 2

14: -> (state-set! label (modulo-n-processes (+ (state-ref label) 1)))))

15:

16: (legitimate-state
17: (and (for-each-process (= (x) (y)))

18: (= 1 (the-number-of-processes (= (state-ref label) 0)))))
04 SprO000D0O0DODOCOOCOOODCOOON

Fig.4 A self-stabilizing leader election algorithmm) in Spr.
1:  (the-number-of-processes 7)
2: (process-id-base 1)
3: (network-topology bipartite 2)
4: (process-state (level O (the-number-of-processes)))
5:
6: (algorithm root
7 ((!= (state-ref level) 0)
8: -> (state-set! level 0)) )
9:
10: (algorithm other
11: ((and (!= (state-ref level (neighbor-with-min-value (state-ref level)))
12: (- (the-number-of-processes) 1))
13: (1= (state-ref level)
14: (+ 1 (state-ref level (neighbor-with-min-value (state-ref level))))))
15: -> (state-set! level
16: (+ 1 (state-ref level (neighbor-with-min-value (state-ref level)))))))
17:
18: (legitimate-state
19:  (and (= (state-ref level (root)) 0)
20: (for-each-non-root-process
21: (= (state-ref level)
22: (+ 1 (state-ref level (neighbor-with-min-value (state-ref level))))))))

05 SprO0000O0D0DO00OO0O2Y

Fig.5 A self-stabilizing coloring algorithm

24) ip Spr.
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var Visit : subset of I'g;
Verify (S) {
Visit := 0;
for each vy € I's
Traverse(, €);
/* S is verified */
}

Traverse(v, path) {
if (v appears in path)
abort;  /* infinite loop exists */
if (y € Visit)
return;
Visit := Visit U {v};
if (G()) {
it (L(7))
abort; /* legitimate but non-stable */
for each v reachable by single step from
Traverse(', path - v);

} else {
if (=L(v))
abort; /* stable but non-legitimate */

06 ODooooooo
Fig.6 A verification algorithm.
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int s_v1[n]; /¥00000+:00000 s */

int s_va[nl; /0000000000 swg */

proctype ss_alg_ 1() { /0000 1%*/
do = atomic { g} —cl;} /000000 */
i atomic { g1 — cl; }

od

}

proctype ss_algn() { /¥*0000 n*/
do :: atomic { g} — c}; }
i+ atomic { g — cB; }
od -
}

proctype monitor() { /* 0000 */
if  ©: GAL — assert(0);
i =G A =L — assert(0);
it else — skip;
fi
}
mit { /000 */
0000000000 sw;f] 000000000
00000000od o4.6; 00000000000
swjli] = o
do :: (swj[i] < B) — break;
i (s-0sli] < B) — s-vli]+-+;
od;

atomic { /000000000000 */

run ss_alg_1(); run ss_alg n();
run monitor();

07 000000 Promela00000D0
Fig.7 Outline of generated code in Promela.

goboooboobooooooobooboooooooboo
gooooooooad
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06000000000000000Spint?11):29
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Promela 0 0000000000000 OOO0O0O
O0D0Spr0000 Promela 0000000000
000000000000000000 Scheme O O
0000070000000 PromelaDOODO0OD0
000000 PromelaD000 0000000000
000000000000 000000 60000
O0O0000000000000Promela00000
0000000 00000000000

000 PC/AT 0000 OSOFreeBSD 3.20 CPUC
Pentium III 450MhzO0 OO OO01G 0000000
Spin00D000 333000 GCC 29520000
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Table 1 Time and memory consumed to verify the leader election algorithm

(POR: partial order reduction)

goooooo 1785

00 0000 POR: partial order reduction
16)

goooo (GAL)V(-GA-L)DOOO gooooooo

n POR OO POR OO

5 2.3 Mb 0.2 Sec 2.1Mb 0.2 Sec 3.4 Mb 1.0 Sec
6 1.7 Mb 0.1 Sec 1.8 Mb 0.1 Sec 2.0 Mb 0.5 Sec
7 261.7 Mb 168.7 Sec | 226.5 Mb 187.2 Sec | 592.2 Mb 1125.0 Sec
8 89.7 Mb 18.9 Sec 97.4 Mb 34.71 Sec 116.3 Mb 80.9 Sec
9 312.1 Mb 526.3 Sec | 401.0 Mb 756.3 Sec | 601.2 Mb 1280.4 Sec
10* 8.0 Mb 11417.4 Sec 8.5 Mb 17268.8 Sec 8.0 Mb  36079.0 Sec

02 nooooooooo?) nooooooono

0 0000 POR: partial order reduction(]

Table 2 Time and memory consumed to verify the coloring algorithm24). (POR:

partial order reduction)

00000 (GAL)V (-G A-L)000O GGG
n POR OO POR OO
5 3.7 Mb 0.6 Sec 3.3 Mb 0.7 Sec 6.7 Mb 3.0 Sec
6 35.3 Mb 15.2 Sec | 30.0 Mb 17.7 Sec | 79.5 Mb 65.4 Sec
7 0.7 Mb 1960.1 Sec 0.6 Mb 2026.0 Sec 0.7 Mb 6566.8 Sec
8" 3.9 Mb  43955.8 Sec 3.9 Mb  45754.6 Sec 3.9 Mb  150298.3 Sec
9* 4.7 Mb  81213.1 Sec 4.7 Mb  72232.6 Sec 1.6 Mb  341695.4 Sec

Fie..| Edit.. | Run..| Heip | SPIN DESIGH VERIFICATION Lne#:[17  Find: Commands Stepping Restart Speed Algorithm #nodes Font File Demo
c) 1 T I " ‘| - _ -
il e ntinue| 1 Step| 5 Steps| Tabke | Guide| Select| Spin| | Exit
T pesceas 1 [z ] | |1 10| ssteps| Tane [oukae] setect|spin|
& node? node1
proctype ss_aly 10 -
{ ] 3
end 53steps
do
0 T OF noge3d nodel
atomic { 3 1]
((s_label[1-1] == s_label[6-1]) &% (s_label[1-1] == s_label[2-1]}) ->
accept_1_1
s label[1-1] = ({{(s_label[1-1] + 1)36)+6)36);
a]n] : B noded node5
4 o—__ -3
[ 53  proc 7 (nonitor) line 175 "pan in" (state 5)  [printf(’stable but
illegitinate. \in')] <merge 11 now @&>
spin: Line 175 "pan_in', Error: assertion violated e
spin: text of Failed assertion: assert(0) s_label[3] = 3
#processes: § s_label[4] = O
53:  proc 7 (nonitor) line 175 "pan_in" (state 6) s_label[5] = 3
53;  proc & (ss_alg 6) Line 143 'pan_in® (stace ®» WS C
53;  proc § (ss_alg5) Line 118 'par_in’ (state 7) 53 step
53;  proc 4 (ss_alg4) Line 093 'par_in’ (state 7) _neighbor = 0
53;  proc 9 (ss_alg 3 Line 58 'par_in’ (state 7) s_lsbel[0] = O
53;  proc 2 (ss_alg 2) Line 43 'par_in’ (state 7) s_label[t] = 3
53 proc 1 (ss_alg 1) lime 18 "pan_in” (state 7) s Llahellz] = 0
53 proc 0 (:imit) line 205 "pan_in" (state 25) s label[3] = 3
8 processes created J s_label[4] = O
Exit-Status D s label[S] = 3
£
Single Step | Suspend Savein: | eader-6sim  Clear | Cancel
———— — — ] —— —— ]

08 DOOOoOooOOOO
Fig.8 An interactive verification environment.
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