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The Design and Implementation of SysGuard,
a Wrapper/Reference Monitor for System Calls

KOTARO EIRAKU,t? YASUSHI SHINJOt and K0OzO ITANOt

The authors have implemented a mechanism called SysGuard which improves the access
control facility of Unix at the system call level. SysGuard uses modules called guards that
work in a kernel like device drivers. Guards are called before or after the processing of system
calls, and provide additional access control. One of the main features of the SysGuard de-
sign is flexible setting of guard scope. The features of the SysGuard implementation are few
modifications against the kernel, and the support for developing portable guards. Moreover,
by using the guard development kit, the development and debugging of guards can be easily
performed in the user space, and the developed guard can be registered easily to the kernel.
SysGuard has been available in the Linux kernel 2.2 on an Intel x86 processor and a DEC
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Alpha processor.
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Fig.1 Invocation of guards at the entrance and exit of

system calls.
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Fig.2 Guard table.
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struct guardmod

struct guardmod *next;
int guardtype;
char *name;
struct guardbody *bodies; /* array */
int (*g_create) (struct guardhandle *gh,
char *argval, size_t arglen);
int (*g_destroy) (struct guardhandle *gh);
int (*g_ctl) (struct guardhandle *gh,
char *argval, size_t arglen);
int (xg_fork) (struct guardhandle *oldgh,
struct guardhandle *newgh,
struct task_struct *newtask);
int (*g_exit) (struct guardhandle *gh);
3
03 OboOoOoooooooooooon
Fig.3 The structure that defines a guard module.
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int
schook (....)
{
ret = GUARD_ALLOW;
no = getsyscallno (....);
ret = gchk (ret, no | GUARD_BEFORE, ....);
if (ret < 0)
return ret;
ret = ((sysfun_p) sys_call_table[no]) (....);
return gchk (ret, no | GUARD_AFTER, ....);

04 000O0DOOOOODOODOO
Fig.4 The system call hook function.

01 00000000000 0000ooooooooooo
Table 1 System calls that update the per process jump
table.

Category System call

Standard setuid(), seteuid(), setreuid(), setresuid(),
setgid(), setegid(), setregid(), setresgid(),
setgroups(), execve()

SysGuard | guardtbl_set(), setsecuritylevel()
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int
sys_setuid (uid_t uid)
{
if (uid == current->uid)
current->euid = uid;
else if (....)

else
return -EPERM; /* Permission denied */

update_jumptable (current); /* ADDED */
return O; /* Success */
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Fig.5 Calling the update procedure of a jump table from
a system call body (sys_setuid()).
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int
g_create (struct guardhandle *gh, char *argv,
size_t argl)
{
gh->work = makehash (argv, argl);
return O;

}

int
before_execve (struct guardhandle *gh,
char *filename, char *argv[], char *envp[])
{
p = searchhash (gh->work, filename);
if (p)
return GUARD_ALLOW;
return GUARD_DENY;
3
0 6 D00 GUARDEXEC 0OOOD
Fig.6 The main part of the guard GUARD_EXEC.
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int
main (int argc, char *argv[], char *envp[])
{
guardid_t id[2];
guard_execve_arg garg =
{ "/usr/sbin/in.ftpd", "/bin/1ls", 0 };
id[0] = guard_create (GUARDID_ANY,
GUARD_EXEC, GUARDATTR_AUTODESTROY,
&garg, sizeof (garg));
id[1] = guard_create (GUARDID_ANY,
GUARD_GUARD, GUARDATTR_AUTODESTROY,
NULL, 0);
guardtbl_set (GUARDTBL_PID, getpid (), id, 2);
execve ("/usr/sbin/in.ftpd", argv, envp);
perror ("in.ftpd");
return 1;

07 000 GUARDEXECUO OO ODOOOOOOOODO
Fig.7 Creation and activation of the guard GUARD_EXEC.
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Table 2 Kernel-level functions usable in user-space
for guard development.

Function
kmalloc(), kfree()
copy-from_user()

Description

Allocate and free memory
Copy from user-space to
kernel-space with checking
access rights

copy-to_user() Copy to user-space

03 0Joooooooooooooooooobonoo
Table 3 Usable functions in kernel-space for guard
development.

Function Group
stat() File
getsockname(), getpeername() Network
getuid(), getgid(), geteuid(), getegid(), | Process
getpid()
gettime() Timer
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Table 4 Results from system call micro-benchmark test

(minimum).

Guard type and Normal SysGuard kernel
system call kernel no Guard  with Guard
(1) getpid() 0.31 ps 0.31 pus 0.97 pus
(2) execve() 68.9 s 69.1 pus 72.0 us
(3) execve() 68.9 us 69.1 us 71.6 us

fork() 69.1 pus 69.6 us —
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Table 5 Results from compiling patch benchmark test.

Normal SysGuard kernel

with Guard
5342 ms (4+0.1%)
5312ms (4+0.1%)

5372ms (+0.1%)

no Guard
5338 ms (+0.0%)
5312ms (4+0.1%)
5365 ms (+0.0%)

kernel

Avg. | 5337 ms
Min. | 5309 ms
Max. | 5364 ms
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(1) guardid t guard create (guardid-t id,
int guardtype, int guardattr, char *argval,
size_t arglen)
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(2) 1int guard. destroy (guardid-t id)
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(3) int guard._ctl (guardid_t id,

char *argval, size_t arglen)
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(1) int guardtbl_set (int scope,

int number, guardid_t *list, int listlen)
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