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An Efficient Countermeasure to Side Channel Attacks
on ECC Using Randomized Projective Coordinates
—— A Theoretical Approach

KATSUYUKI OKEYA," KUNIHIKO MIYAZAKIt and KOUICHI SAKURAT!

In this paper, we propose a scalar multiplication method that does not incur a higher
computational cost for randomized projective coordinates of the Montgomery form of elliptic
curve. A randomized projective coordinates method is a countermeasure against side channel
attacks on an elliptic curve cryptosystem in which an attacker cannot predict the appearence
of a specific value because the coordinates have been randomized. However, because of this
randomization, we cannot assume a projective coordinate, namely the Z-coordinate, to be
1. Thus, the computational cost increases by multiplications of Z-coordinates, 10%. On the
other hand, the original scalar multiplication method on the Montgomery form is computable
quickly, because of the Z-coordinate to be 1. However, it is vulnerable to side channel attacks.
In the proposed method, for a point on the elliptic curve, we use its expression of coordinates
in two ways, that is, the point with/without a randomized expression. As it turned out,
the proposed method is immune to side channel attacks and computable quickly. Our re-
sults clarify the advantage of cryptographic usage of the Montgomery-form elliptic curves in
constrained environments such as mobile devices and smart cards.
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Table 1 Immunities to side channel attacks and computational costs.
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Table 2 Implementational results.
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