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Preventing Inference to an Attribute Set due to Functional Dependencies
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1. Introduction

This paper describes the concept of preventing
some users from accessing an attribute set while
an access to individual attributes of the set may be
permitted. It seems that this kind of access control
has not yet been provided in current relational
database systems[1] (such as SQL/DS, INGRES)
or studied in a Multilevel Relational Data Model
proposed by Denning[2]. Although an access to the
attribute set is protected, an inference to the
attribute set may possibly be done by using
knowledge of functional dependencies in the
database. To protect such an inference, any access
to other attribute sets needed to infer the
attribute set must also be prevented. This paper
applies the Chase Algorithm[3] to examine
whether preventing access to those attribute sets
is sufficient to protect inference to the prevented
attribute set.

2. Basic Concept and Definitions

Types of disclosure of information of the
protected attribute set are classified as follows:-

Let p be an attribute set to which an access
made by user G is protected while an access to
individual attributes is permitted; t, be the set of
tuples representing information of p; and ty be a
set of tuples inferred by user G.
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Case (a) is protected by the approach we are
proposing. Case (b), (c), and (d) will be discussed in
Section 5.

Let U = {A1,Aq, .. ,Ap} be an universal scheme.
We will denote a subset of U by .. X,Y,Z and will
use concatenation for forming such subsets (thus
AjA; stands for {Aj,A;j}). Let r be a relation for
scheme U.

Definition 1: Access Prohibited Attribute Set
(PHB) is an attribute set which an access to IIx(r)

where X D PHB is prohibited while an access to
IIy(r) where Y 2 PHB may be permitted. The
PHB defined for a user may be different from
those of other users corresponding to application
requirement,

Definition 2: FD-Compromise to PHB

Consider r, F, PHB, S where r: relation for
scheme U, F: a set of functional dependencies in U,
PHB: an access prohibited attribute set for user G,
S: set of attribute sets that user G can access.
There exists FD-Compromise to PHB with respect
to S if there exists IIpuB(IIR,(r) * IIR,(r) * - *
IIR,(r)) = IIpyB(r) with respect to F where Ry U
Ro U .. URx DPHB; R; € S(i=1, .. ,k); and *
represents a natural join operator.

3. An Approach to prevent FD-Compromise to
PHB

Refering to FD-Compromise to PHB, lets
represent {R1,Ro, .. ,Rx} with ®@. In general, there
may exist a set of @1,Pg, .. ,On with respect to U.
Let @1 = {R1® Ra®, .., RV}, @2 = {R1®?,
RZ(Z), .y RkZ(Z)}, . q)m = {Rl(m), Rz(m), . ka(m)}.

Example (1) Consider U = ABCD; F = {A -»B,B
— C, D - B}; PHB = BC. Sets of attribute sets can
be used to obtain IIpyg(r) are as follows:- {AB, AC},
{DB, DC}, {AD, AC, DB}, {AD, AB, DC}, {ABD, AC}, {ABD,
DC}, {ACD, AB}, {ACD, DB}.

For every ®; where (i=1, .. ,m), we need to
prevent user G from accessing at least a member
of ®@; such that IIpgp(r) cannot be obtained by
pyp(IIR, “(r) * IIR,V(r) * .. * IR, ¥(r)). That is,
for each ®; (wherei= 1, .. m), we will protect user
G from acessing an attribute set R (where j =
1, .. ,ki) as well as PHB. Let IHB = {IH;,
IHg, .. JHp} be a set of attribute sets such that:

(3 IH € IHB) (V ®;) (3 R;? € @;) s.t. THx C R,

and (3 IHx € THB) s.t. IHx C PHB, .

and Vk(1,2,..,p) 731(1,2,..,p) s.t. IHy D IHj;
‘wherei=1,2,..,m; j= 1,2, .. ,k;

If all attribute sets in THB are protected from
being accessed by user G, there is no way for him
to obtain IIpygp(r). Let us call ITHB an_FD-
Compromise Inhibitor for PHB. In general, there
may exist several IHBs for a PHB.

Example (2) According to example (1), a set of
possible IHBs for PHB = BC are as follows:-
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IHB; = { AB, DB, BC}, IHB, = {AB, DC, BC}, IHB; = {AC,
DB, BC}, IHB, = {AC, DC, BC}, IHBs = {AB, DB, DC, BC},
IHBg = {AC, DC, DB, BC}, IHB; = {AB, AC, DB, DC, BC}

For simplicity, we will consider those IHBs in
reduced form.

Definition 3: IHB = {IH;,IHj, .. ,JHp} is in
reduced form if there exists no ITHB' = {IH'y,
IH'y, .. ,JH'¢} such that .

p=qand Vjl,2,.,9)3i,2,. ,p) IH; DIH;

According example (2), IHB;, IHBg, IHB;, and
IHB4 are in reduced form.

Since the algorithm for finding a set of possible
IHBs takes very much time to compute a set of
possible THBs, we proposed another algorithm
that is used to examine whether given attribute
sets is an FD-Compromise Inhibitor for a PHB.
Futhermore, if the given attribute sets is an FD-
Compromise Inhibitor but not in reduced form,
the reduced form of the given attribute sets will be
returned.

4. Algorithm for Checking FD-Compromise
Inhibitor for PHB

Input: U = {A1,A9, .. ,Apn}, a set of functional
dependencies F, PHB, IHB = {IH;,IHy, .. IHp}.

Output: A decision whether IHB is a FD-
Compromise Inhibitor for PHB. If IHB is a FD-
Compromise Inhibitor for PHB, RDF__IHB which
is a reduced form for THB will be returned.

Method:

(1) Find ATTRS = {X | X € 2V - U, w
SS(IH;)} where SS(IH) = {X | X C U, X D IH1
where I1H; € IHB}

(2) Find LARGE__ATTRS = {X | X € ATTRS,
—3Y € ATTRS s.t. Y DX}.

(83) Refering to the Chase Algorithm for
Inference of Dependencies, construct a table with
each column corresponding to each attribute of U
and each row corresponding to each member of
LARGE__ATTRS. We perform operations in the
same way as the Chase Algorithm. After
finishing the process, if we discover that some row
contains a;a;j .. am each of which corresponds to
each attribute in PHB, then IHB is not an FD-
Compromise Inhibitor for PHB and the algorithm
terminates here. If not, IHB is an FD-Compromise
Inhibitor for PHB.

(4) From this step, RDF__IHB which is a
reduced form for THB will be computed. At first,
find SS_IHB = {X | X € U,, . p SS(IHy, X C
PHB}. Assign RD__THB = .

(5) Find SS__TH € SS_ THB where =3 SS__IH'
€ SS_IHB s.t. SS_IH O SS_IH'. Set
LARGE__ATTRS' = LARGE__ ATTRS U SS_ TH.
Perform operations in the same way as step (3) but

using LARGE__ATTRS' instead of
LARGE__ATTRS. After finishing the process, if
we discover that some row contains aia; .. am each
of which corresponds to each attribute in PHB,
then do step (). If not, do step (ii).
(i()SS_IHB =S8S_IHB-{X|Xc U, XD
- 8S__IH}, and proceed to step (6).

(ii)RD__IHB = RD__IHB U SS__IH, SS_ IHB

= SS_ITHB -SS__IH.

(6) If there exists a member in SS__THB then
repeatly do step (5). If not, find SS_IHB = U,
@, SS(IH} - RD__THB, and RDF__IHB = {X | X
GSS IHB, ~3Y € SS_IHB s.t. X DY}

5. Protection of Other Types of Information
Disclosure

Refering to Section (2), case (b) is permitted
only if t;, is obtained by joining relations Rj, Ry, ..,
Ry where there does not exist JD*(R1, Rg, .. , Rk)
satisfied by p over the union of set Ry, Ro, .., Rk.
Since ty is much greater than ty, it is very difficult
for user G to distinguish which tuples associated
with tp. Case (c) must be protected since all tuples
which user G can access are associated with tp.
Case (d) may be permitted since it is difficult for
user G to identify which tuples associted with t,.

6. Conclusion

To prevent users from obtaining information
about an attribute set, we must consider inference
to the attribute set due to functional dependencies
in the database. An approach to prevent such
inference is proposed. To apply this approach to a
set of relation schemes instead of universal
scheme, we must consider interaction problems
between joining the relation schemes together and
inference of the protected attribute set.
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