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Implementation and Evaluation of Remote Patrol System
for Web Server
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TOSHIHIRO OHIGASHI, "t TAKASHI MIYAKE,tt YOSHIAKI SHIRAISHI'.C
and MASAKATU MORIIt

As the malicious attacks to the Web servers are getting to be one of the serious problems
in the electronic society, researches on detection techniques against malicious intrusions and
unauthorized content manipulations are highly required. However, the current research ac-
tivities on detection system against Web content manipulation have basically realized within
the target Web site, therefore, attacks of the detection system itself as well as DNS spoof-
ing and DDoS attacks have not been properly resolved. In this paper, we newly propose a
detection system, called remote patrol system, targeted on Web content manipulation from
the outside of the Web site in order to correctly detect any manipulation attacks solving the
above existing problems. We have also designed and implemented the proposed system, and
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have successfully evaluated its feasibility in view of performance and functionality.

1. 04000

obooooooooOooooooobooooonn
WebOOOOODOOOOOOOOOOOODOOO
O0O0ooooooowebOOODOOOOOODDOO
gbooooooooooooooooboboooo
goooooooooboboooooboooooboooo
00D0O0Y000000000000000000
00000000?000000000000000

t0000 KDDIOOD
KDDI R&D Laboratories Inc.
f10000000O0O0o0oooo
The University of Tokushima
Y ooooOoOoO0OO0oO00O0O0000
Presently with Kinki University

2542

0000000000 00000000000000
0000000000000000000000%00
0000000000000000O0D0000000
000000000000000%00000000
000000000000000000000000
oo®»® 00D00000000000000000
oDoo

00000000000 000000000000
000000000000000000000000
00000000000 DNSOOOOoODoO9219g
OO0 WebOOODOODOOOOOOOOOOOOODO
000O0000O0DDeSO0O00O00000O0D0000
000000000000000000000000
000000000000000000000000
000000000000000000000000



Vol. 43 No. 8

good

O000000000OWebOOOOOOODOODO
gooooboooooooooooboooooooon
goboobooooobooooobooooooboooobooon
gboboooooooboooobooooooooboo
goooosSooooooooooooooooog
goooooooobooboboooooobooobo
goooooooooobooooboooboboboooo
good

goooooooboooobooooooooooao
gooooboooooooooocooobobobono
00o0000000000000 WebOOOOOO
000000000 WebOOOOOOOOOOOO
gooobooooooobooooooobooboobo
OWebOOOOOOOOOODOOODOOOOOOO
goooooboooooooooooobobooo
obooobooboooooooboobooooDo
goboooooooooboooooooboooooo
goboboobobooooboooooooon

OO0 2000000WebOOooooooooO
gooboodooooooboooooboooboooon
gbobooosobooobooooboboooboooobooo
gbooooo40000000C0COO0OO0O0OOOOO
goboobooooooosbooooooboboboon
gboboooooooooobobooboenOOOOOOO
gooooobooooooooobooobooo

2. J000O00obobOOoooooon

2.1 WebOOOODOOOOODO

2.1.1 DNSOOOOOO
DNSOOOOOOOOOOOO DNSOODOO Do-
main Name O IPO00000000O0C0O0O0O0ODO
gbooooboooooooboooooooooooo
oO00oooooooOooOooOOWebOOOOOOO
oooboooooooooooooooooooooon
2.1.2 DDoSODO
DbhoSOOOOOOODODOOOOOODOODODOODO
goboobooooooooooooooobooan
gbobobooooooooboooobooboooooag
obodoooooooooobooooooboooo
213 0000

000 WebOOOOOOOOOO HTMLOODO
ooboooboooooooooooooooboboo
oooeO00000O0C0O0O0O0C0DOOOOOO100
gooboooooooobooooobbO0oO00 HTML
goooooooooooooboboobooobooDo

WebOOOOOOOOOOOOOOOOOOOOO 2543

)

—f8 +@ =+@ At+m TM@ =TM
oA 60 sd0 Loz w0 3900 Hml
5.232R S0 om0 L1360 2800 5200 gﬂml
hYas 00 900 L0 3500 6500 12000 I
|

v 200 1800 5400 7000 3000 24,000

F4° BLIAM N W
f fies)

= & L ffit
<html>
<head>
shE| GitleF L TLRMI It

<mela hilp-equivi"Content-Type” content=”text/hinl; charset=Shif
ki
</head>

body bzcolor="8FFFFEF” text="£000000"
BREFEER <p><ing srcz"sozaifpricel _rl_cl.gif” width="551" height="72">
|3 21EE|| <ime sro="sozai/pricel kaki.zif” width="551" height="38">
Cimg sres"sozaifpricel _re-france.sif” width="551" height="36">
Ol <ing src="sozaifpricel _apple.gif” width="551" height="38">
G| <ine src="sozai/pricel peach.zif” width="551" height="47"></p>

o
SBTF| T (SCRIPT SRC=". . /comnon/ Input--check. js"></SCRIPT>
<SCRIPT Language="JavaScript™>
AR TEREE 7 H 1=

01 WebOODOODOODO
Fig.1 Example of Web page.

000000000000000000000000
000000000000000000000000
oooooo
2.2 000000O000O0O0O0O0O000O0O
2.2.1 00000000
0000000000000000D000000O
000000000000000000000000
000000000000000000000000
00000000000000WebhOOOO0OOOO
000000000000000000000000
0000000000000 WebOOODOOOODO
000000000000000000000000
2.2.2 00000000
00000000000000000000000
0o'Yooo0oo0ooo0ooooooooo®%900
000000000000000000000000
000000000000000000000000
00D00000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
000000000000000000000000
0000000000000000000000 7)0
8)J0IWebODODODDDOODOOODOOODOODO
O000000000000O0OWebODODOOOOO
0000000000 WebODODODODOODOODOOO
000000000000000000000000
00000000000000000000



2544

23 0OO00OO0OO0O0OOOOOOOO0OO0
oooooboooooobooboobooooo

goobooooooooboooooooooooon

goooooooooooo

000010 000000000 DNSOOOOooo
O0000OoOoOOoO0OODDboesOOODOOOO
gooooobooooboooooooboooo
goboooooooad

obod 20 coooooooooooooboooo
gboodooooooooooooobooon

ubod 30 obbooboooboooooobooooo
goooboobooooo

000040 OOOO0 OSOOOOOOOCODOOOO
gooooooo

oob0oo st obobooooooooooooboooo
ooooooobooooboooooDboon

gboo0ded ODODOOODOOOOODODOOOOOD
goooobooooooooobooooooooo
oood

3. DOoOooooOono

3.1 ODOOO0OOd

000000000 WebOODOODOODOOOODO
obooo1l1oo0000s000b0o0oooocoooao
000000000 webOOODODOOOOOOOO
OO0 WebOODOOOOOOOOOOODODODO
oobD0o 20

oobobdobooboooooboooobooooono
gooooboodoooooooboooooboooooan
O0o0o0o0o0o0oooooOoooooooObDNSOOO
0000000 IPO0O00OOOOO0OOOOODNS
ocoooooooooooobooooooooooIp
ooooooOoOooooooooOD IPOODCOOO
000 WebOOOOOOODOOOOOOODOOOD
DNSOOOOOOOO0OooOooooooooooo
0000 O0ooooOoooooOoDbesOOOOOOd
gooooooooo WebOOOOOOOOOOO
goooobooooboboooooooooooon
goooooobooobodooboooooboobooda
gboooodoobOooodoooooboooooooo
oboooobooboboobocil10obooboooDo
00000000 00000000 WebOODOO
Oo00oOO0ooO0oOOoOoDoOooOOboDOOODDboesOO
gbobooooooooooooooooboooboo
g0oooooooooooooDO0 WebOOODO
ooooooooooooooooooobooon

goooooooo

Aug. 2002
WR/DDOS 175 WIH
) L~ Web #—s5- UE—}
_— ; B RT L
Web #—/% 314G 4
° yl—_ﬁwx. . AR
o =]

Web ~—2 tt&

A

75— MERA—L BN
75— hEfma—L

Weby —/NE®2

02 000O0oOooooo
Fig.2 Outline of remote patrol.
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Fig.3 Simple detection and perfect detection.
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Fig.8 Parallelization of patrol threads.
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Table 1 Number of target files and site size.
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