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Digital Watermarking of Vector Digital Maps

Hiro UEDA," RYUTAROU OHBUCHI' and SHU ENDOft

Widespread use of geographical information systems prompted the investigations into pro-
tecting intellectual properties of digital maps. This paper proposes a digital watermarking
algorithm that aims to protect intellectual properties of vector digital maps. A vector digital
map represents geographical objects, such as buildings, contour lines, and streets using such
(two-dimensional) geometrical primitives as vertices, poly-lines, and polygons. Our algorithm
embeds a watermark bit by minutely displacing an average coordinate value of a group of
vertices in a rectangular area. The rectangle is created by subdividing the map into rect-
angular sub-areas based on the density of geometrical primitives. Watermarks produced by
this method are resilient, although not totally immune, against additive random noise, topol-
ogy alterations due to addition and removal of vertices, translation and rotation of vertices,
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cropping, and other attacks.
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Area subdivision methods and the numbers of usable sub-areas.
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Fig.2 Comparison of the original and the watermarked

maps.
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Table 1  Area subdivision methods and their data

capacities measured in bits.
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Fig.3 Maps used for the experiments.
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Table 2 Attack resistance of the watermark using three ooo0oboo0o0obo00o0obo0oO0bO0o0b0O0OboO0o0O0
subdivision methods. The repetition rate was Table 3 Attack resistance of the watermark using three
fixed at ¢ = 3 and the maximum message length subdivision methods. The embedded message
possible was chosen given the data capacity deter- size is fixed at 128 bits, and the repetition rates
mined by the map and area subdivision method is the maximum possible determined by the map
combination. and area subdivision method used.
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Fig.4 Quality degradation of the map due to the random
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coordinate. Some of the building outlines are no-
ticeably distorted.
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attacks.
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Fig.5 Eight cropping patterns applied to the map in the experiment.
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