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Virus Extermination Method Using Vaccine with Chase Ability

NaosHI NAKAYA,* YUuJi Koult and MASAYUKI SUZUKIt

By the recent increase of computer viruses, anti-virus measures for the safety control of
network occupy the important position. However, general anti-virus measures depend on the
countermeasure by individual user, so it is difficult for the manager of network to manage.
Then, in this paper, we propose the novel virus extermination method that anti-virus measures
are controlled by the manager level becomes possible, and the computer simulation shows the
effectiveness of the proposed method. In this method, the vaccine can exterminate the virus,
and chase the virus because it has the infection ability equal to the virus. Therefore, it is
possible to exterminate all viruses, if the manager prepares some computers that check and
exterminate the virus.
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goboooooooso0bOOO0Ob00O0OnooO
goobooooooobooooobooboboooo
gobooobobooobooooboobooooooooon
goboooobooooboobooooooooooboon
goooodooooboobooOo 1o000o0oboobo
gooooooocoooooooboooooooo
gboooooooooobooboooboboOobooo
gbooooooooobooboooooooooooo
gbooooboooooooooooocoooobooo
obboobooooobooboooocoobooooooo
goooooboooO0ooooooboobooonooonDo
goboooooooObboooooooooooon
goboobooooooobooobooooodgoan
gboobooboobooooooooboboobooo
gboboobooouoooboooooboooooooboobo
gbooooooooooooOoboOooooobobooo
goboooooobobooooooobooooooo

obobooooooooobooooooboooooon

6.3 O O
6210000000000000000O0O00OO0O
oooooo0oboobo0bO0obo0ooobOoooooo
00 1%00000000000000000000
gooboooooooooooboooooooboooo
gobobooodoooooooodoboobooooaon
ooboboouoobooooboboobooooo
gobooooobobooboboboooboooboo
gboboooooooboobocoboooooooboooo
gboboooooooooboooboooooooon
gooooboooboooboooooobooooooo
gooobobooooobobooooooobooooboon
goobooooooooooooboboooboo

Aug. 2002

uobooo 62200 6230000000000
gooobooboooboobooboobooooooooon
gboooobooocoobooooooooooooon
gooboooobooboboooocoooooooboo
oobooooooooobooooobooboooogon
goboooooobooobOoOoobooobooDboDo
goooooboooooboobooobooboboboooo
gobobooooooooooooooooooooo
goooobooooooooooooooooooa
gooooooooooooooboogooooooa
goooooooooboooooboooooooooo
gbooooooooobooboobooooooooo
goooboooooooobooooboooooboooDo
goooooooboobooooboooobooooo
goooboooooooboobooocoooooooboo
obooooooooooo

oooooobooobooboobOo0oobobo
gooooboooooobooooooboobooooo
gobooooooooooboooooooooonog
gooooooooboooooooooobooobon
goobooooooooobooooooooboooo
goobooooobooooboobooobooobooon
oooooobooooooooooooobooooon
goooooooooboooboooooobooooon
gobooboooooooooooooooooooo
gboooooobooooboboooooooooDoo
goooooooooboobooboo

7. 0 0O O

uooooooobooooboooooobooooon
gooooobtoobooboooooooooooooon
gbooooboooooobooooboooobooooooon
gbobooobooooboooooobooboobooooo
goboooooooooboooobooobooooooon
gboobooooobooooooooobobooooooo
goobooooooooobboobooobooo
ooo0obooOooooooooooooooooono
goooboooboodooooooboooooooon
gooboooboooooodooooooobooogn
goobooboouooooooooooboooooo
gobooooooocoooooobooobooooon
gboooboooouooboobooobooobooooao
gobooooooobooooooboooooooo
gooooooooooooooboooooobooboooo
ooo

goooobooobooooboooooooooon



Vol. 43 No. 8

gbooboooooooooooooboooooDo
(1) DOoOoOoOoUUOOODOOOOOOoOUOoOOO
gooooo
(2) ODOODOOOOUOOOOOUOOODOOOODO
obooooooooon
gooobooooooooooobooboboo
goboooooooobOo0obooooooooDboo
gooobobdoooooooooooOooOooooo
goboooooooobooooboooooooooon
gboooobooooobooooooobbobooa
ooo

g o0 0 0O

1) Jones, S.K. and White, Jr. C.E.: The IPM
model of computer virus management, Com-
puter & Security, Vol.9, pp.411-418 (1990).

2) Kephart, J.O. and White, S.R.: Directed-
graph epidemiological models of computer
viruses, Proc. 1991 IEEE Computer Society
Symposium on Research in Security and Pri-
vacy, pp-343-359 (1991).

3) 00 0OO0O0OO0OO0O0OODOOUOoOoUoOOoOOoO
00000000 oooooooooooog
O000O0O0O0OO0O0O0OD00000OdVol.37, Nod4,
pp.579-587 (1996).

4) 00 O0OO0O0OO0OO0O0O0UOOODOOUOODOUOOOO
000000 oooooooooooooooon
o0o00o0o0o0oooO0OoOooooooooooo
00000 Vol.39, No.3, pp.818-824 (1998).

5) 00 0O0000O0O0O0OO0OOUOOOOOOOO
00000000 ooooooooooooog
OO0O0o0oooogdo D-10 Vol.J84-D-1, No.5,
pp.474-482 (2001).

6) Kephart, J.O.: A biologically inspired immune
system for computers, Proc. 14th Int. Conf. on
Artificial Intelligence, pp.20-25 (1995).

7) Forrest, S., D’haeseller, P. and Helman, P.: An
immunological approach to change detection:
Algorithms, analysis and implications, Proc.
IEEE Symposium on Research in Security and
Privacy (1996).

8) Okamoto, T. and Ishida, Y.: A Distributed
Approach against Computer Viruses Inspired
by the Immune System, IEICE Trans. Comm.,
Vol.E83-B, No.5, pp.908-915 (2000).

9) Schultz, M.G., Eskin, E. and Stolfo, S.J.: Ma-
licious Email Filter — A UNIX Mail Filter
that Detects Malicious Windows Executables,
Proc. USENIX Annual Technical Conference —

goooooooooboooooooooooooo 2477

FREENIX Track (2001).

10) Schultz, M.G., Eskin, E., Zadok, E. and Stolfo,
S.J.: Data Mining Methods for Detection of
New Malicious Executables, Proc. IEEE Sym-
posium on Security and Privacy (2001).

11) 2001 OO0 O0OO0OO0ODODOUODOOOODOO
000D0000000000000 (2002).
http://www.ipa.go.jp/security /txt/attach/
2002_01-1.html

(00130 11030000)

(00140 6 0 4000)

00 oo
1994000000000000
| 00001996 000000000

— 0001990000000000
‘V. 0000000000000000

- 0000000002001 0000
0000000000C00000000000000
000000000000000000000MmMO
00000o0oooO

S Ay

o0 ooooooon

900000000000 0OD0
oooooooooooobooooo
gopz2o01000000000D00
goooooooooooooon
gobooboobooooooooo
gooooo0o0o0ooooOoOOO0O0ORF-IDOCOOOOO
oOoooooOOoOOO0OO0OIEEEDDOOCOOOOO0O0O0
ooo

o0 ooooooo

e DO0OOCOCOOOOO
gbooboowrsooooooon
gooolesooooooooon
goooooooooooooon
gooobDo0os4000ooon
gbooooobosooooooooooooon
gobooooooooooooooooooooon
goooobooobooobooboooooooooood
oboooomoooooooooobobooooo
good




