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Biometric Personal Authentication Using DNA Data

YUKIO ITAKURA, it TOSHIO NAGASHIMA® and SHIGEO TSuJIIit

Biometric verification/identification, which seeks to identify individuals accurately using
biological information obtained from them, has attracted increasing attention. Research on
applications of this method has progressed from a variety of angles. This paper focuses on
DNA data that can produce unique digital information for the purpose of personal identifica-
tion. It discusses how to collect that information and describes the procedures for processing
it to generate identification (ID) data. Based on statistical theory, this paper demonstrates
that such information can be applied adequately to personal identification. In addition, the
paper proposes a biometric personal verification/identification and digital signature system,
and describes its implimentation overall features. In this paper we build a public key en-
cryption method that incorporates DNA data into a secret key and authenticates individuals

according to the public key encryption scheme.
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Fig.1 Characteristic of DNA biometric information.
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Fig.5 Principle of DNA biometrics-based personal
authentication system.
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Fig.6 Principle of DNA biometrics-based digital
signature system.
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Fig.7 Characteristic of DNA personal ID for biometrics-based authentication.
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Fig.8 Biometrics-based registration system using DNA information.
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Fig.9 Biometrics-based authentication system using DNA information.
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